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<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<title>Login</title>
<link rel="stylesheet" href="admin.css" type="text/css">
</head>
<body>
<br>
<div class="container" align="center">
<form method="POST" action="#">
<p><input name="user" type="text" placeholder="Username"></p>
<p><input name="password" type="password" placeholder="Password"></p>
<p><input value="Login" type="button"/></p>
</form>
<l--hint:paramenter:hint-->
</div>
</body>
</html>
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<?php
error_reporting(0);

include_once("flag.php");
$cookie = $_COOKIE[ 'Whale'];

if(isset($_GET['hint'])){
show_source(__FILE_ );

}

elseif (unserialize($cookie) === "$KEY")

{
echo "$flag";

}
else {
?>

<?php
}

$KEY="Whale:www.whalectf.com';
?>
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<?php

$str
$arr

"whaleCTF";
array("name"=>"whale","id"=>1);

class A{
public $a = 10;
}

class B{
public $b = 123;
public function setb(){

$b = 222;

}
}
$a = new A();
$b = new B();

echo 'str-'.serialize($str).'<br>";

echo 'array-'.serialize($arr).'<br>";
echo 'classA-'.serialize($a).'<br>";
echo 'classB-'.serialize($b).'<br>";

?>
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str-s:8:"whaleCTF";
array-a:2:{s:4:"name";s:5:"whale";s:2:"id";i:1;}
classA-0:1:"A":1:{s:1:"a";i:10;}
classB-0:1:"B":1:{s:1:"b";i:123;}
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<?php
$KEY="Whale:www.whalectf.com';
echo serialize($KEY)

?>
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—Value

|s: 22:"Whale:www.whalectf.com"

Passwor d
Login
G OEEs D&Me OF® (O HGEE CHie 4wE = W% 8 ## @ Hacksar B x
o idiig URL @ Il R HTML CSS JS XHR ik Bg #k ws Rfs [OR@AE RBEEF FHH

RS TIE 32 L AR, ESS &4 K 0 =i isomiw| [ Sk Cookie £¥ WR FE  HHSRE
GET /23h7... fa cif..document html 762 575 522 5% 4 ms i Cookie
GET admin... & cif..stylesheet css e 398 5% #5% Cookie
PHPSESSID: eupuvmorséveglidjrciing12
Whale: 5:22:"Whalewww.whalectf.com"

BEREZTIARNIESH, FHARNERERNRNSKEY #ET T HK:

elseif (unserialize($cookie) === "$KEY")

{
echo "$flag";

}
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