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from PIL import Image
import operator
import pprint

img = Image.open("neoncow.bmp")

colors

1}

pixels = img.load()
w,h = img.size

for y in range(h):
for x in range(w):
if pixels[x,y] not in [
(exfd, oxfd, oxfd),
(8x07, 0x90, 0x06),
(oxfd, oxe0, oxeb),
(exfd, oxff, ox24),
(ex96, 0x3c, oxfd),
(8x24, Ox2c, 0x03),

pixels_repr = ''.join(["%02x" % _ for _ in pixels[x,y]])
if pixels_repr not in colors:

colors[pixels_repr] = ©
colors[pixels_repr] += 1

pprint.pprint(sorted(colors.items(), key=operator.itemgetter(1))[::-1])
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A py2 count_neoncow.py
[('%0ce31", 47),
('908acd’, 47),
('9004b0", 46),
('900000"', 3),
('022980", 3),
('e12980', 3),
('310180°", 2),
('9edb31’, 2),
('@32980", 2),
('e20180', 2),
('202980", 2),
('e60180', 2),
('322980", 1),
('34e0180°', 1),
('909059", 1),
('e30180', 1),
('2c2980', 1),
('320180"', 1), v
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https://defuse.ca/online-x86-%20assembler.htm#disassembly

“\x90\xC0\x31”
Array Literal:

{ 0x90, 0xCO, 0x31 }

Disassembly:

0: 90 nop
1:  «¢0 (bad)
2: 31 .byte 0x31

RNGERFARBN, BREASRBFAME, ZRBRGBHNBGR, KXt31c090i# 1T &k 4 %
"\x31\xC0\x90”

Array Literal:

{ 0x31, 0xCO, 0x90 }

Disassembly:

0: 31 c0 Xor eax, eax
90 nop

BT REGEHE, VBN ZEREE.
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from capstone import *
from PIL import Image
md = Cs(CS_ARCH_X86, CS_MODE_32)
img = Image.open("neoncow.bmp")

pixels = img.load()
w,h = img.size
I
for y in range(h):
for x in range(w):
if pixels[x,y] not in [
(exfd, oxfd, exfd),
(0x07, ©x90, 0x06),
(exfd, oxe0, oxeb),
(exfd, oxff, ox24),
(ex96, 0x3c, oxfd),
(0x24, Ox2c, 0x03),

s += "'.join([chr(_) for _ in pixels[x,y][::-1]])

for inst in md.disasm(s, 0):
print "ex%x:\t%s\t%s" % (inst.address, inst.mnemonic, inst.op_str)
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A py2 cap-cal.py

0x0: xor ebx, ebx : eax, eax

Ox2: nop

Ox3: int 0x80 3 byte ptr [ecx], ©x2a
Ox5: nop 3 edx, 1

Ox6: xor eax, eax

0x8: nop : edx, edx

0x9: inc al

Oxb: nop ; byte ptr [ecx], ©
Oxc: int 3 ecx

Oxe: nop

oxf: mov al, 4

Ox11: nop ; ebx,

Ox12: xor eax, eax

ox14: nop : ox23f

0x15: int ox80

ox17: nop 3 ebx, ebx

0x18: sub byte ptr [ecx],..0x20

el th 45 R E € 17 Blsam.out S, FBxfeoxiIE#AT I, RIS

f = open("sam.out")
lines = f.readlines()

N
ecx = 0

for 1 in lines[::-1]: # reverse the instructions
if 'byte ptr [ecx]' in 1:
tmp = l.strip().split(', ')[1]
if tmp.startswith("ex"):
tmp = int(tmp, 16)
else:
tmp = int(tmp)

if 'add' in 1:
ecx += tmp
elif 'sub' in 1:

ecx -= tmp

elif 'int\tox80' in 1:
s += chr(ecx)

print s
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A py2 re.py

* k%
LLAGc33dbbf0298eceb3edcd6d250ffd8d30d

* %
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from capstone import *
from PIL import Image
md = Cs(CS_ARCH_X86, CS_MODE_32)
img = Image.open("happycow.bmp")

pixels = img.load()
w,h = img.size
R
for y in range(h):
for x in range(w):
if pixels[x,y][0]==0x90 or pixels[x,y][2]==0x80:
s += "'.join([chr(_) for _ in pixels[x,y][::-1]])
for inst in md.disasm(s, 0):
print "ex%x:\t%s\t%s" % (inst.address, inst.mnemonic, inst.op_str)
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A py2 re.py

¥ % %

FLAG:c3dbbf0288ceebeddcd6d2505fdddead

* %
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R B HTHUR -

f = open("happycow.out")

lines = f.readlines()

for 1 in lines:
if 'byte ptr [ecx]' in 1:
tmp = l.strip().split(', ')[1]
if tmp.startswith("ex"):

tmp = int(tmp, 16)
else:

tmp = int(tmp)
if 'add' in 1:

ecx += tmp

elif 'sub' in 1:

ecx -= tmp

elif '"int\tex80' in 1:
s += chr(ecx)

print s
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A py2 re-fanxiang.py

* % %

FLAG:c3dbbf@298eceb3edcd6d2505+d8d3ed

* % %

B S — KB AT TR, RIEE] T HFRKFLAG

A py2 re-fanxiang.py

* %k

FLAG: c3dbbf@298eceb3edcded2505+fd8d3ed
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from capstone import *
import glob
from PIL import Image

md = Cs(CS_ARCH_X86, CS_MODE_32)
for fn in glob.glob("*.bmp"):

img = Image.open(fn)
pixels = img.load()
w,h = img.size
P
for y in range(h-1, -1, -1):
for x in range(w):
if pixels[x,y][@] == 0x90 or pixels[x,y][2] == 0x80:

S += .join([chr(_) for _ in pixels[x,y][::-1]])

lines = []
for inst in md.disasm(s, 0):
lines += ["Ox%x:\t%s\t%s" % (inst.address, inst.mnemonic, inst.op_str)]

print fn
ecx = 0
out = ""

for 1 in lines:
if 'byte ptr [ecx]' in 1:
tmp = l.strip().split(', ")[1]
if tmp.startswith("ex"):
tmp = int(tmp, 16)
else:
tmp = int(tmp)

if 'add' in 1:
ecx += tmp
elif 'sub' in 1:

ecx -= tmp

elif 'int\tox80' in 1:
out += chr(ecx)

print out
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A py2 cal-all.py
660px-San_Francisco_districts_map.bmp

* %k k

FLAG: c3dbbf0298eceb3edcd6d2505fd8d30d
*kx

alcatraz.bmp
* k%

FLAG: c3dbbf0298eceb3edcd6d2505fd8d30d
*kk

angry_cow.bmp
* %k %

FLAG: c3dbbf0298eceb3edcd6d2505fd8d30d
*k %

fireescape.bmp
* k%

FLAG:c3dbbf@298eceb3edcd6d2505fd8d30d
* ok ok

happycow. bmp

* % %

FLAG:c3dbbf@298eceb3edcd6d2505fd8d30d
*okok

neoncow. bmp
% %k

FLAG:c3dbbf@298eceb3edcd6d2505fd8d30d

* %k ok
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Capstone:
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from capstone import *
shellcode = b"\x31\xc0\x90"
md = Cs(CS_ARCH_X86,CS_MODE_32)
for i in md.disasm(shellcode, ©x00):
print "ex%x:\t%s\t%s" % (i.address, i.mnemonic, i.op_str)

shellcode = b"\x31\xc0\x90": ;& X 163 #shellcode

md = Cs(CS_ARCH_X86,CS_MODE_32): #iRHEHPANSH AR MBEAED , KEF, 34
BT 9 R x86 74 7 4544 (1 324240 A



for i in md.disasm(shellcode,0x00): disasm L4163 #1058, HZH R shellcodeMff2ah it .

print “Ox% x: \ t% s \ t% s”% (i.address, i.mnemonic, i.op_str) : #ilihht, HIEHRLSMBIELK.
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