whaleCTF-30days- #3535 [55 1] -5548 578 -writeup

sec’/p F 2018-07-23 21:0430 KA 717 KR

RER: CTE HFig%E X ERE: CIF ZEiL % RSA BERHEL

AR . ASCAE R A E, HIE CC4.0 BY-SA AN, HHiEH EECH M AsEn,
ASCHERE:  hitpsy/blog.csdn.net/afizongd267/article/details/8 1174384

6 F3CE 0I5
I B E A

1 BXE
TSR
A H -

'E‘ﬁ;g %‘
03T 15

BIX A KRBT N ARBAKRI! 2 SRBHE TRSANMAESH BT EM !
& Z g whaleCTF{oood, oA N 2

T E4R, KA —1RSAtt, —4bacon.docx, ITFFbacon.docx k& E#HN, ZEMRSAITF:

ITITRSAR LB HI AR

e=65537

d=176483621959488218784323414788013112177188929294617966775984021403530918544914390259395987050896651503958
n=201361544783408415641855912864937592840467111058171617141324248097548847644116545864032639334168068412516
c=22F4ECF53A876B17DA59DFA44235B8ABO8F93D337D79427B13BC3036933FC850E0697926C625B6DCD5D21955D2BB43CB5348197FA

eREAH, IREMP, nfEEH, HEHEL.
fiE F TR AT A B SCRITT


https://blog.csdn.net/afuzong4267
https://blog.csdn.net/afuzong4267/category_7827976.html
https://blog.csdn.net/afuzong4267/category_7829287.html
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AF%2586%25E7%25A0%2581%25E5%25AD%25A6&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=RSA&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%259F%25B9%25E6%25A0%25B9%25E5%25AF%2586%25E7%25A0%2581&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/afuzong4267/article/details/81174384
https://blog.csdn.net/afuzong4267/category_7827976.html
https://blog.csdn.net/afuzong4267/category_7829287.html

¥ AsymmetricTool — O X

Al gorithm

MEEA EHEE IETHR, RSy R

BS& w | (2048 ~ | NONE “ | |NoFadding e
Eew

#%fe  |65537
FFAd  308724301206109855598 7106042251 9865163940 784326 74056444 7520150 784756 7204 728039638145

Z4In  19275254252371 7945134419111 7976 T3566903960499852655 75424246319 7583753031104 747152067

Generate Clear

Encrwpt Clear e +5 )5 Copw

Decrypt

HEr G6FA13FE16E24504986B3CC391160CE22 TD4Da40BTE23CC TC29420B9960165EaC6890DEAT2ZEIFASICIT

BH=r ghal eCTFCR1pt0

Decrypt Clear Copy

Darbrar

#32lwhaleCTFCR1pt0, #3flagRIAAXS, XA E % bacon.doox3l i, MINEE, FTH K, K

~ZH,

"Das = FAXEY) - 17.5 - A =
*I'Ijmljj E B Ikg'abexz xz‘Av ===
X A-W-A-pa- A A BS D
BINER Fik |:




ctri+va £ KIMAAE, BHEELHG, KIANE:

""Deg =0 (EXIEX) - 175 - 'F[A] i=-i= - €32 e,; L

%EHEE“BIuvabexzxzéo =El==g1=- e
% R N IC 4. | Al e T
- - A-Aa- A A AD D - R 8 S - -
BINER T R P B ~ R - A

LET USPLAY A GAMETO GETHER BACONSAID .
| WANT YOU TELL THE FAR /RUTH FMNAL.

RATRIRHAR ERPIFEE, PR SCRIN &5, ARBIHIAERS, 45 A Maliit, RHAMDES:, B85
AT

aaaab aaaaa aaaba abbba abbab abaaa baaba aaaaa abbab aabba baaab bbaaa

fE Fpythonil A R, XERME—THRELBERE, TRHPHFREDE:



#!/usr/bin/python
# -*- coding: utf-8 -*-
import re

alphabet = ['a','b','c','d","e","f','g","'h',"i","5', "k, 1", 'm",'n", 0", 'p','q", 'r','s", "t u', v, W', X

first_cipher = ["aaaaa","aaaab","aaaba","aaabb","aabaa","aabab","aabba","aabbb","abaaa", "abaab","ababa","ab

second_cipher = ["aaaaa","aaaab","aaaba","aaabb","aabaa", "aabab","aabba","aabbb","abaaa", "abaaa", "abaab","a

def encode():

string = raw_input(“"please input string to encode:\n")

e_stringl =

e_string2 =

for index in string:

for i in range(90,26):
if index == alphabet[i]:

e_stringl += first_cipher[i]
e_string2 += second_cipher[i]
break

print "first encode method result is:\n"+e_stringl
print "second encode method result is:\n"+e_string2
return

def decode():
e_string = raw_input("please input string to decode:\n")
e_array = re.findall(".{5}",e_string)

d_stringl =
d_string2 = ""
for index in e_array:

for i in range(0,26):

if index == first_cipher[i]:
d_stringl += alphabet[i]
if index == second_cipher[i]:

d_string2 += alphabet[i]
print "first decode method result is:\n"+d_stringl
print "second decode method result is:\n"+d_string2
return

if _name__ == '_main__':
while True:
print "\t*******Bacon Encode_Decode System*******"
print "input should be lowercase,cipher just include a b"
print "1.encode\n2.decode\n3.exit"
s_number = raw_input("please input number to choose\n")
if s_number == "1":
encode()
raw_input()

elif s_number == "2":
decode()
raw_input()

elif s_number == "3":
break

else:

continue
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