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import requests
response = requests.get('http://whalectf.xin/files/850e2779d4afe36c2094333c56c0cf84/HARD.png"
cat_img response.content

with open('HARD.png','wb') as f

f.write(cat_img
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import binascii
import struct
OxXCAF304E6
for i in range(@, 65535):
height
data
crc32result

crc32key

struct.pack('>i', i)
"\Xx49\x48\x44\x52\x00\x00\x0C\xF0" height
binascii.crc32(data) Oxffffffff

if crc32result crc32key:

print ''.join(map(lambda c: "%@2X" ord(c), height))
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| whStegod.3open
|Encode or Decode?

Select

" Encode
if you wantto hide data in a carrier file.
Select
+ Decode
Hel if wou want to write data hidden with
DEF whiStegod into a file again.
Settings
Flowichart - Mode << Back

;wbStegcul.Sopen x [



Select Manipulated File

Selectthe carrier file from which you want to extract data.

|C:'\,Users'\,Pampeh,DesktDp\nvshen.bmp

File Type:

EWBitmap graphic *BME, * RLE)
Bl Flain text fila (* T=T, *ASC) - standard method
Help Bl Plain text file - compatible method, HTML or <hL file

B Adobe Acrobatfile (*FOF)
Settings

| Cantinue >

Flowichart - Mode << Back

XEFEMANT

whStegod.3open b4
‘ nter Password
Step Flease enter the password used for
encrypting the encoded data.
[fthere was no encryption used before
encoding, leave the inputfield empty.
|
Help
Settings
Flowchar - Mode << Back ‘ Continue >»
whStegod.3open b4
Save Data
Step Filename of destination file for decoded data:
|C:\Users\Pamper’\DesktDpw 23t _is
Help
Settings
Flowichart - Mode << Back
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bmpfi=open("nvshen.bmp","rb")

bmpstr=bmpfi.read()

bmpfi.close()
bfOffBits=int(bmpstr[13:9:-1].encode("hex"),16)
strl=""
for j in xrange(bfOffBits,len(bmpstr)):
strl+=bin(ord(bmpstr[j]))[-1]
i-0
lst=""
while i<len(strl):
str2=stri[i:i+8]
Ist+=chr(int(str2,2))
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from PIL import Image
img = Image.open('l.png"')
X = img.size[@]

y = img.size[1]

for i in range(x-2):
for j in range(y-2):

a img.getpixel((i,j))[@] img.getpixel((i,j))[1]+img.getpixel((i,j))[2]

b img.getpixel((i,j+1))[0] img.getpixel((i,j+1))[1]+img.getpixel((i,j+1))[2]
C img.getpixel((i,j+2))[0] img.getpixel((i,j+2))[1]+img.getpixel((i,j+2))[2]
if(a>b c>b) (a<b c <b):

pass

else:
img.putpixel((i,j),(255,255,255))
img.show()
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:~/Desktop# binwalk sctf.png
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from PIL import Image
import zlib
open('sctf.png', 'rb').read()[@x15AFFB:0x15B085 |
z1lib.decompress(img)
str(data,encoding="utf8")

Image.new('RGB', (25, 25))

for y in range(@, 25):

for x in range(@, 25):
if binstr[i] 1"
pic.putpixel([x, y], (@, @, 9))
else:
pic.putpixel([x, y], (255, 255, 255))
i+l

pic.save('flag.png')
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from PIL import Image

lena = Image.open('@l.bmp")
im=Image.new('1l',lena.size)
pixsels = lena.load()
width=1lena.size[0]
height=1ena.size[1]

for x in range(@,width):
for y in range(0,height):
g=pixsels[x,y]
im.putpixel((x,y),int(bin(g)[-1]))

im.save("2.bmp")
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