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#ii&: Youare in the role of a secret hacker. As always.

Your next job is the following:

VSA (Very Secret Agency) has followed very strict security policies for years, it is almost impossible to break into their network.
Unfortunately, that's what your boss wants from you.

After some social engineering you gathered, that VSA wants to order some simple programs from SoftMicro software
development corporation.

SoftMicro is the old partner for VSA, and he has implemented lots of backdoors for a commercial operating system named
“Doors” for VSA.

SoftMicro’s software is usually crappy, but their network is very well defended - thanks to the very often attacks against SoftMicro’s
network.

But VSA doesn’t accept any code from SoftMicro directly, because they hired a well known company named Anderson to audit
every piece of code that are used at VSA.

Your planis to hijack the communication between Anderson and SoftMicro, so you can analyse the program, and after Anderson
audited the program, you will hijack the traffic between Anderson and VSA, exchange the program with your evil one, and the job is
done.

The plan is great, but maybe not everything goes as planned...

Your first task is to hijack the communication between Anderson’s and SoftMicro’s network.

Here is the information you have already gathered:

The SoftMicro’s network is 207.46.197.0

Your public IP is 17.149.160.49

Anderson’s main page is Anderson

As you make progress on the challenge, you will get six pieces of a secret code, which is the proof that you have solved the
challenge.

So, don't forget to write down those secret code pieces.
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With the new built-in Core 32768 CPU-s, the webserver can service twice the Earth population, whe
they make connection simultaneously.

Firewall:
Version: 6.6
Firewall Throughput: 2 GBps
10/100 Interfaces: 8
10/100/1000 Interfaces: 1

Router:
Version: 23.6
CPU Speed: 2 GHz
RAM: 2 GB
Flash Memory: 512 MB
Notes: 20 front panel LEDs (including link/activity, collision detection and speed rating indicat

There is a default username/password for all modules (which is a very strong one),
but end to choose a new strong password for every module.

Default username:
admsn
Default password:

jtgkerInZpT

The web server config page is here:
www.example.com/webserver config.html

firewall config page is here:
xample.com/firewall config.html

config page is here:
m/router_config.html
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The web server config page is here:
www.example.com/webserver_config.html

The firewall config page is here:
www.example.com/firewall_config.html

The router config page is here:
www.example.com/router_config.html
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Username:

Password:
Login
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Login successful.
You can configure your router here, the syntax is the same as on all *NIX boxes.

Example: route add —net x.x.x.x netmask 255.255.255.0 gw X.x.x.x

Config command: route add -net x.x.x.x netmask 255.255.255.0 gw X.X.X.X
Login

route add -net 207.46.197.0 netmask 255.255.255.0 gw 17.149.160.49 , HENT—H 5

> New route added successfully.
1st part of the secret string: route

Actually, you found some very bad news on the net which may thwart your plans.

Anderson implemented PKI technology to digitally sign their documents, programs, etc.

It is very likely, that they will digitally sign the program you want to change when it is transferred to VSA.

Only one thing you have left as your final rescue. Anderson signs the MD5 hashes of

the programs/documents, so maybe you can create two different programs for Anderson — which have identical MD5 hashes.
The first good one will do the things as SoftMicro implemented,

but the second evil one will do what you want. Anderson analyses the good one, you change it to the bad one,

same hashes, same signature, game over.

Your journey continues here:
Generating_hashes
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Your next task is to create two different binaries, whose md5sum is the same.
The first binary must be sent to Anderson for software analysis, and the second has to be sent to VSA in the next part of your mission.

The first good program has to print
"Hello VSA employee"

and your second, evil one has to print
"l am a super VIRUS, game over."

This script verifies if the two different binaries are doing as specified, and if the md5sum is equal for them.
As SoftMicro's developers are in late to finish their job, maybe you can find the collision before they want it to send to Anderson.

Note: The script only checks if the good file contains the good string, the evil contains the evil string, and md5sum differs from the shal sum.
On my average PC it took 8 hours to find a collision, but there is a quicker and smarter way...
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luick usage instructions:

lote for Windows users: the below instructions are for Unix/Linux. On Windows, you may have to append ".exe" to the names of executable files. Also, to use "make"
ou must have the GNU tools installed and working.

1. Unpack the archive and build the library and tools:
tar zxf evilize-0.2.tar.gz

cd evilize-0.2
make

This creates the programs "evilize", "md5coll", and the object file "goodevil.o".

2. Create a C program with multiple behaviors. Instead of the usual top-level function main(), write two separate top-level functions main_good() and main_evil().
See the file hello—erase.c for a simple example.

3. Compile your program and link against goodevil.o. For example:
gcc hello-erase.c goodevil.o -o hello-erase

4. Run the following command to create an initialization vector:
./evilize hello-erase -i

5. Create an MD5 collision by running the following command (but replace the vector on the command line with the one you found in step 4):
./md5coll 0x23d3e487 0x3e3eab6l9 Oxc7bdd6fa 0x2d0271e7 > init.txt

Note: this step can take several hours.
6. Create a pair of good and evil programs by running:

./evilize hello-erase -c init.txt -g good -e evil

Here "good" and "evil" are the names of the two programs generated, and "hello—erase" is the name of the program you created in step 3.
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ttinclude <stdio.h>
ttinclude <unistd.h>

int main_good(int ac,char *av[]){
fprintf(stdout,"Hello VSA employee");
return 0;

¥

int main_evil(int ac,char *av[]){
fprintf(stdout,"I am a super VIRUS,game over.");

return 0;

}
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The mdSsums equals.
Good job.
2nd part of the secret string: eviimdb
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Your journey continues here:

23)#27R: Your next task is to hijack the traffic between Anderson and VSA.

VSA’s IP network is 12.110.110.0 You know what to do...
FATHEIRES, USINEE BN, 153

> New route added successfully.
3rd part of the secret string: mitm
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Your journey continues here:
Man in the middle
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Great job, now you are a 'Man In The Middle' between Anderson and VSA. Waiting for some traffic you run nmap against VSA's servers, and find that only one SSH port
is open to the public. This means you don't have a chance to change the traffic between VSA and Anderson (because it is encrypted and integrity checked), so you can'
change your good program to the evil one. After knocking your head into the wall you read some posts on public forums from Anderson, and finally find something. Herg
is a small suggestion from Anderson when using ssh:

"We strongly recommend our clients to check the fingerprint for first time communication, but we know how long these fingerprints are, so we recommend only to checl
the first 2 and the last bytes in hexa values in the fingerprint. Believe us, we really know what security is about..."

Here you can download the public key for the VSA SSH server.

In this context fingerprint means a hexa digest for a public key. Your job is to create a 1024 bit ssh rsa2 private key, which corresponding fingerprint can trick the
Anderson fingerprint matching protocol. This means that the first 2 and the last bytes in hexa values of the corresponding fingerprint must be the same as VSA's public
key fingerprint.

For example if the current SSH key looks like this:

12:34:56:78:AA:BB:CC:DD:EE:FF:11:12:13:14:15:16

you have to create a private key which corresponding public key is

12:34:.*:16

If you have this private key file, paste it in an OpenSSH format, without password protection, so your SSHarp tool can use it.

Hint: playing with the parameters helped me to find 3 "good enough" private keys in 1 minute.

A R A R R A RS EAR e BERR B sshi [ HEsshif A T2 Tmd5 i 2, i Hfuzzy
fingerprinting ] DA— B2 ik Eus O AN, [FRHEH —L Bk, M58, R —Wa I HBOFEHRE T/NEE.

K -fuzzy fingerprinting 71 5 , wu&ﬁ RANE R AIAE LI RO BERE, (HR G T 22, HBEREMBTIRARA e, 22z 73K
WE— REGITE], P4 IRAER S — R R gt .
ARG, SonERILE B

2 M AR s p RN, kRS B

A3 4% E AR ) e B Pk £ -4 o ) ad d i sid el AT

HAk.

route del -net 207.46.197.0 netmask 255.255.255.0 gw 17.149.160.49
route del -net 12.110.110.0 netmask 255.255.255.0 gw 17.149.160.49
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