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<?php

/**

* Created by PhpStorm.

* Date: 2015/11/16

* Time: 1:31

%y
header('content-type:text/html;charset=utf-8');
if(! isset($_GET['jpg']l))

header('Refresh:0;url=./index.php?jpg=hei.jpg');

$file = $_GET['jpg'l;
echo '<title>file:'.$file.'</title>';
$file = preg_replace("/["a-zA-Z0-9.]+/","", $file);
$file = str_replace("config","_", $file);
$txt = base64_encode(file get contents($file));

echo "</img>";

/*
* Can you find the flag file?
*

*/

?>
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<?php
/**
* Created by PhpStorm.
* Date: 2015/11/16
* Time: 1:31
*/
error_reporting(E_ALL || ~E_NOTICE);
include('config.php');
function random($length, $chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789abcdefghijklmnopgrstuvwxyz') {
$hash = '';
$max = strlen($chars) - 1;
for($i = 0; $i < $length; $i++) {
$hash .= $chars[mt_rand(0, $max)];
}

return $hash;

function encrypt($txt,$key){
for($i=0;%i<strlen($txt);$i++){
$tmp .= chr(ord($txt[$i])+10);
}
$txt = $tmp;
$rnd=random(4);
$key=md5($rnd.s$key);
$s=0;
for($i=0;%i<strlen($txt);$i++){
if($s == 32) $s = 0;
$ttmp .= $txt[$i] ~ $key[++$s];
}
return base64_encode($rnd.$ttmp);
}
function decrypt($txt,$key){
$txt=base64_decode($txt);
$rnd = substr($txt,0,4);
$txt = substr($txt,4);
$key=md5($rnd.s$key);

$s=0;
for($i=0;%i<strlen($txt);$i++){
if($s == 32) $s = 0;
$tmp .= $txt[$i] $key[++$s];
}
for($i=0;%i<strlen($tmp);$i++){
$tmpl .= chr(ord($tmp[$i])-10);
}
return $tmpl;
}
$username = decrypt($_COOKIE[ 'user'],$key);
if ($username == 'system'){
echo $flag;
}else{
setcookie('user',encrypt('guest',$key));
echo "\ (7 V%)
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<?php
error_reporting(E_ALL || ~E_NOTICE);

$text = 'guest';

$cookie_guest = 'dk9FSOhOXUhH';

$cookie_guest = base64_decode($cookie_guest);

$rnd = substr($cookie_guest,0,4);

$cookie_guest = substr($cookie_guest,4);

for ($i = 0; $i < strlen($text); $i++) {
$text[$i] = chr(ord($text[$i])+10);

}

for ($i = 0; $i < strlen($text); $i++) {
$key .= ($text[$i] ~ $cookie_guest[$i]);

}

$text2 = 'system';

for ($i = 0; $i < strlen($text2); $i++) {
$text2[$i] = chr(ord($text2[$i])+10);

}

$t = '0123456789abcdef’;

for ($j = 0; $j < strlen($t); $j++) {
$key_temp = $key.$t[$]];
$result = '';
for ($i = 0; $i < strlen($text2); $i++) {

$result .= ($key_temp[$i] ~ $text2[$i]);

}
$result = base64_encode($rnd.$result);
echo $result."\n";

?>
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