wctf2020——writeup (Crypto)
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for value in (1,2021):

value

(520,1314) (2333,666)

C 80538738812075974 + 80435758145817515 12602123297335631
print

print (c)

d (22,2) + 36
e d 1314
print )
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\Premise: Enumerate the alphabet by 0. 1. 2. ... . 25
Using the RSA system
Encryption:0156 0821 1616 0041 0140 2130 1616 0793
Public Key:2537 and 13
Private Key:2537 and 937

flag: wctf2020{Decryption}
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FAEH: n=2537, e=13

2A4H: n=2537, d=937

m=cd(mod n)
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do you know base64?
MyLkTaP3FaA7KOW]TmKkVjWjVzKjdeNvTnAjoH e siiEs
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SIIHF) f\E(E) BEU(0) EE(V) FEIH)
JASGBWcQPRXEFLbCDIImnHUVKTYZdMovwipatNOefghq56rs****kxyz012789+/

oh holy shit, something is missing...
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for a in string2:
string3 = stringl.find(a)
if(string3 1):
missing = missing a

print(missing)

index stringl.find (i)
flag = flag + string2[index]

else:
flag = flag

print (flag)
print (base64.b64decode(flag))

babyrsa

| babyrsa - ig=4s
SOEF) BER(E) FBT(0) BEE(V) EENH)
k = 28767758880940662779934612526152562406674613203406706867456395986985664083182

n = 73069886771625642807435783661014062604264768481735145873508846925735521695159
e = 65537
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f# HpFiq
p=189239861511125143212536989589123569301

q=386123125371923651191219869811293586459
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def getEuler(primel,prime2):

return (primel-1)*(prime2-1)

def getDkey(a,Eulervalue):
k 1
while True:
if (((Eulervalue 9] 1) e)
() (Eulervalue k
return d
k 1

def Ming(c,d,n):

return (c,d,n)

if _ _name__ 2
189239861511125143212536989589123569301
386123125371923651191219869811293586459

65537
a’p
getDkey(e,getEuler(p,q))
28767758880940662779934612526152562406674613203406706867456395986985664083182
m =Ming(c,d,n)
print( )
print (d)
print (
print (m)
print(

d=30854876581442056228588093398155288897790570329196285069001545119486056472273

m=823989108254974202105161758566497786100048618619858843500160755662795645
m=0x77637466323032307b6a7573745f405f70696563655f30665f63616b337d
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EH4RRAMMEEN, BHEXET (U], HH24f:
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leak

e = 65537

n=
156808343598578774957375696815188980682166740609302831099696492068246337198792510898818496239166339
015207305102101431634283168544492984586566799996471150252382144148257236707247267506165670877506370
253127695314163987084076462560095456635833650720606337852199362362120808707925913897956527780930423
574343287847

c=
108542078809057774666748066235473292495343753790443966020636060807418393737258696352569345621488958
094856305865603100885838672591764072157183336139243588435583104423268921439473113244493821692560960
443688048994557463526099985303667243623711454841573922233051289561865599722004107134302070301237345
400354257869

dp =
734763139918837027274765680404546851353356952885439663987181004382601658386317353877499122276686150
509151221546249750373865024485652349719427182780275825

~dpiit T KEH .
HTHARRLEE T . https:/www.jianshu.com/p/74270dc7a14b
dp =d mod(p-1)

ed =dp *e-k1(p-1) =1 mod f(n)
k2(p-1)*(g-1) +1 =dp *e - k1(p-1)
(p-1) * [k2(g-1) +k1] +1=dp * e

FAdp < (p-1) (FEAdp=dmod (p-1) )
Fille > [k2(g-1) + k1]

B x = k2*(g-1) + k1
X€ (0,e)
X*(p-1)+1=dp*e
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import gmpy2

import libnum

import binascii

e 65537

n 156808343598578774957375696815188980682166740609302831099696492068246337198792510898818496239166339015207305
10210143163428316854449298458656679999647115025238214414825723670724726750616567087750637025312769531416398708409
76462560095456635833650720606337852199362362120808707925913897956527780930423574343287847

dp 73476313991883702727476568040454685135335695288543966398718100438260165838631735387749912227668615050915122,
1546249750373865024485652349719427182780275825

C 108542078809057774666748066235473292495343753790443966020636060807418393737258696352569345621488958094856305
8656031008858386725917640721571833361392435884355831044232689214394731132444938216925609604436880489945574635260
99985303667243623711454841573922233051289561865599722004107134302070301237345400354257869

((dp*e-1)//i)+1
p 0:
n//p

phi = (p-1)*(q-1)
d gmpy2.invert(e,phi)

(c,d,n)

print (libnum.n2s(m))
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