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To login to the first level use:

Username: narnia@
Passowrd: narnia@
Data for the levels can be found in /narnia/.
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#lc
#include <stdio.h>
#include <stdlib.h>

int main(){
long val=0x41414141;
char buf[20];

printf("Correct val's value from 0x41414141 -> ©xdeadbeef!\n");
printf("Here is your chance: ");
scanf("%24s",&buf);

printf("buf: %s\n",buf);
printf("val: 0x%@8x\n",val);

if(val==0xdeadbeef)
system("/bin/sh");

else {
printf("WAY OFF!!!!\n");
exit(1);
}
return 0;
}
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#lc
#include <stdio.h>

int main(){
int (*ret)();

if(getenv("EGG")==NULL){
printf("Give me something to execute at the env-variable EGG\n");
exit(1);

}

printf("Trying to execute EGG!\n");
ret = getenv("EGG");
ret();

return 0;

}
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#lc

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

int main(int argc, char * argv[]){
char buf[128];

if(argc == 1){
printf("Usage: %s argument\n", argv[0]);
exit(1);

}
strcpy(buf,argv[1]);
printf("%s", buf);

return 0;

}
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#lc

#include <stdio.h>
#include <sys/types.h>
#include <sys/stat.h>
#include <fcntl.h>
#include <unistd.h>
#include <stdlib.h>
#include <string.h>

int main(int argc, char **argv){

int ifd, ofd;

char ofile[16] = "/dev/null";
char ifile[32];

char buf[32];

if(argc != 2){
printf("usage, %s file, will send contents of file 2 /dev/null\n",argv[0]);
exit(-1);

/* open files */

strcpy(ifile, argv[1]);

if((ofd = open(ofile,0_RDWR)) < 0 ){
printf("error opening %s\n", ofile);
exit(-1);

}

if((ifd = open(ifile, O_RDONLY)) < © ){
printf("error opening %s\n", ifile);
exit(-1);

/* copy from filel to file2 */
read(ifd, buf, sizeof(buf)-1);
write(ofd,buf, sizeof(buf)-1);
printf("copied contents of %s to a safer place... (%s)\n",ifile,ofile);

/* close 'em */

close(ifd);
close(ofd);
exit(1);

}
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#lc

#include <string.h>
#include <stdlib.h>
#include <stdio.h>

#include <ctype.h>

extern char **environ;

int main(int argc,char **argv){
int i;
char buffer[256];

for(i = 0; environ[i] != NULL; i++)

memset(environ[i], '\@', strlen(environ[i]));

if(argce>1)
strcpy(buffer,argv([1]);

return 0;

}
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#lc

#include <stdio.h>
#include <stdlib.h>
#include <string.h>

int main(int argc, char **argv){
int i = 1;
char buffer[64];

snprintf(buffer, sizeof buffer, argv[1]);
buffer[sizeof (buffer) - 1] = 0;
printf("Change i's value from 1 -> 500. ");

if(i==500){
printf("GOOD\n");
system("/bin/sh");
}

printf("No way...let me give you a hint!\n");
printf("buffer : [%s] (%d)\n", buffer, strlen(buffer));
printf ("i = %d (%p)\n", i, &i);

return 0;

}
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#lc

#include <stdio.h>
#include <stdlib.h>
#include <string.h>

extern char **environ;

// tired of fixing values...
// - morla
unsigned long get_sp(void) {
__asm__("movl %esp,%eax\n\t"
"and $0xffo000ee, %eax"
)s
}

int main(int argc, char *argv[]){
char b1[8], b2[8];
int (*fp)(char *)=(int(*)(char *))&puts, i;

if(argc!=3){ printf("%s bl b2\n", argv[0]); exit(-1); }

/* clear environ */
for(i=0; environ[i] != NULL; i++)
memset(environ[i], '\@', strlen(environ[i]));
/* clear argz */
for(i=3; argv[i] !'= NULL; i++)
memset(argv[i], '\@', strlen(argv[i]));

strcpy(bl,argv[1]);
strcpy(b2,argv[2]);
//if(((unsigned long)fp & Oxffe00000) == Oxff000000)
if(((unsigned long)fp & 0xffoe00LL) == get _sp())
exit(-1);
fp(bl);
exit(1);
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#!lc

#include
#include
#include
#include
#include

int good
int hack

int vuln

}

int main

}
int good

)
int hack

N T

<stdio.h>

<stdlib.h>
<string.h>
<stdlib.h>
<unistd.h>

function();
edfunction();

(const char *format){
char buffer[128];
int (*ptrf)();

memset (buffer, 0, sizeof(buffer));
printf("goodfunction() = %p\n", goodfunction);
printf("hackedfunction() = %p\n\n", hackedfunction);

ptrf = goodfunction;
printf("before : ptrf() = %p (%p)\n", ptrf, &ptrf);

printf("I guess you want to come to the hackedfunction...\n");
sleep(2);
ptrf = goodfunction;

snprintf(buffer, sizeof buffer, format);

return ptrf();

(int argc, char **argv){

if (argc <= 1){
fprintf(stderr, "Usage: %s <buffer>\n", argv[0]);
exit(-1);

}

exit(vuln(argv[1]));

function(){
printf("Welcome to the goodfunction, but i said the Hackedfunction
fflush(stdout);

return 0;

edfunction(){
printf("Way to go!!!!");
fflush(stdout);

system("/bin/sh");

return 0;

..\n");
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#lc

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

// gcc's variable reordering fucked things up
// to keep the level in its old style i am

// making "i" global unti i find a fix

// -morla

int i;

void func(char *b){
char *blah=b;
char bok[20];
//int i=0;

memset(bok, '\@', sizeof(bok));
for(i=0; blah[i] != '\@'; i++)
bok[i]=blah[i];

printf("%s\n",bok);
}

int main(int argc, char **argv){
if(argc > 1)
func(argv[1]);
else
printf("%s argument\n", argv[0]);

return 0;
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