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靶机下载地址

主机发现 && 端口扫描

netdiscover -i eth0 -r 192.168.154.1/24

端口扫描这次用的是threader3000 

https://blog.csdn.net/Jiajiajiang_/article/details/117220625

好用

------------------------------------------------------------
        Threader 3000 - Multi-threaded Port Scanner          
                       Version 1.0.7                    
                   A project by The Mayor               
------------------------------------------------------------
Enter your target IP address or URL here: 192.168.154.134
------------------------------------------------------------
Scanning target 192.168.154.134
Time started: 2021-05-23 23:34:56.696683
------------------------------------------------------------
Port 22 is open
Port 21 is open
Port 80 is open
Port 1337 is open
Port scan completed in 0:00:20.491740
------------------------------------------------------------
Threader3000 recommends the following Nmap scan:
************************************************************
nmap -p22,21,80,1337 -sV -sC -T4 -Pn -oA 192.168.154.134 192.168.154.134
************************************************************
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************************************************************
Would you like to run Nmap or quit to terminal?
------------------------------------------------------------
1 = Run suggested Nmap scan
2 = Run another Threader3000 scan
3 = Exit to terminal
------------------------------------------------------------
Option Selection: 1
nmap -p22,21,80,1337 -sV -sC -T4 -Pn -oA 192.168.154.134 192.168.154.134
Host discovery disabled (-Pn). All addresses will be marked 'up' and scan times will be slower.
Starting Nmap 7.91 ( https://nmap.org ) at 2021-05-23 23:35 EDT
Nmap scan report for 192.168.154.134
Host is up (0.00046s latency).

PORT     STATE SERVICE VERSION
21/tcp   open  ftp     vsftpd 2.0.8 or later
|_ftp-anon: Anonymous FTP login allowed (FTP code 230)
| ftp-syst: 
|   STAT: 
| FTP server status:
|      Connected to ::ffff:192.168.154.129
|      Logged in as ftp
|      TYPE: ASCII
|      No session bandwidth limit
|      Session timeout in seconds is 300
|      Control connection is plain text
|      Data connections will be plain text
|      At session startup, client count was 1
|      vsFTPd 3.0.3 - secure, fast, stable
|_End of status
22/tcp   open  ssh     OpenSSH 7.6p1 Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   2048 2c:54:d0:5a:ae:b3:4f:5b:f8:65:5d:13:c9:ee:86:75 (RSA)
|   256 0c:2b:3a:bd:80:86:f8:6c:2f:9e:ec:e4:7d:ad:83:bf (ECDSA)
|_  256 2b:4f:04:e0:e5:81:e4:4c:11:2f:92:2a:72:95:58:4e (ED25519)
80/tcp   open  http    Apache httpd 2.4.29 ((Ubuntu))
|_http-server-header: Apache/2.4.29 (Ubuntu)
|_http-title: Totally Secure Website
1337/tcp open  waste?
| fingerprint-strings: 
|   DNSStatusRequestTCP, GetRequest, HTTPOptions, Help, RTSPRequest, SSLSessionReq, TLSSessionReq, TerminalServerCookie: 
|     Welcome to SVOS Password Recovery Facility!
|     Enter the super secret token to proceed: 
|     Invalid token!
|     Exiting!
|   DNSVersionBindReqTCP, GenericLines, NULL, RPCCheck: 
|     Welcome to SVOS Password Recovery Facility!
|_    Enter the super secret token to proceed:

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 54.69 seconds
------------------------------------------------------------
Combined scan completed in 0:01:42.547022
Press enter to quit...

漏洞挖掘

21



看起来没什么卵用

换一个端口

80

那么扫目录吧

好家伙，一套又一套

flag1

ctrl + U



uno:luc10r4m0n

白给，来试试吧

ssh直接登录。

提权

救命，这个用户量。



看看我自己的目录吧

suprise �

来试试吧

4b3l4rd0fru705

su了个圈是dos用户的密码



flag2

继续跟进

linux 查找某目录下包含关键字内容的文件（文件内容、grep）

grep -r “string“ 路径

找到了，去看看这个文件

接着看



是一段字符
base64解密一下

看到开头是pk，那么这可能是一个zip文件。

写一个脚本，还原这个文件



#!/usr/bin/python3
import base64

codes = '''UEsDBBQDAAAAADOiO1EAAAAAAAAAAAAAAAALAAAAY2hhbGxlbmdlMi9QSwMEFAMAAAgAFZI2Udrg'''

with open('1.zip', 'wb') as f:
    for code in codes.split('\n'):
        f.write(base64.b64decode(code))

 

 



 

获得token

c8e6afe38c2ae9a0283ecfb4e1b7c10f7d96e54c39e727d0e5515ba24a4d1f1b

flag3

这里还有1337文件

那就直接nc1337端口

dos@svos:~$ nc 127.0.0.1 1337

 Welcome to SVOS Password Recovery Facility!
 Enter the super secret token to proceed: c8e6afe38c2ae9a0283ecfb4e1b7c10f7d96e54c39e727d0e5515ba24a4d1f1b

 Here's your login credentials for the third user tres:r4f43l71n4j3r0

获得新用户账号密码

登录



tres@svos:/home/dos$ cd ../tres
tres@svos:~$ ls -al
total 60
drwx------  5 tres tres  4096 Oct 20  2020 .
drwxr-xr-x 12 root root  4096 Oct 19  2020 ..
-rw-r--r--  1 tres tres   220 Sep 22  2020 .bash_logout
-rw-r--r--  1 tres tres  3771 Sep 27  2020 .bashrc
drwx------  2 tres tres  4096 Sep 25  2020 .cache
-rw-rw-r--  1 tres tres    63 Sep 25  2020 flag3.txt
drwx------  3 tres tres  4096 Sep 25  2020 .gnupg
drwxrwxr-x  3 tres tres  4096 Sep 25  2020 .local
-rw-r--r--  1 tres tres   807 Sep 22  2020 .profile
-rw-rw-r--  1 tres tres   292 Oct 20  2020 readme.txt
-rw-rw-r--  1 tres tres 20348 Sep 27  2020 secarmy-village
tres@svos:~$ cat flag3.txt 
Congratulations! Here's your third flag segment: flag3{ac66cf}
tres@svos:~$ cat readme.txt 
A collection of conditionals has been added in the secarmy-village binary present in this folder reverse it and get the fourth user's credentials , if you have any issues with accessing the file you can head over to: https://mega.nz/file/XodTiCJD#YoLtnkxzRe_BInpX6twDn_LFQaQVnjQufFj3Hn1iEyU 

flag4

strings看文件被加壳了

弄到kali里来 脱壳

获得密码

┌──(kali㉿kali)-[~/vuln/village/challenge2]
└─$ strings secarmy-village|grep fourth
Here's the credentials for the fourth user cuatro:p3dr00l1v4r3z

 

进来了 



flag5 

现在去justanother目录看一看

这些png中，应该扫码就有结果了。

写一个脚本去读。

shell这里写个循环去把图片们下下来

然后写脚本读文件

先装一个zbar （ZBar是一个开源库，用于扫描、读取二维码和条形码。支持的二维码包括：EAN/UPC，QR
等。）

sudo apt-get install libzbar-dev
pip install zbar

#!/usr/bin/python3
import pyzbar.pyzbar as pyzbar
from PIL import Image
for number in range(0,68):
    fileName = 'qr/image-{}.png'.format(number)
    img = Image.open(fileName)
    barcodes = pyzbar.decode(img)
    for barcode in barcodes:
        barcodeData = barcode.data.decode('utf-8')
        print(barcodeData)

 执行脚本

得到结果

cinco:ruy70m35



flag6

去找cinco的文件

读到shadow.bak

seis:$6$MCzqLn0Z2KB3X3TM$opQCwc/JkRGzfOg/WTve8X/zSQLwVf98I.RisZCFo0mTQzpvc5zqm/0OJ5k.PITcFJBnsn7Nu2qeFP8zkBwx7.:18532:0:99999:7:::

 

那么就用rockyou.txt来破解文件

可以了



flag7

去/var/www/html

看文件

命令执行



读一下readme文件

直接chmod 777 readme9213.txt

然后直接读

cinco@svos:/var/www/html/shellcmsdashboard$ cat readme9213.txt 
password for the seventh user is 6u1l3rm0p3n473

 



flag8

那么就异或吧

┌──(kali㉿kali)-[~/vuln/village]
└─$ python3                                                                                                   130 �
Python 3.9.1+ (default, Feb  5 2021, 13:46:56) 
[GCC 10.2.1 20210110] on linux
Type "help", "copyright", "credits" or "license" for more information.
>>> ''.join(chr(ord('x')^key) for key in [11,29,27,25,10,21,1,0,23,10,17,12,13,8])
'secarmyxoritup'
>>> 



这个是passwd.zip的密码，我们去解压，然后读文件

siete@svos:~$ cat password.txt 
the next user's password is m0d3570v1ll454n4

flag9

有个pcapng文件

传到kali来，然后用wireshark打开

看到个none.txt



mjwfr?2b6j3a5fx/

去解密

https://www.dcode.fr/keyboard-shift-cipher 

nueve:355u4z4rc0

flag10

搞一下这个orangutan

https://www.dcode.fr/keyboard-shift-cipher


好的pwn我不会。先这样，有时间补吧
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