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FREE: ZEil off CERLE: linux
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HEB I
% Hvolatility
imageinfo
pslist
pstree
cmdscan
consoles
cmdline
filescan
dumpfiles
procdump
memdump
editbox/notepad
netscan
svcscan
screenshot
userassist
clipboard
hivelist
malfind
handles
iehistory
dlidump
i P 8 1R 3 B A
printkey
fit & Gimp
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M OTF 15 22 3 volatility(2021/11/4)

FIAREAkalii# T, SRR RERBEER 214048, EFXKSamsung SSD T73] T, MiEHEkali Bm %R —T
volatilityfft .

3 iy

1.%23Evmware tools

B B BRY—%EEVmware tools, I H IEHE K EFREXT T F, EEVMware toolsB 5 1H, AEHNCHR, WS

WG —HE%E, HyesHitiA\yes
HF&RJE B Henjoy B 2 BTh
REBEWEF—T



2 R
WA T4
sudo vim /etc/apt/sources.list

e A BRIERE R AR o B e [ IR

SR PN

deb http://mirrors.ustc.edu.cn/kali kali-rolling main non-free contrib

deb-src http://mirrors.ustc.edu.cn/kali kali-rolling main non-free contrib
Fil B = 95

deb http://mirrors.aliyun.com/kali kali-rolling main non-free contrib

deb-src http://mirrors.aliyun.com/kali kali-rolling main non-free contrib
Ny N3
deb http://mirrors.tuna.tsinghua.edu.cn/kali kali-rolling main contrib non-free

deb-src https://mirrors.tuna.tsinghua.edu.cn/kali kali-rolling main contrib non-free

=& —BpE]

mumuzi@kali: ~/ S
ENfE(A) RIB(E) ZEF/(V) EEIH)

kali-rolling
kali-rolling

RGN
sudo apt-get update
sudo apt-get upgrade

RGN SR IEIE

sudo apt-get install fcitx

sudo apt-get install fcitx-googlepinyin
E=E1E)

3. % %%pip

RAFEFK2020.2fkali, R %% T python2.7.18 Fipython3.8.2, {HE A pip.

# %51 6 42 3 python3 22 35 python2. 1 5 56 %2 3% 27 %2 3 34 ) Bl pipA1 pip3#5 5 19 i python3, ta R I 4.0, FKIAT
python2 get-pip.pyEf af

XtT-python2.7:

wget https://bootstrap.pypa.io/pip/2.7/get-pip.py

python get-pip.py




SR 223k 7 R\ pip sk B LR R Bl pip K1
PHEE S5APATH, EREMKRSWAUTHS, WHE

Installing collected packages: pip, setuptools, wheel
WABNING: The scripnts pin, pip2? and pip2.7 are installed ir '/home/mumuzi/
‘bin' which is not on PATH.
to PATH or, if you prefer to suppress this

y_install-2.7 are installed in

PuTH or, if you prefer to suppress this

The script 1s i led i Jhome/mumuzi/.local/bin" which

PATH.
ing / to PATH or, if you prefsp 1Q,SHUDEIRS
-location. S[jN Jﬁ:

echo 'export PATH=/home/mumuzi/.local/bin:$PATH' >>~/.bashrc
source ~/.bashrc
iE: /home/mumuzi/.local/binfi#E H S FFIWARNINGHE /R RAEEL

5+ Fpython3:

A2 Fwget https://bootstrap.pypa.io/pip/2.7/get-pip.py
SR JEpython3 get-pip.py
(BARILENZE python2 M3 iget - pip il i

$ pip -V
pip 20.3.4 from /home/mumuzi/.local/lib/python2.7/site-packages/pip (python
2.7)

$ pip3 -v
pip 20.3.4 from /home/mumuzi/.local/lib/python3.8/site-packages/pip (python
3.8)

% 3 volatility
BERRERHEZE, HARE

HEFE 05 1 (7 18 23 1)

1. F #Hvolatility
https://github.com/volatilityfoundation/volatility

2. # git clone https://github.com/volatilityfoundation/volatility.git
BEANXCHE RS, A

python setup.py install

2RJBIBIT, MERIMRDREE, TREBEXEE, — Mk

pip install yara

pip install pycrypto

W SRAE 235 I &I py thon . hi 4R, E3AT T —%
sudo apt-get install python2-dev

pip install pillow

pip install distorm3
pip install openpyxl



https://github.com/volatilityfoundation/volatility

SR J5 EL #1217 python vol.pyEl ]

DT HETRRARRMAHIAN, WRFMNBEHERATIUNE—F

BRBITRAH I IR, KARyarafJRH, EHZE K, KIE

Requirement already satisfied: yara in /home/mumuzi/.local/lib/python2.7/site-packages (1.7.7)

T 43 4 J R

Failed to import '/usr/lib/libyara.so’
PATH = /home/mumuzi/.local/bin:/usr/local/bin:/usr/bin:/bin:/usr/local/games:/usr/games;/usr/1lib

*** Failed to import volatility.plugins.linux.malfind (OSError: /usr/lib/libyara.so: cannot open shared object f

ile: No such file or directory)
Failed to import '/usr/lib/libyara.so’
PATH = /home/mumuzi/.local/bin:/usr/local/bin:/usr/bin:/bin:/usr/local/games:/usr/games;/usr/lib;/usr/1lib

_distorm3.so
easy_install.py
easy_install.pyc

ujson.so
jdcal.py
jdecal.pyc

$ whereis libyara
libyara:
$ cd usr
$ 1s

$ cd 1lib
$ 1s

GSDNL@E Mumuzi

libyara.so

TR A8 B P O R AR R 1]

In -s /home/mumuzi/.local/lib/python2.7/site-packages/usr/lib/libyara.so /usr/lib/libyara.so



) L AL i LR

$ python2 vol.py
Volatlllty Foundatlon Volatility Framework 2.6.1

ERROR : volatility.debug : You must specify something te do (try -h)

¥E 0] % HH 3L T TH I 1A 7
bash: /usr/local/binivol.py: /usr/bin/python: RS R: %8 BA BB
RGN K, KpythonZ python274 BE 43 FH .
FR#EAbINEF, BF —THE

$ 1s -1 python#
Trwxrwxrux 1 root root 9 7H : —» python2.7
-rwxr-xr-x 1 root root 3635744 98 z python2.7
LTrwxrwxrwx 1 root root 33 9H z — x86_64-1in
ux-gnu-python2.7-config
Lrwxrwxrwx 1 root root 16 7H z —» python2.7-co
nfig
Trwxrwxrwx 1 root root 9 48 — python3.8
-rwxr-xr-x 2 root root 5110856 48 python3.7
-rwxr-xr-x 2 root root 5110856 48 python3.7m
-rwxr-xr-x 1 root root 5445248 48 python3.8
Trwxrwxrwx 1 root root 33 48 — xB86_64=-1in
ux-gnu-python3.8-config
Trwxrwxrwx 1 root root 16 48 7 — python3.8-co
nfig
—TWXT-XTI'-X
—TWXT-XTI'-X
—TWXT-XTI'-X
—TWXT-XTI'-X
—TWXT-XTI'-X
Trwxrwx rux

root root 38 28 python3-futurize
root root 388 38 28 python3-pasteurize
root root 364 128 python3-qr

root root 196 38 25 python3-tor-prompt
root root 5902 118 3 python3-wsds ﬂ-
root root 7 2H tﬂ;ﬁﬁﬂ g

p |
p |
p |
p |
1
p |

ENUmuzi

RIbinF, Rpython2381a] fipython2.7, Bt LA{s A python) B 18 2 324 Blpython2.7H), T & #binT Hpython2t 4 python

$ sudo mv python2 python
: $1s -1 python*
Lrwxrwxrwx 1 root root 9 78 28 19:17 = python2.7

$ vol.py
Volatlllty Foundatlon Volatility Framework 2.6.1
ERROR : volatility.debug : You must specify something te do (try -h)
z -3 |

B 2T AR G T

¥ 37 volatility % 3 J5 i

1. F #volatility

https://www.volatilityfoundation.org/26

HETRLNXRSR, TRTRZERE

SR MRS SR B SO e 048 Rvolatility, 8 #54#3h Bl /usr/local
IS8 5 AR AN AT $RAT SO B SO 44 th BUsvolatility

sudo mv volatility/ /usr/local/

2R E I B &, #idEKprofile

sudo vim /etc/profile
NGRS, AT —4]

export PATH=/usr/local/volatility:$PATH
EV=LEE)



https://www.volatilityfoundation.org/26

Z G HEER \volatility, BT R EZL RT3
imageinfo

TR A BRI B A B

volatility -f raw.raw imageinfo

FileAd
No PAE

ARED_DATA :
and time
and time

volatility B A Win7SP1x64 K154, J& S5 A —profile(BItRBEHL)
pslist

MEBBRERE, —MEt<pslist
pslist: EHE GG F IELBIT R

volatility -f raw.raw --profile=Win7SP1x64 pslist

WAR, WAL psxview, psxviewd] 25 E — Lo a5 3k 1%



PPID Thds

Wwmwwmnimie®n
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UTC

pstree

DA 7 SR 5 IEAE BEAT HOERE, R pstreeth A& B H BB BUR BRI AR

volatility -f raw.raw --profile=Win7SP1x64 pslist



: $ volatility -f raw.
Volatility Foundation Volatility Framew
N

ISppsvcC
svchost

askhost
host
ntoolsd

[y
= Lo

) L

1@

7
8 T
Ei

o]

o]

spoolsy
:svchost.e
dllhost
GAuths
svchost.
@:dllhost

= O

=] 0 0

PID 8 PPID 47

PID 984 PPID 47
21-04-11 ¢
PID 2296 PPID 47
21-04-11 ¢
WARNING i PID PPID 47 ) : :
=ffff 3 spoolsv. L7¢ 2 2€ 1-04-11
WARNING .debug PID 1124 PPID 47
ost
.debug 2236 PPID 47
dllhost

EHpsscanif4, & Llpool tagkaH, M/AH; EHpsdispscan. dllist. dlidump. handles. getsids, X Bk
cmdscan

cmdscanZ 34 Z&XP /2003 / Vista / 2008F1conhost.exe 18 & csrss.exe N 7E, X Fwin72# Zcmd.exe. £EEGSITHEA
iRt

volatility -f raw.raw --profile=Win7SP1x64 cmdscan



= $ v ity ra rofile=Win7SP1x64 cmdscan

mmandPr :
mmandHis z lication: cmd.exe ags: Allocated, Reset
dCount: ;
mmand :
ProcessHandle:
cd Desktop

latilit

W

; —profil

dhhkdkhkhkkhkkiiid

SR ) DumpIt.exe Flags: Allocated
LastAdded: tDisplayed: -1
CommandCountM 1]

Cmd #14

consoles

AL S emdscan, {B2 b H R £ COMMAND_HISTORY, fi/2CONSOLE INFORMATION, T FLiRA A 5.2 itk 5 2
cmdscan R B8 & A B AKITE S, TconsolesAE & A B N KT8 4 DA K 2 X Ay HE (BB O\t i)

volatility -f raw.raw --profile=Win7SP1x64 consoles



$ volatility -f raw.raw rofile=Wi x64 consoles
Volatility Foundatlon Jolatility Fre
dhkkkdkkkitkhdkdtditdhdbdiddiddidbdiddidddddiddidddddddhbbddhdhitii

896c@ Application: wvolatility.
CommandCount :
FirstCommand:
ProcessHandle:

CommandHistory: |
CommandCount: i1stAdded: -1
FirstCommand: CommandCountM
ProcessHandle:

CommandHistory: @=37fde@ Application: cmd
CommandCount: istAdded: 4 LastDisplaye
FirstCommand: @ CommandCountMax:
Proc
Cmd #@ at @ @: cd Desktop
Cmd #1 a edB: volatility.e raw.raw imageinfo
Cmd volatilit 1 in75P1x64 pstree
Cmd it B ovolatility.exe raw.r rofile= 7 x64 editbox
t volatility raw.ra rofile=Win75P1=64 memdump -p 19

o;aFt Windows [?7?7 6.1. Tﬁﬁlj
2009 Microsoft

r>cd Desktop

esktop>volatility
y Foundation Volatility Fra
volatility.debu
Suggested Profi

WindowsAMDG4
FileAddresss

PAE type : No PAE
DTE
KDBG
Number of Processors
Image Type (
K
KUSER_ HAEED DATA

cmdline

B3RS RK 2P HPTE 1T TBITHER

volatility -f raw.raw --profile=Win7SP1x64 cmdline



1x64 cmdline

latility Foundation

FhAAAAAA A A A A A Ahhhhh
System pid
7 s s s oo oo e e e e e e e oo e e e e e e e s v v e ok e e e e e e o ook ok ok e e e e e e o o o ok ok ok ok oo oo o e e e e o o e e e e

y ndows Sh on=1 i ystemTyp: indows er ase ServerDll=winsrv
verDLlInitialization,2 ServerDll=sxss file trol equestThreads=
e sk e 8 8kt ook ook ko

Command line : ininl e
ek K K kK ko Rk kA Rk kR

insrv
verD11Initi tion,2 Ser
FhAkAAAAA Ak Ak A A A hkhhhh

Fdk kAR AR R Ak AR A
e

e s ke 8 8 ko ook ook ko
pid:
: winl

exe -k DcomLaunch
Fhhh kA AR ARRR AR R Rk

Fd kA kR AR Ak AR Ak kA
20

Brubz 4h, R —EAE LS

privs: &~ EFEALR

envars: EoRHEREEE

verinfo: RRPESCAH R A RRAA(E B

enumfunc: FIH#HFE, dIFIAZIESIERSAMS H

filescan

BT S, — BB SARIE IEAE BT KRR B 434, R W SR m st

volatility -f raw.raw --profile=Win7SP1x64 filescan

volatility -f raw.raw --profile=Win7SP1x64 filescan | grep “flag”

volatility -f raw.raw --profile=Win7SP1x64 filescan | grep “Desktop” (5 7] f & FF 3 Desktop i il 5 i B 7] )
volatility -f raw.raw --profile=Win7SP1x64 filescan | grep -E “png” (ZE#kpngJa %X )

Administ
Administr
Administ

ssories\Desktop.ini

op.ini

soft-Wingoner RSy Eerik: Rdon ne288




dumpfiles

dumpiti g EPIDHISCHF, —BRERMBAFEHLHEINES.

volatility -f raw.raw --profile=Win7SP1x64 dumpfiles -Q [PID] -D ./
HPIDI U ORAFAE 2450 B 3¢

$ volatility -f raw.raw —profile 7SP1=64 dumpfiles -Q @=i

bd@a -D

olatility Foundation Volatility Framework 2.6
tionObject @x=x7fc46hd@ None ] arddiskVolumeliUsersh\Administrato
Xt

procdump

FefE R KA AT XM, JEERPID

volatility -f mal.raw --profile=Win7SP1x64 procdump -p 3468 -D ./

memdump

AT LCKE P9 A7 AN R R AT R

volatility -f win7.vmem --profile=Win7SP1x64 memdump -p [PID] -D ./

g ; m —profile=Win75P1x64 memdump -0Q @x
¢ Foundation Volatility Fra

orensics analy

volatility: error: no such option: -Q
g $ volatility -f win7.vmem —profile=Win75P1x64 memdump -p Bxfffffa
Volatility Foundation Volatility Framework 2.6
ERROR : volatili
Volatility Foundation
* dhkhk kA hhkhkkkkhkhhhhkik

Writing WeChat.

editbox/notepad

EREAERFERGRER
EXPH, IEFEIZATHInotepadf®)F, {# Fnotepadis4 i rl L& Elnotepad.exe 1N %s, TFEWIN7H, A KFnotepad, HEEAH
Feditbox, iXE %:fjieditbox



volatility -f raw.raw --profile=Win7SP1x64 editbox

: $ volatility -f raw.raw e=Win75P1=64 editbox
Volatility Foundation Volatility Frame
ddkkdkdkkdkhkdkhkkhkkikhkikhkihkikikik
Wnd Cont : 1\Win
ess ID
eFileName

: 4]
isPwdCont : False
undoPos H ]
undolen ]
address-of undoBuf: ©=@
undoBuf =

AhkAAAAhkhkhkhkhkhkhkhkhkhkhhhhhhkhhhhhhhik
Wnd Context
Process ID
ImageFileName
IsWov
om_class
e-of WndExtra

Control
undoPos
undolLen
address-of undoBuf:
undoBuf

Wnd Conte
Process ID
eFileName

elEnd

isPwdControl
undoPos

undolLen H
address-of undoBuf:
undoBuf z

netscan

BE MK EZKEZE L

volatility -f raw.raw --profile=Win7SP1x64 netscan



=]

LISTENING
LISTENING

Ve W wwm e e

1900

=
]
m
(=]

fbb7:1900
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
L ENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

T T

SvCscCan

Hifiwindows IR %1 %

volatility -f raw.raw --profile=Win7SP1x64 svcscan

@x1bd1a@

SERVICE_DEMAND_STAR

ID: -

Name: WinRM

Mame: Windows Remote Management
Type: & ! SHARE_PROCESS
State: SERVICE_STOPPED

Path: -

ID:

Name

Name :

Type: ! _SHARE_P
Stat : ICE_RUNNING

xe -k netsvcs

ICE_DEMAND_5

Name
Type: SERVICE_WIN3
State: SERVICE_STOPPED

0x1bdbfo
92
Start: SERVICE_DEMAND_ST

Name :

Name

Type SHARE_P
State: SERVICE_STOPPED
Path: -




screenshot

7~ GD I 2 &5

volatility -f raw.raw --profile=Win7SP1x64 screenshot -D ./

= . ility -f raw.raw —profile=Win7SP1x64

i Fra .6
ion_@.msswindowstation.mssrestricteddesk.png
Default.png

.png
.Default.png
.Default.png

$.Default.png

Winlogon.png

—
Foldexview

GE GA: - \wimdows, i exe

G- Users’ Admini Strator, Desktop INmpIt_exe

BeJ:
li

userassist

HEIBITHIHRM RS

volatility -f raw.raw --profile=Win7SP1x64 userassist



REG_BINARY %ALLUSERSPROFILE%\Microsoft\Windows\Start Menu\Programs\Accessories\Remote Desktop Connection.lnk
Count: 6

Focus Count: 6]

Time Focused: D:00:20.506000

Last updated: 2021-904-11 @9:21:36 UTC+@00@

Raw Data:

Px2P000000 o0 b2 0@ 06 DO 0O @0 00 Q0 @0 90 @6 @0 20 @0
P=QP0PR010 @0 80 bf @@ @0 8@ bf 00 @90 80 bf 00 00 80 bt
D=QD0P0020 @0 80 bf @@ @0 8@ bf 00 @90 80 bf 00 00 80 bt
P=QP0PA030 @0 80 bf @@ @0 B@ bf ff ff ff ff 80 c9 56 12
D=QPO000LD 2e d7 01 00 00 00 0O

REG_BINARY %APPDATA%\Microsoft\Windows\5Start Menu\Programs\Accessories\Accessibility\Magnify.lnk
Count: 3]

Focus Count: 0]

Time Focused: 0:90:00.505000

Last updated: 2021-04-11 ©9:21:36 UTC+000@
Raw Data:

OxP0000000 OO0 Q00 00 Q90 @5 90 @0 90 00 90 00
0=00000012 00 @0 80 bf 00 @@ 80 bf 00 @0 80
0=0p000020 00 @0 80 bf 00 @@ 80 bf 00 @0 80
0=0B000032 00 00 80 bf 00 @@ 80 bf ff ff ff
0=x00000040 b4 2e d7 @1 @0 20 @0 90

REG_BINARY UEME_CTLCUACount:ctor

Count: a

Focus Count: 4]

Time Focused: 0:00:00.500000

Last updated: 1970-21-01 20:00:920 UTC+0000
Raw Data:

0=0@peee0n ff ff ff ff @0 00 @0 00 @@ 00 0@ 00
0=0000010 00 00 20 bf @0 00 80 bf @@ @0 8@ bf
0=00000020 00 00 20 bf @0 00 80 bf @@ @0 8@ bf
0=0000030 00 00 20 bf @0 00 80 bf ff ff ff ff
0=P00PODL0 @O0 00 PO Q0 PO 00 0D VO

REG_BINARY %APPDATA%\Microsoft\Internet Explorer)Quick Launch)User Pinned\TaskBar\Internet Explorer.lnk
Count: 1

Focus Count: 6]

Time Focused: 0:00:00.501000

Last updated: 2021-94-11 13:28: UTC+0000

Raw Data:

O=Q00p0000 00 00 00 @0 01 90 00 00 00 00 01 G0 00 0@
D=000Q0010 00 00 8@ bf @0 @O 00 @0 80 bf 00 @0 80 bf
D=Q00Q0020 ©O0 00 80 bf @0 @O 00 @0 80 bf 20 @0 80 bf
2x00000030 @0 00 30 bf @9 00 ff ff ff ff 20 ad 67 8&d

0x00000040 dE Je d7 01 00 0O hitps://blog.csdn.net/gg_42880719

clipboard

BYMEREHE, NS %-vaT A= i

volatility -f raw.raw --profile=Win7SP1x64 clipboard
volatility -f raw.raw --profile=Win7SP1x64 clipboard -v >clip.txt

= $ wvolatility -f raw.raw —-profile=Win75P1x64 clipboard
Volatility Foundation Volatility Framework 2.6
Session WindowStation Format Handle Object

WinSta@ @=co09L BxcB183 O=fffffo00c@72b940
Winsta@ CF_TEXT ) ———————
WinSta@ B=aBisfl @=x30000000000] ——M——
WinStad @=c@13L @=2a@lcd O=xfffffo@dclcogifo
WinSta@ CF_TEXT 0x10 ——
WinSta@ @=1702c3L 0=x300000000000 ——M—
@=1702c3 @=xfffff900clcO8360
Dxad4sf O=xfffffo0@c2065b60

e ]

hivelist




FIHHEM &

volatility -f raw.raw --profile=Win7SP1x64 hivelist
dumpregistry -o virtualibhk =] LA S, fnvolatility -f raw.raw --profile=Win7SP1x64 dumpregistry -o Oxfffff8a003696010

| —profile=Win7SP1x64 hivelist

2.6

Fig\DEFAULT

Administr
Administra \Microsoft\Windows\UsrClass.da

- A

malfind

malfind & B EE N KRS/ DLL

volatility -f raw.raw --profile=Win7SP1x64 malfind

T LARF R H 7 7E 3
handles

BEXHAW, w0 EEmalfind ZBPID #2233

volatility -f raw.raw --profile=Win7SP1x64 handles -p 620 -t file

iehistory

IREH AR B P 5, XA RS WA H A E .

volatility -f raw.raw --profile=Win7SP1x64 iehistory



‘Users/Administrato sktop/help.txt

]

]

0xb@

~+

?ocid=iehp
Last modified:
Last accessed:
File Offs

o.microsoft.com/fwlink/?LinkId=69157

com/ rch?format=rss&g=emoji&FORM=IEBSR

Length: @xb8

Jl;lted Administratorahttps:
modlflﬂd:
sed

dildump

H IR EPIDR AR BT DLLS

volatility -f raw.raw --profile=Win7SP1x64 dlldump -p [PID] -D ./

$ volatility -f raw.raw —profile=Win7SP1x64 dlldump -p @
Volatility Foundatlon Volatility Framework 2.6

Process(V) Name Module Bas Module Name

55 FH 4 3% B 55



Mg printkey—#£, FhashRIKEXNERS, iX B AT DA E B FAmimikatz pyfl R IRB AN FH K ED, T2 EREL T JRWAT
PAH BThi fpassware kitRIREUE RS, JR 2 [FRE 2 A7 B IR AU D .

bk

https://github.com/ruokeqgx/tool-for-CTF/tree/master/volatility_plugins

BTN, AERELE

AR E R, EHEAE A mimikatzEI ® ], -

volatility -f raw.raw --profile=Win7SP1x64 mimikatz

printkey

WHRARI SR LEY. EERNEBEERRARAS.

FKELH P . volatility -f raw.raw --profile=Win7SP1x64 printkey -K “SAM\Domains\Account\Users\Names”

ne

z $fvolatility -f raw.raw —profile=Win7SP1x64 printkey -K "SAM\Domains\Account\Users‘\Names"
Volatility Foundation Volatility Fra
) = Stable (V) = Volatile

Values:
REG_NONE

REUER Ja B bk R 7 . volatility -f raw.raw --profile=Win7SP1x64 printkey -K “SOF TWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon”


https://github.com/ruokeqx/tool-for-CTF/tree/master/volatility_plugins
https://blog.csdn.net/weixin_45485719/article/details/107837269?utm_source=app&app_version=4.13.0&utm_source=app

K "SOFTWAREM\Microsoft\Windows NT\CurrentVersion\Winlogon"

REG_ eProfileDirs : (S) ata\Local; AppD: JLocallow;$
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